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1 Introduction

The goal of the ONVIF test specification set is to make it possible to realize fully interoperable
IP physical security implementation from different vendors. The set of ONVIF test specification
describes the test cases need to verify the [ONVIF Network Interface Specs] and [ONVIF
Conformance] requirements. In addition, the test cases are to be basic inputs for some Profile
specification requirements. It also describes the test framework, test setup, pre-requisites, test
policies needed for the execution of the described test cases.

This ONVIF Access Policy Device Test Specification acts as a supplementary document to the
[ONVIF Network Interface Specs], illustrating test cases need to be executed and passed. And this
specification acts as an input document to the development of test tool, which will be used to test
the ONVIF device implementation conformance towards ONVIF standard. This test tool is referred
as ONVIF Client hereatfter.

1.1 Scope

This ONVIF Access Policy Device Test Specification defines and regulates the conformance testing
procedure for the ONVIF conformant devices. Conformance testing is meant to be functional black-
box testing. The objective of this specification to provide test cases to test individual requirements of
ONVIF devices according to ONVIF Access Policy Specification which is defined in [ONVIF Network
Interface Specs].

The principal intended purposes are:

* Provide self-assessment tool for implementations.

» Provide comprehensive test suite coverage for [ONVIF Network Interface Specs].
This specification does not address the following:

» Product use cases and non-functional (performance and regression) testing.

+ SOAP Implementation Interoperability test i.e. Web Service Interoperability Basic Profile
version 2.0 (WS-I BP 2.0).

» Network protocol implementation Conformance test for HTTP, HTTPS, RTP and RTSP
protocol.

* Poor streaming performance test (audio/video distortions, missing audio/video frames,
incorrect lib synchronization etc.).

Wi-Fi Conformance test
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The set of ONVIF Test Specification will not cover the complete set of requirements as defined in

[ONVIF Network Interface Specs]; instead, it will cover its subset.

This ONVIF Access Policy Device Test Specification covers requirements for export file format,
which is a functional block of [ONVIF Network Interface Specs]. The following section gives a brief
overview of each functional block and its scope.

1.2 Access Policy

Access Policy cases cover verification of exported file format defined in [ONVIF Access Policy
Specification].
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2 Normative references

* [ONVIF Core Specs] ONVIF Core Specification:

https://www.onvif.org/profiles/specifications/
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3 Terms and Definitions

3.1 Conventions

The key words "shall", "shall not", "should", "should not", "may", "need not", "can", "cannot" in this
specification are to be interpreted as described in [ISO/IEC Directives Part 2].

3.2 Definitions

This section describes terms and definitions used in this document.

ONVIF Device Computer appliance or software program that exposes one or multiple
ONVIF Web Services.

ONVIF Client Computer appliance or software program that uses ONVIF Web Services.

Device Test Tool ONVIF Device Test Tool that tests ONVIF Device implementation towards

the ONVIF Test Specification set.

3.3 Abbreviations

This section describes abbreviations used in this document.

Ul User Interface.
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4 Test Overview

This section describes about the test setup and prerequisites needed, and the test policies that
should be followed for test case execution.

4.1 Test Setup

4.1.1 Network Configuration for DUT

The generic test configuration for the execution of test cases defined in this document is as shown
below (Figure 4.1).

Based on the individual test case requirements, some of the entities in the below setup may not be
needed for the execution of those corresponding test cases.

Figure 4.1. Test Configuration for DUT

Wireless Access
DHCP Server DNS Server Point
| |
NTP Server Switching Hub HTTP Froxy
BUT '
(Device Under Router ﬂ?ggﬁﬁ;‘t
Test)

DUT: ONVIF device to be tested. Hereafter, this is referred to as DUT (Device Under Test).

ONVIF Client (Test Tool): Tests are executed by this system and it controls the behavior of the
DUT. It handles both expected and unexpected behavior.

HTTP Proxy: provides facilitation in case of RTP and RTSP tunneling over HTTP.

Wireless Access Point: provides wireless connectivity to the devices that support wireless
connection.
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DNS Server: provides DNS related information to the connected devices.

DHCP Server: provides IPv4 Address to the connected devices.
NTP Server: provides time synchronization between ONVIF Client and DUT.

Switching Hub: provides network connectivity among all the test equipments in the test
environment. All devices should be connected to the Switching Hub. When running multiple test
instances in parallel on the same network, the Switching Hub should be configured to use filtering
in order to avoid multicast traffic being flooded to all ports, because this may affect test stability.

Router: provides router advertisements for IPv6 configuration.

4.2 Prerequisites

The pre-requisites for executing the test cases described in this Test Specification are:
1. The DUT shall be configured with an IPv4 address.
2. The DUT shall be IP reachable [in the test configuration].
3. The DUT shall be able to be discovered by the Test Tool.

4. The DUT shall be configured with the time i.e. manual configuration of UTC time and if NTP
is supported by the DUT, then NTP time shall be synchronized with NTP Server.

5. The DUT time and Test tool time shall be synchronized with each other either manually or
by common NTP server

4.3 Test Policy

This section describes the test policies specific to the test case execution of each functional block.

The DUT shall adhere to the test policies defined in this section.

4.3.1 Access Policy

The test policies specific to the test case execution of Access Policy functional block:
+ TODO

Please, refer to Chapter 5, Access Policy Test Cases for Access Policy Test Cases.
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5 Access Policy Test Cases

5.1 ACCESS POLICY (ACCESS NOT ALLOWED)

Test Case ID: ACCESS POLICY-1-1-1

Specification Coverage: User-based access control (ONVIF Core Specification)
Feature Under Test: Access Policy

WSDL Reference: None.

Test Purpose: To verify that a DUT does not allow for authentication of service requests for users
with prohibited security level.

Pre-Requisite:
+ Digest is supported by a DUT.

» User List file is provided by Test Operator using the Device Test Tool Ul (please, see Annex
Annex A.1).

+ If a DUT has custom Access Policy, then Access Policy File is provided by Test Operator
using the Device Test Tool Ul (please, see Annex Annex A.2).

Test Configuration: ONVIF Client and DUT
Test Procedure:
1. Start an ONVIF Client.
2. Start the DUT.
3. Set userList := User List file from Ul (see Annex Annex A.1).
4. ONVIF Client validates userList

4.1. If userList does not contain User with UserLevel = "User", [TODO]: need to choose
option

Option A: fail the test and skip other steps
Option B: not perform step 8

4.2. Set user := User with UserLevel = "User" from userList.

www.onvif.org 11
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4.3. If userListdoes not contain User with UserLevel = "Operator", [TODO]: need to choose

option
Option A: fail the test and skip other steps
Option B: not perform step 9
4.4. Set operator := User with UserLevel = "Operator" from userList.

5. If Access Policy File is provided in the Device Test Tool Ul set accessPolicyFile := Custom
Access Policy File from Ul (see Annex Annex A.2).

6. If Access Policy File is not provided in the Device Test Tool Ul, set accessPolicyFile := Default
Access Policy File (see Annex Annex A.2).

7. For each Request (request) from AccessGroup with UserLevel="Anonymous" from
accessPolicyFile (NOTE: only for services supported by ONVIF Client)

7.1. If DUT supports service that corresponds to Service.Name value of request in
accessPolicyFile

7.1.1. ONVIF Client generates valid request stucture with random values of
parameters for command corresponds to request.

7.1.2. ONVIF Client invokes generated request without any credentials.

7.1.3. DUT responds with HTTP error code 401 or with env:Receiver/
ter:ActionNotSupported SOAP fault message.

8. For each Request (request) from AccessGroup with UserLevel="Operator" from
accessPolicyFile (NOTE: only for services supported by ONVIF Client)

8.1. If DUT supports service that corresponds to Service.Name of request in
accessPolicyFile

8.1.1. ONVIF Client generates valid request stucture with random values of
parameters for command corresponds to request.

8.1.2. ONVIF Client invokes generated request with credentials of user .

8.1.3. DUT responds with HTTP error code 401 or with env:Receiver/
ter:ActionNotSupported SOAP fault message.

9. For each Request (request) from AccessGroup with UserLevel="Administrator" from
accessPolicyFile (NOTE: only for services supported by ONVIF Client)
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9.1. If DUT supports service that corresponds to Service.Name of request in

accessPolicyFile

9.1.1. ONVIF Client generates valid request stucture with random values of
parameters for command corresponds to request.

9.1.2. ONVIF Client invokes generated request with credentials of operator.

9.1.3. DUT responds with HTTP error code 401 or with env:Receiver/
ter:ActionNotSupported SOAP fault message.

Test Result:
PASS -

* DUT passes all assertions.
FAIL -

» The DUT did not send either HTTP error code 401 or env:Receiver/ter:ActionNotSupported
SOAP fault message.
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Annex A Helper Procedures and Additional Notes

A.1 User List File

The Device Test Tool uses User List File in ACCESS_POLICY-1-1-1 ACCESS POLICY (ACCESS
NOT ALLOWED) test case.

This is a file that contains the username and password for two users that have user levels Operator
and User respectively.

The Test Operator shall fill credentials using this template and provide User List File in the Device
Test Tool UI.

TODO

A.2 Access Policy File

The Device Test Tool uses Access Policy File in ACCESS_POLICY-1-1-1 ACCESS POLICY
(ACCESS NOT ALLOWED) test case.

There two options of Access Policy File: Default Access Policy File and Custom Access Policy
File.

1. Default Access Policy File:

* It is an internal file provided with the Device Test Tool. It corresponds to default
Access Policy (defined in the Table 6 Default Access Policy Definition in ONVIF Core
Specification).

» By default (if Access Policy File is not provided in the Device Test Tool Ul), the ONVIF
Client uses this Default Access Policy File.

» If a DUT Access Policy is the same as defined in the Table 6 Default Access Policy
Definition of ONVIF Core Specification, test operator does not have to do anything with
Access Policy File.

2. Custom Access Policy File:
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» Ifa DUT Access Policy differs from defined in the Table 6 Default Access Policy Definition
of ONVIF Core Specification, test operator shall provide Custom Access Policy File in the
Device Test Tool UI.

* How to create Custom Access Policy File:
+ Get Default Access Policy File here: (TODO: path where it can be found).
* Modify Default Access Policy File with required access policy.
* Provide modified file in the Device Test Tool Ul.
Description of Access Policy File structure:

» AccessGroup with UserLevel="Anonymous" contains set of requests that allow access
for the following users levels: anonymous access and all user levels ("User", "Operator”,
"Administrator").

» AccessGroup with UserLevel="User" contains set of requests that allow access for the
following users levels: "User", "Operator”, "Administrator". Anonymous access is not allowed.

» AccessGroup with UserLevel="Operator" contains set of requests that allow access for the
following users levels: "Operator", "Administrator". Anonymous access and access for "User"
user level are not allowed.

* AccessGroup with UserLevel="Administrator" contains set of requests that allow access for
"Administrator" user level only. Anonymous access and access for "User" and "Operator" user
levels are not allowed.

+ Service.@Name attribute has value TODO.

Here is template of Access Policy File.

<?xm version="1.0"?>
<AccessPol i cyDefinition xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schena" >
<Access& oups>
<AccessG oup User Level =" Anonynous" >
<Servi ces>
<Servi ce Name="PACSPort">
<Request s>
<Request Nane="Cet Servi ceCapabilities"/>
</ Request s>

www.onvif.org 15



OnviF: | sxeeegre

</ Servi ce>
<Servi ce Name="AccessRul esPort" >
<Request s>
<Request Nane="GCet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Nanme="Acti onEngi nePort">
<Request s>
<Request Nane="Cet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Anal yti csEngi nePort" >
<Request s>
<Request Nane="Capabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Nane="AppManagenent ">
<Request s>
<Request Nane="Cet Capabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Aut henti cati onBehavi or Port" >
<Request s>
<Request Nane="Cet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Devi ce">
<Request s>
<Request Nanme="GCetWsdl Url"/>
<Request Nane="Cet Servi ces"/>
<Request Nane="Cet Servi ceCapabilities"/>
<Request Nanme="Cet Capabilities"/>
<Request Nane="Cet Host nane"/ >
<Request Nane=" Cet Syst enDat eAndTi ne"/ >
<Request Nane="Cet Endpoi nt Ref er ence"/ >
</ Request s>
</ Servi ce>
<Servi ce Nane="Credential Port">
<Request s>
<Request Nane="Cet Servi ceCapabilities"/>
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</ Request s>
</ Servi ce>
<Servi ce Name="Devi cel OPort" >
<Request s>
<Request Nane="Cet Rel ayQut put Opti ons"/ >
<Request Nane="Cet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Di spl ayPort">
<Request s>
<Request Nanme="Capabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Door Control Port" >
<Request s>
<Request Nane="Cet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Name="I|nmagi ngPort">
<Request s>
<Request Nane="GCet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Medi a" >
<Request s>
<Request Nane="Cet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Medi a2">
<Request s>
<Request Nane="Cet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Nane="Provi si oni ngServi ce">
<Request s>
<Request Nane="Cet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Name="PTZ">
<Request s>
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<Request Nanme="Cet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Schedul ePort">
<Request s>
<Request Nane="Cet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Nanme="AdvancedSecurityService">
<Request s>
<Request Nane="Cet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Ther mal Port">
<Request s>
<Request Nane="Capabilities"/>
</ Request s>
</ Servi ce>
</ Servi ces>
</ AccessG oup>
<AccessGroup UserlLevel =" User" >
<Servi ces>
<Servi ce Name="PACSPort ">
<Request s>
<Request Nane="Cet AccessPoi nt | nfo"/>
<Request Nane="Cet AccessPoi nt | nfoList"/>
<Request Nanme="Cet AccessPoi nts"/>
<Request Nanme="Cet AccessPoi ntList"/>
<Request Nane="Cet Ar eal nfo"/ >
<Request Nanme="Cet Areal nfoList"/>
<Request Nane="Cet Areas"/>
<Request Nane="Cet ArealList"/>
</ Request s>
</ Servi ce>
<Servi ce Name="AccessRul esPort" >
<Request s>
<Request Nane="Cet AccessProfilelnfo"/>
<Request Nane="GCet AccessProfil el nfolList"/>
<Request Nane="Cet AccessProfiles"/>
<Request Nane="Cet AccessProfilelList"/>
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</ Request s>
</ Servi ce>
<Servi ce Name="Acti onEngi nePort" >
<Request s>
<Request Nane="Get SupportedActi ons"/>
<Request Nane="Cet Acti ons"/>
<Request Nane="Cet Acti onTri ggers"/>
</ Request s>
</ Servi ce>
<Servi ce Nanme="Anal yti csEngi nePort">
<Request s>
<Request Nane="Cet Support edRul es"/ >
<Request Nanme="Cet Rul es"/>
<Request Nane="Cet Rul eOpti ons"/>
<Request Nane="Get Support edAnal yti csMbdul es"/ >
<Request Nanme="Cet Anal yti csModul es"/ >
<Request Nane="GCet Anal yti csMbdul eOpti ons"/ >
<Request Nane=" Cet Support edMet adata"/ >
</ Request s>
</ Servi ce>
<Servi ce Name="Aut henti cati onBehavi or Port ">
<Request s>
<Request Nane="GCet Aut henti cati onProfil el nfo"/>
<Request Nane="GCet Aut henti cati onProfil el nfolList"/>
<Request Nane="Cet Aut henti cati onProfil es"/>
<Request Nane="Cet Aut henti cati onProfil eList"/>
<Request Nane="Cet SecuritylLevel |l nfo"/>
<Request Nane="Cet SecuritylLevel | nfolList"/>
<Request Nanme="Cet SecuritylLevel s"/>
<Request Name="Cet SecuritylLevel List"/>
</ Request s>
</ Servi ce>
<Servi ce Nanme="Devi ce">
<Request s>
<Request Nane="Get DNS"/ >
<Request Nane="Get NTP"/>
<Request Nane="Cet Dynam cDNS"/ >
<Request Nane="Cet Net wor kIl nt erfaces"/>
<Request Nane="Get Net wor kPr ot ocol s"/ >
<Request Nane="Cet Net wor kDef aul t Gat eway"/ >
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<Request Nanme="Cet Zer oConfi guration"/>
<Request Nane="Cet| PAddressFilter"/>
<Request Nane="Cet Dot 11Capabilities"/>
<Request Nane="Cet Dot 11St at us"/ >
<Request Nane="ScanAvai |l abl eDot 11Net wor ks"/ >
<Request Nane=" Cet Devi cel nf ormati on"/>
<Request Nane="Cet SysteniJris"/>
<Request Nane="Cet Scopes"/ >
<Request Nane="Cet Di scoveryMde"/ >
<Request Nane="Cet GeoLocation"/>
<Request Nane="Cet Renot eUser"/>
<Request Nanme="Cet Rel ayQut puts"/>
<Request Nane="Cet St or ageConfi gurati ons"/>
<Request Nanme="Cet St or ageConfi guration"/>
<Request Nane="Creat ePul | Poi nt Subscri ption"/>
<Request Nane="Pul | Messages"/ >
<Request Nane="Renew'/ >
<Request Nane="Unsubscri be"/>
<Request Nane="Seek"/>
<Request Nane="Set Synchroni zati onPoi nt"/ >
<Request Nane="Cet Event Properties"/>
<Request Nane="Cet Event Br okers"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Credential Port">
<Request s>
<Request Nane="Cet Credenti al | nfo"/>
<Request Nane="Cet Support edFor mat Types"/ >
<Request Nanme="Cet Credenti al AccessProfiles"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Devi cel OPort">
<Request s>
<Request Nane="Cet Vi deoQut put s"/ >
<Request Name="Cet Vi deoQut put Confi guration"/>
<Request Nane="Cet Vi deoSour ces"/ >
<Request Nane=" Cet Audi oQut put s"/ >
<Request Nane=" Cet Audi oSour ces"/ >
<Request Nane=" Cet Rel ayQut put s"/ >
<Request Nane="CetDi gitallnputs"/>
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<Request Nane="GetDi gi tal | nput Confi gurati onOptions"/>
<Request Nane="GCet Seri al Ports"/>
<Request Name="Cet Seri al Port Confi guration"/>
<Request Nane="GCet Seri al Port Confi gurati onOpti ons"/>
</ Request s>
</ Servi ce>
<Servi ce Nanme="Di spl ayPort">
<Request s>
<Request Nane="Cet PaneConfi gurati ons"/>
<Request Nane="Cet PaneConfi guration"/>
<Request Nane="Cet Layout"/>
<Request Nane="Cet Di spl ayOpti ons"/ >
</ Request s>
</ Servi ce>
<Servi ce Name="Door Contr ol Port">
<Request s>
<Request Nane="Get Door | nfo"/>
<Request Nane=" Cet Door | nf oLi st"/>
<Request Nane="Cet Doors"/>
<Request Nane="Cet Door Li st"/>
<Request Nane=" Cet Door St at e"/ >
</ Request s>
</ Servi ce>
<Servi ce Name="I|magi ngPort">
<Request s>
<Request Nane="Cet Presets"/>
<Request Nane="Cet Current Preset"/>
<Request Nane="Cet MoveOpti ons"/ >
<Request Nanme="GCet Status"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Medi a">
<Request s>
<Request Nane="GCetProfiles"/>
<Request Nane="GCetProfile"/>
<Request Nane="Cet Vi deoSour ces"/ >
<Request Nane="Cet Vi deoSour ceConfi gurati ons"/>
<Request Nane="Cet Vi deoSour ceConfi guration"/>
<Request Nane="Cet Conpat i bl eVi deoSour ceConfi gurati ons"/>
<Request Nane="Cet Vi deoSour ceConfi gurati onQpti ons"/>
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<Request Nanme="Cet Vi deoEncoder Confi gurati ons"/>
<Request Nane="Cet Vi deoEncoder Confi gurati on"/>
<Request Nane="Cet Conpati bl eVi deoEncoder Confi gurati ons"/>
<Request Nane="Cet Vi deoEncoder Confi gurati onOpti ons"/ >
<Request Nane="Cet Guar ant eedNunber O Vi deoEncoder | nst ances"/ >
<Request Nane=" Cet Audi oSour ces"/ >
<Request Nane="Get Audi oSour ceConfi gurati ons"/>
<Request Nane="Cet Audi oSour ceConfi guration"/>
<Request Nane="Cet Conpat i bl eAudi oSour ceConfi gurati ons"/>
<Request Nane="Cet Audi oSour ceConfi gurati onQpti ons"/>
<Request Nane="Cet Audi oEncoder Confi gurati ons"/>
<Request Nanme="Cet Audi oEncoder Confi gurati on"/>
<Request Nane="Cet Conpat i bl eAudi oEncoder Confi gur ati ons"/>
<Request Nane="Cet Audi oEncoder Confi gur ati onOpti ons"/>
<Request Nane="Cet Vi deoAnal yti csConfi gurati ons"/>
<Request Nane="Cet Vi deoAnal yti csConfi guration"/>
<Request Nane="Get Cconpati bl eVi deoAnal yti csConfi gurati ons"/>
<Request Nane="GCet Met adat aConfi gurati ons"/>
<Request Nane="Get Met adat aConfi guration"/>
<Request Nane="Cet Conpati bl eMet adat aConfi gurati ons"/ >
<Request Nane="Cet Met adat aConfi gurati onOpti ons"/>
<Request Nane=" Cet Audi oQut put s"/ >
<Request Nane="Get Audi oQut put Confi gurati ons"/>
<Request Nane="Cet Audi oQut put Confi gurati on"/>
<Request Nane="Cet Conpat i bl eAudi oQut put Confi gurati ons"/>
<Request Nane="Cet Audi oQut put Confi gurati onQpti ons"/>
<Request Nane="Cet Audi oDecoder Confi gurati ons"/>
<Request Nanme="Cet Audi oDecoder Confi gurati on"/>
<Request Nanme="Cet Conpat i bl eAudi oDecoder Confi gur ati ons"/>
<Request Nane="Cet Audi oDecoder Confi gur ati onOpti ons"/>
<Request Name="GCet Streami"/>
<Request Nanme="Cet Snapshot Uri"/>
<Request Nane="GCet Vi deoSour ceMbdes"/ >
<Request Nane="Get CSDs"/ >
<Request Nane="Get OSD'/ >
<Request Nane="Cet OSDOpti ons"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Medi a2">
<Request s>
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<Request Nanme="GCet Profil es"/>
<Request Nane="Cet Vi deoSour ceConfi gurati ons"/>
<Request Nane="Get Audi oSour ceConfi gurati ons"/>
<Request Nane="Cet Vi deoEncoder Confi gurations"/>
<Request Nane="Cet Audi oEncoder Confi gurations"/>
<Request Nane="Cet Met adat aConfi gurati ons"/>
<Request Nane="Get Audi oQut put Confi gurati ons"/>
<Request Nane="Cet Audi oDecoder Confi gurati ons"/>
<Request Nane="Cet Vi deoSour ceConfi gurati onQpti ons"/>
<Request Nane="Cet Audi oSour ceConfi gurati onQpti ons"/>
<Request Nane="Cet Vi deoEncoder Confi gurati onOpti ons"/ >
<Request Nane="Cet Audi oEncoder Confi gur ati onOpti ons"/>
<Request Nane="Cet Met adat aConfi gurati onOpti ons"/ >
<Request Nanme="Cet Audi oQut put Confi gurati onOpti ons"/ >
<Request Nane=" Get Audi oDecoder Confi gurati onOpti ons"/ >
<Request Nane="Cet Vi deoEncoder | nst ances"/ >
<Request Name="GCet Streami"/>
<Request Nane="Cet Snapshot Uri "/ >
<Request Nanme="Cet Vi deoSour ceMbdes"/ >
<Request Nane="Cet CSDs"/ >
<Request Nane="Cet OSDOpti ons"/>
<Request Nane="Cet Masks"/>
<Request Nane="Cet MaskOpti ons"/ >
</ Request s>
</ Servi ce>
<Servi ce Nanme="Provi si oni ngServi ce">
<Request s>
<Request Nanme="Cet Usage"/>
</ Request s>
</ Servi ce>
<Servi ce Nanme="PTZ">
<Request s>
<Request Nane="Cet Nodes" />
<Request Nane="Cet Node"/ >
<Request Nane="Cet Confi gurati ons"/>
<Request Nane="Cet Configuration"/>
<Request Nane="Cet Confi gurati onOpti ons"/ >
<Request Nane="Cet Conpati bl eConfi gurations"/>
<Request Nane="GCet Status"/>
<Request Nane="Cet Presets"/>
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<Request Nane="Cet Preset Tours"/ >
<Request Nane="Cet Preset Tour"/>
<Request Nane=" Cet Preset Tour Opti ons"/>
</ Request s>
</ Servi ce>
<Servi ce Nanme="Sear chPort" >
<Request s>
<Request Nane="Fi ndMet adat a"/ >
</ Request s>
</ Servi ce>
<Servi ce Name="Schedul ePort" >
<Request s>
<Request Nanme="Cet Schedul el nf 0"/ >
<Request Nane="Cet Schedul el nf oLi st"/>
<Request Nanme="Cet Schedul es"/>
<Request Nane="Cet Schedul eLi st"/>
<Request Nanme="Get Speci al DayG oupl nf 0"/ >
<Request Nane="CGet Speci al DayGr oupl nf oLi st"/ >
<Request Nane="Cet Speci al DayG oups"/ >
<Request Name="Cet Speci al DayG oupLi st "/ >
</ Request s>
</ Servi ce>
<Servi ce Nane="AdvancedSecurityService">
<Request s>
<Request Nane="Cr eat ePKCS10CSR"/ >
<Request Nanme="Cet d i ent Aut henti cati onRequi red"/ >
<Request Nanme="CGet ChMapsToUser"/ >
<Request Nane="Cet Enabl edTLSVer si ons"/ >
</ Request s>
</ Servi ce>
<Servi ce Name="Ther nal Port" >
<Request s>
<Request Nanme="Cet Confi guration"/>
<Request Nane="GCet Confi gurati onOpti ons"/>
<Request Nane="Cet Confi gurati ons"/>
<Request Nane="Cet Radi onet ryConfi gurati onOpti ons"/>
</ Request s>
</ Servi ce>
</ Ser vi ces>
</ AccessG oup>
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<AccessG oup UserLevel =" Adm ni strator">
<Servi ces>
<Servi ce Name="PACSPort">
<Request s>
<Request Nane="Creat eAccessPoint"/>
<Request Nane="Set AccessPoi nt"/>
<Request Nane="Mbdi fyAccessPoint"/>
<Request Nane="Del et eAccessPoint"/>
<Request Nane="Creat eArea"/>
<Request Nane="Set Area"/>
<Request Nane="Modi f yArea"/>
<Request Nane="Del et eArea"/>
</ Request s>
</ Servi ce>
<Servi ce Name="AccessRul esPort">
<Request s>
<Request Nane="Creat eAccessProfile"/>
<Request Nane="Set AccessProfile"/>
<Request Nanme="MbdifyAccessProfile"/>
<Request Nane="Del et eAccessProfile"/>
</ Request s>
</ Servi ce>
<Servi ce Nanme="Acti onEngi nePort">
<Request s>
<Request Nane="Creat eActions"/>
<Request Nane="Mbdi f yActi ons"/>
<Request Nane="Del et eActi ons"/>
<Request Nanme="Creat eActionTriggers"/>
<Request Nanme="Mbdi f yActi onTri ggers"/>
<Request Nane="Del et eActi onTriggers"/>
</ Request s>
</ Servi ce>
<Servi ce Nane="Anal yti csEngi nePort">
<Request s>
<Request Nane="Del et eAnal yti csModul es"/ >
<Request Nane="Message"/ >
<Request Nane="Li neDet ector"/>
<Request Nane="Fi el d"/>
<Request Nane="Loitering"/>
<Request Nane="Li ne"/>
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<Request Nane="Cccupancy"/>
<Request Nane="Cbject"/>
</ Request s>
</ Servi ce>
<Servi ce Nane="AppManagenent ">
<Request s>
<Request Nane="Uninstall"/>
<Request Nane="Activate"/>
<Request Nane="Deacti vate"/>
<Request Nane="Cetl nstal | edApps"/ >
<Request Nane="Cet Appsl nfo"/>
<Request Nane="InstallLi cense"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Aut henti cati onBehavi or Port">
<Request s>
<Request Nanme="Creat eAut henticationProfile"/>
<Request Nane="Set Aut henti cati onProfile"/>
<Request Name="Modi f yAut henti cati onProfile"/>
<Request Nane="Del et eAut henti cationProfile"/>
<Request Nane="CreateSecuritylLevel "/>
<Request Nane="Set SecuritylLevel"/>
<Request Nanme="MdifySecuritylLevel "/>
<Request Nane="Del et eSecuritylLevel "/>
</ Request s>
</ Servi ce>
<Servi ce Name="Devi ce">
<Request s>
<Request Nane="Set Host nane"/ >
<Request Nane="Set Host nanmeFr onDHCP" / >
<Request Nane="Set DNS"/>
<Request Name="Set NTP"/>
<Request Nane="Set Dynani cDNS"/ >
<Request Nane="Set Net wor kIl nt erfaces"/>
<Request Nane="Set Net wor kPr ot ocol s"/ >
<Request Nane="Set Net wor kDef aul t Gat eway"/ >
<Request Nane="Set Zer oConfi guration"/>
<Request Nane="Set| PAddressFilter"/>
<Request Nane="Addl PAddressFilter"/>
<Request Nane="Renovel PAddressFilter"/>
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<Request Nane=" Cet Syst enBackup"/ >
<Request Nane="Rest oreSysteni/>
<Request Nane="Start Syst enRestore"/>
<Request Nanme="Set Syst enDat eAndTi me"/ >
<Request Nane="Set Syst enfact oryDefaul t"/>
<Request Nane="Upgr adeSyst enti r mwar e"/ >
<Request Nane="Start Fi r mvar eUpgr ade"/ >
<Request Nane="Cet Syst enlLog"/ >
<Request Nane="Cet Syst enSupport | nformtion"/>
<Request Nane="Syst enReboot"/>
<Request Nane="Set Scopes"/ >
<Request Nane="AddScopes"/>
<Request Nanme="RenpbveScopes"/>
<Request Nane="Set Di scoveryMode"/>
<Request Nane="Set GCeolLocation"/>
<Request Nane="Del et eGCeoLocation"/>
<Request Nane="Cet AccessPolicy"/>
<Request Nane="Set AccessPolicy"/>
<Request Nane="GCet Users"/>
<Request Nane="Creat eUsers"/>
<Request Nane="Del et eUsers"/>
<Request Nane="Set User"/ >
<Request Nane="Set Renot eUser"/>
<Request Nane="AddEvent Br oker"/ >
<Request Nane="Del et eEvent Br oker"/ >
</ Request s>
</ Servi ce>
<Servi ce Name="Credential Port">
<Request s>

<Request Nanme="Cet Credenti al I nfoList"/>
<Request Nane="Cet Credenti al s"/>
<Request Nanme="Cet Credenti al List"/>
<Request Nane="CreateCredential"/>
<Request Nane="Set Credential "/>
<Request Nane="Mbdi fyCredential "/>
<Request Nane="Del eteCredential "/ >
<Request Nanme="GCet Credential I dentifiers"/>
<Request Nane="Set Credential | dentifier"/>
<Request Nane="Del et eCredenti al | dentifier"/>
<Request Nane="GCetWitelist"/>
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<Request Nanme="AddToWitelist"/>
<Request Nane="RermoveFromhitelist"/>
<Request Nane="Del eteWitelist"/>
<Request Nane="Cet Bl acklist"/>
<Request Nane="AddToBl acklist"/>
<Request Nane="RermoveFronBl acklist"/>
<Request Nane="Del et eBl acklist"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Devi cel OPort" >
<Request s>
<Request Nane="Cet Vi deoQut put Confi gurati onOpti ons"/ >
</ Request s>
</ Servi ce>
<Servi ce Name="Door Contr ol Port">
<Request s>
<Request Nane="Creat eDoor"/ >
<Request Nane="Set Door"/ >
<Request Nane="Mbdi f yDoor"/>
<Request Nane="Del et eDoor"/ >
</ Request s>
</ Servi ce>
<Servi ce Nanme="I|magi ngPort ">
<Request s>
<Request Nane="Cet | magi ngSettings"/>
<Request Nane="Cet Opti ons"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Medi a">
<Request s>
<Request Nanme="Set Vi deoSour ceMbde"/ >
</ Request s>
</ Servi ce>
<Servi ce Name="Medi a2">
<Request s>
<Request Nane="Set Vi deoSour ceMbde"/ >
</ Request s>
</ Servi ce>
<Servi ce Nanme="Provi si oni ngServi ce">
<Request s>
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<Request Nanme="PanMbve"/ >
<Request Nane="Tilt Move"/>
<Request Nane="Zoonlbve"/>
<Request Nane="Rol | Move"/>
<Request Nane="FocusMve"/ >
<Request Nane="St op"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Recei verPort">
<Request s>
<Request Nane="Cet Recei vers"/>
<Request Nane="Cet Recei ver"/>
<Request Nane="Creat eRecei ver"/>
<Request Nane="Del et eRecei ver"/>
<Request Nane="Confi gur eRecei ver"/>
<Request Nane="Set Recei ver Mbde"/ >
<Request Nanme="Cet Recei ver State"/>
<Request Nane="Cet Servi ceCapabilitites"/>
</ Request s>
</ Servi ce>
<Servi ce Nane="Recordi ngPort">
<Request s>
<Request Nane="Creat eRecordi ng"/>
<Request Nane="Del et eRecordi ng"/>
<Request Nane="Cet Recordi ngs"/>
<Request Nane="Set Recor di ngConfi guration"/>
<Request Nane="Cet Recor di ngConfi guration"/>
<Request Nane="CreateTrack"/>
<Request Nane="Del et eTrack"/ >
<Request Nane="Cet TrackConfi guration"/>
<Request Nane="Set TrackConfi guration"/>
<Request Nanme="Creat eRecor di ngJob"/ >
<Request Name="Del et eRecor di ngJob"/ >
<Request Nane="Cet Recor di ngJobs"/ >
<Request Nane="Set Recor di ngJobConfi guration"/>
<Request Nane="CGet Recor di ngJobConfi guration"/>
<Request Nane="Set Recor di ngJobMode"/ >
<Request Nane="Cet Recor di ngJobSt ate"/ >
<Request Nane="GCet Recor di ngOpti ons"/>
<Request Nane="Export Recor dedDat a"/ >
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<Request Nane="St opExport Recor dedbDat a"/ >
<Request Nane="Get Export Recor dedDat aSt at e"/ >
<Request Nane="GCet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Nanme="Sear chPort" >
<Request s>
<Request Nane="Get Recor di ngSummary"/ >
<Request Nane="Cet Recordi ngl nf ormati on"/ >
<Request Nane="Cet Medi aAttri butes"/>
<Request Nane="Fi ndRecor di ngs"/ >
<Request Nane="Cet Recor di ngSear chResul ts"/ >
<Request Nanme="Fi ndEvents"/>
<Request Nane="Cet Event Sear chResul ts"/>
<Request Nane="Fi ndPTZPosition"/>
<Request Nane="Get PTZPositi onSearchResults"/>
<Request Nane="Cet Met adat aSear chResul ts"/>
<Request Nane="EndSearch"/>
<Request Nane="GCet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Nane="Repl ayPort" >
<Request s>
<Request Nane="Request"/>
<Request Nane="Set Repl ayConfi guration"/>
<Request Nane="Cet Repl ayConfi guration"/>
<Request Nane="Cet Servi ceCapabilities"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Schedul ePort" >
<Request s>
<Request Nane="Creat eSchedul e"/ >
<Request Nane="Set Schedul e"/ >
<Request Nane="Mbdi f ySchedul e"/ >
<Request Nane="Del et eSchedul e"/ >
<Request Nane="Creat eSpeci al DayG oup"/ >
<Request Nane=" Set Speci al DayG oup"/ >
<Request Nane="Mbdi f ySpeci al DayG oup"/ >
<Request Nane="Del et eSpeci al DayG oup"/ >
</ Request s>
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</ Servi ce>
<Servi ce Nane="AdvancedSecurityService">
<Request s>

<Request Nane="Upl oadPassphrase"/ >
<Request Nane="Cet Al | Passphrases"/ >
<Request Nane="Del et ePassphrase"/ >
<Request Nane="Cr eat eRSAKeyPair"/>
<Request Nane="Upl oadKeyPai r | nPKCS8" / >
<Request Nane="Cet KeySt at us"/ >
<Request Nanme="GCet Pri vat eKeySt at us"/>
<Request Nane="Cet Al | Keys"/ >
<Request Nane="Del et eKey"/>
<Request Nane="CreateSel f SignedCertificate"/>
<Request Nane="Upl oadCertificate"/>
<Request Nane="Upl oadCertificateWthPrivateKeyl nPKCS12"/ >
<Request Nanme="CetCertificate"/>
<Request Name="Cet Al |l Certificates"/>
<Request Nanme="Del eteCertificate"/>
<Request Nane="CreateCertificationPath"/>
<Request Nane="GCetCertificationPath"/>
<Request Nanme="Get Al | Certificati onPaths"/>
<Request Nane="Del eteCertificationPath"/>
<Request Nane="Upl oadCRL"/ >
<Request Nane="GCet CRL"/>
<Request Nane="Cet Al | CRLs"/ >
<Request Nane="Del et eCRL"/ >
<Request Nane="Creat eCert Pat hVal i dati onPol i cy"/>
<Request Nane="Cet Cert Pat hVal i dati onPol i cy"/>
<Request Nanme="GCet Al | Cert Pat hVal i dati onPol i ci es"/>
<Request Nanme="Del et eCert Pat hVal i dati onPol i cy"/ >
<Request Nane="AddServerCertificateAssi gnment"/>
<Request Nanme="RenpveServerCertificateAssi gnment"/>
<Request Nane="Repl aceServerCertificat eAssi gnment"/>
<Request Nanme="Cet Assi gnedServerCertificates"/>
<Request Nane="Set C i ent Aut henti cati onRequi red"/>
<Request Nane="Set CnMapsToUser"/>
<Request Nane="AddCert Pat hVal i dati onPol i cyAssi gnnent "/ >
<Request Nane="RenpveCert Pat hVal i dati onPol i cyAssi gnnent "/ >
<Request Nane="Repl aceCert Pat hVal i dati onPol i cyAssi gnnment "/ >
<Request Nane="Cet Assi gnedCert Pat hVal i dati onPol i ci es"/ >
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<Request Nane="Set Enabl edTLSVer si ons"/ >
<Request Nane="AddDot 1XConfi guration"/>
<Request Name="Cet Al | Dot 1XConf i gur ati ons"/>
<Request Nane="Get Dot 1XConfi guration"/>
<Request Nane="Del et eDot 1XConfi guration"/>
<Request Nane="Set Net wor kI nt er f aceDot 1XConfi gurati on"/ >
<Request Nane="Cet Net wor kI nt er f aceDot 1XConfi gurati on"/>
<Request Nane="Del et eNet wor kIl nt er f aceDot 1XConfi gurati on"/>
</ Request s>
</ Servi ce>
</ Servi ces>
</ AccessG oup>
<AccessG oup UserLevel =" Qperator">
<Servi ces>
<Servi ce Name="PACSPort" >
<Request s>
<Request Nane="Set AccessPoi nt Aut henti cati onProfile"/>
<Request Nane="Del et eAccessPoi nt Aut henti cati onProfile"/>
<Request Nane="Get AccessPoi nt St ate"/ >
<Request Nane="Enabl eAccessPoint"/>
<Request Nane="Di sabl eAccessPoi nt"/>
<Request Nane="Ext er nal Aut hori zation"/>
<Request Nane="Feedback"/>
</ Request s>
</ Servi ce>
<Servi ce Nanme="Anal yti csEngi nePort">
<Request s>
<Request Nane="Creat eRul es"/ >
<Request Nane="Mbdi f yRul es"/ >
<Request Nane="Del et eRul es"/>
<Request Nane="Creat eAnal yti csModul es"/ >
<Request Nane="Mbdi fyAnal yti csModul es"/ >
</ Request s>
</ Servi ce>
<Servi ce Nane="Devi ce">
<Request s>
<Request Nane="Set Rel ayQut put Settings"/>
<Request Nane="Set Rel ayQut put St at e"/ >
<Request Nane="SendAuxi | i aryConmand"/ >
<Request Nane="Creat eSt orageConfi guration"/>
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<Request Nane="Set St or ageConfi gurati on"/>
<Request Nane="Del et eSt or ageConfi gurati on"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Credential Port">
<Request s>
<Request Nane="Cet Credential State"/>
<Request Nane="Enabl eCredential "/ >
<Request Nane="Di sabl eCredential "/ >
<Request Nane="Reset Anti passbackVi ol ati on"/>
<Request Nane="Set Credenti al AccessProfiles"/>
<Request Nane="Del et eCredenti al AccessProfiles"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Devi cel OPort">
<Request s>
<Request Nane="Set Vi deoQut put Confi guration"/>
<Request Nane="Set Rel ayQut put Settings"/>
<Request Nane="Set Rel ayQut put St at e"/ >
<Request Nane="SetDi gital | nput Confi gurations"/>
<Request Nane="Set Seri al Port Confi guration"/>
<Request Nane="Send"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Di spl ayPort">
<Request s>
<Request Nane="Set PaneConfi gurati ons"/>
<Request Nane="Set PaneConfi guration"/>
<Request Nane="Creat ePaneConfi guration"/>
<Request Nane="Del et ePaneConfi guration"/>
<Request Nane="Set Layout"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Door Control Port">
<Request s>
<Request Nane="AccessDoor"/>
<Request Nane="LockDoor"/>
<Request Nane="Unl ockDoor"/ >
<Request Nane="Bl ockDoor"/ >
<Request Nane="LockDownDoor"/ >
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<Request Nanme="LockDownRel easeDoor"/ >
<Request Name="LockOpenDoor"/>
<Request Nanme="LockOpenRel easeDoor"/ >
<Request Nane="Doubl eLockDoor"/ >
</ Request s>
</ Servi ce>
<Servi ce Nanme="I|magi ngPort">
<Request s>
<Request Nane="Set| magi ngSettings"/>
<Request Nane="Set Current Preset"/>
<Request Nane="Mve"/>
<Request Nane="Stop"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Medi a">
<Request s>
<Request Nane="CreateProfile"/>
<Request Nanme="AddVi deoSour ceConfi guration"/>
<Request Nane="AddVi deoEncoder Confi guration"/>
<Request Nane="AddAudi oSour ceConfi guration"/>
<Request Nane="AddAudi oEncoder Confi guration"/>
<Request Nanme="AddPTzConfi guration"/>
<Request Nane="AddVi deoAnal yti csConfi guration"/>
<Request Nane="AddMet adat aConfi gurati on"/>
<Request Nane="AddAudi oQut put Confi guration"/>
<Request Nane="AddAudi oDecoder Confi guration"/>
<Request Nane="RenpveVi deoSour ceConfi guration"/>
<Request Nane="RenpveVi deoEncoder Confi guration"/>
<Request Nane="RenpbveAudi oSour ceConfi guration"/>
<Request Nane="RenoveAudi oEncoder Confi guration"/>
<Request Nanme="RenmpbvePTZConfi guration"/>
<Request Nane="RenpveVi deoAnal yti csConfi guration"/>
<Request Name="RenpbveMet adat aConfi guration"/>
<Request Nane="RenmpveAudi oQut put Confi guration"/>
<Request Nane="RenmpveAudi oDecoder Confi gurati on"/>
<Request Nane="Del eteProfile"/>
<Request Nane="Set Vi deoSour ceConfi gurati on"/>
<Request Nane="Set Vi deoEncoder Confi guration"/>
<Request Nane="Set Audi oSsour ceConfi guration"/>
<Request Nane="Set Audi oEncoder Confi gurati ons"/>
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<Request Nane="Set Vi deoAnal yti csConfi guration"/>
<Request Nane="Set Met adat aConfi gurati on"/>
<Request Name="Set Audi oQut put Confi gurati on"/>
<Request Nane="Set Audi oDecoder Confi guration"/>
<Request Nanme="Start Ml ticastStream ng"/>
<Request Nane="St opMul ti cast Stream ng"/>
<Request Nane="Set Synchroni zati onPoi nt"/ >
<Request Nane="Creat eOSD'/ >
<Request Nane="Del et eOSD"'/ >
<Request Nane="Set OSD'/ >
</ Request s>
</ Servi ce>
<Servi ce Nanme="Medi a2">
<Request s>
<Request Nane="CreateProfile"/>
<Request Nane="GCet Anal yti csConfi gurati ons"/>
<Request Nane="AddConfi guration"/>
<Request Nanme="RenpveConfi guration"/>
<Request Nane="Del eteProfile"/>
<Request Nane="CreateMiltitrackConfiguration"/>
<Request Nane="Set Vi deoSour ceConfi gurati on"/>
<Request Nane="Set Audi oSour ceConfi guration"/>
<Request Nane="Set Vi deoEncoder Confi guration"/>
<Request Nane="Set Audi oEncoder Confi guration"/>
<Request Nane="Set Met adat aConfi gurati on"/>
<Request Nane="Set Audi oQut put Confi gurati on"/>
<Request Nane="Set Audi oDecoder Confi guration"/>
<Request Nanme="Start Mul ti cast Streani ng"/>
<Request Nane="StopMil ti cast Streani ng"/>
<Request Nanme="Set Synchr oni zati onPoi nt"/>
<Request Nane="Creat eOSD'/ >
<Request Nane="Del et eOSD"/ >
<Request Nane="Set OSD'/ >
<Request Nane="Creat eMask"/>
<Request Nane="Del et eMask"/ >
<Request Nane="Set Mask"/ >
</ Request s>
</ Servi ce>
<Servi ce Name="PTZ">
<Request s>
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<Request Nane="Set Confi guration"/>
<Request Nane="Absol ut eMove"/ >
<Request Nane="Rel ati veMove"/ >
<Request Nane="Conti nuoushove"/ >
<Request Nane="CGeoMove"/ >
<Request Nane="St op"/>
<Request Nane="MyveAndSt art Tr acki ng"/>
<Request Nane="Set Preset"/>
<Request Nane="Cot oPreset"/>
<Request Nanme="RenovePreset"/>
<Request Nane="Cot oHonePosition"/>
<Request Nane="Set HonePosition"/>
<Request Nanme="SendAuxi | i aryCommand"/ >
<Request Nane="Creat ePreset Tour"/>
<Request Nane="Mbdi f yPreset Tour"/>
<Request Nane="Cper at ePreset Tour"/ >
<Request Nane="RenpvePreset Tour"/>
</ Request s>
</ Servi ce>
<Servi ce Name="Schedul ePort" >
<Request s>
<Request Nane="Cet Schedul eSt ate"/ >
</ Request s>
</ Servi ce>
<Servi ce Name="Ther mal Port">
<Request s>
<Request Nane="Set Confi guration"/>
<Request Nane="Cet Radi onetryConfi guration"/>
<Request Nane="Set Radi onetryConfi guration"/>
</ Request s>
</ Servi ce>
</ Servi ces>
</ AccessG oup>
</ AccessG oups>
</ AccessPol i cyDefinition>
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