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1 Introduction

The goal of the ONVIF test specification set is to make it possible to realize fully interoperable IP
physical security implementation from different vendors. The set of ONVIF test specification
describes the test cases needed to verify the [ONVIF Core Specs] and [ONVIF Conformance]
requirements. In addition, the test cases are to be basic inputs for some Profile specification
requirements. It also describes the test framework, test setup, pre-requisites, test policies needed
for the execution of the described test cases.

This ONVIF Profile Q Test Specification acts as a supplementary document to the [ONVIF Core
Specs], illustrating test cases need to be executed and passed. In addition, this specification acts as
an input document to the development of test tool that will be used to test the ONVIF device
implementation conformance towards ONVIF standard. This test tool is referred as ONVIF Client
hereafter.

1.1 Scope

This ONVIF Test Specification defines and regulates the conformance testing procedure for the
ONVIF conformant devices. Conformance testing is meant to be functional black-box testing. The
objective of this specification is to provide the test cases to test individual requirements of ONVIF
devices according to ONVIF core services which are defined in [ONVIF Network Interface Specs].

The principal intended purposes are:

1. To provide self-assessment tool for implementations.
2. To provide comprehensive test suite coverage for [ONVIF Network Interface Specs].

This specification does not address the following.

1. Product use cases and non-functional (performance and regression) testing.

2. SOAP Implementation Interoperability test i.e. Web Services Interoperability Basic Profile
version 2.0 (WS-I BP2.0).

3. Network protocol implementation Conformance test for HTTPS, HTTP, RTP and RTSP
protocols.

4. Wi-Fi Conformance test.

The set of ONVIF Test Specification will not cover the complete set of requirements as defined in
[ONVIF Network Interface Specs]; instead it will cover its subset.

This ONVIF Profile Q Test Specification covers the Profile Q conformant transition from a device
(unsecure) status after a factory reset command has been executed up to ONVIF Default Access
Policy is applied. The following sections describe the brief overview and scope of each functional
block.

1.1.1 General

The General section covers the test cases needed for checking of Factory Default state and
Operational state of the device.

The scope of this specification section is to cover the following functions:
e Turn device to Factory Default state with SetSystemFactoryDefault command

e Turn device to Operational state with creation of user with Administrator user level by
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CreateUsers and SetUser command

e Check scopes Factory Default state and Operational state

1.1.2 Default Access Policy

The Default Access Policy section covers the test cases needed for checking of oprations in the
PRE_AUTH, READ_SYSTEM, READ_MEDIA, ACTUATE, UNRECOVERABLE, WRITE_SYSTEM
and READ_SYSTEM_SECRET access classes.

1.1.3 Monitoring Events

Monitoring events test cases cover verification of monitoring events provided by ONVIF Core
specification. It means that the following events are covered by these test cases:

e tns1:Monitoring/ProcessorUsage

e tns1:Monitoring/OperatingTime/LastReset

e tns1:Monitoring/OperatingTime/LastReboot

e tns1:Monitoring/OperatingTime/LastClockSynchronization
e tns1:Monitoring/Backup/Last

e tns1:Device/HardwareFailure/FanFailure

e tns1:Device/HardwareFailure/PowerSupplyFailure

e tns1:Device/HardwareFailure/StorageFailure

e tns1:Device/HardwareFailure/TemperatureCritical

1.1.4 System
The System section covers the test cases needed for ONVIF device firmware upgrade via HTTP.

The scope of this specification section is to cover the following functions:
e Upgrade of firmware with StartFirmwareUpgrade command

e Check ONVIF device state after firmware upgrade.
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2 Terms and Definitions

2.1 Definitions

This section defines terms that are specific to the ONVIF Profile Q and tests. For a list of applicable
general terms and definitions, please see [ONVIF Base Test].

2.2 Abbreviations
This section describes abbreviations used in this document.

Device Under Test

DUT

HTTP Hyper Text Transport Protocol

RTCP RTP Control Protocol

RTSP Real Time Streaming Protocol

DHCP Dynamic Host Configuration Protocol
P Internet Protocol

IPv4 Internet Protocol version 4

NTP Network Time Protocol

UTC Coordinated Universal Time
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3 Test Overview

This section provides information the test setup procedure and required prerequisites, and the test
policies that should be followed for test case execution.

3.1 Test Setup

3.1.1 Network Configuration for DUT

The generic test configuration for the execution of test cases defined in this document is as shown
below (Figure 1).

Based on the individual test case requirements, some of the entities in the below setup may not be
needed for the execution of those corresponding test cases.

Wireless
DHCP Server DNS Server
Access Point
| |
NTP Server Switching Hub HTTP Proxy
DUT ONVIF Client
(Device Under Test) (Test Tool)
Router

Figure 1: Test Configuration for DUT
DUT: ONVIF device to be tested. Hereafter, this is referred to as DUT (Device Under Test).

ONVIF Client (Test Tool): Tests are executed by this system, and it controls the behaviour of the
DUT. It handles both expected and unexpected behaviour.

HTTP Proxy: provides facilitation in case of RTP and RTSP tunnelling over HTTP.

Wireless Access Point: provides wireless connectivity to the devices that support wireless
connection.

DNS Server: provides DNS related information to the connected devices.
DHCP Server: provides IPv4 Address to the connected devices.

NTP Server: provides time synchronization between ONVIF Client and DUT.
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3.2 Prerequisites
The pre-requisites for executing the test cases described in this Test Specification are

e The DUT shall be in out-of-the-box state.

Test Operator shall configure Operation Delay properly so that it would have enough time to receive
Notification messages for the following test cases for ONVIF Device Test Tool (see test description
for more details):

o 4.3.1 Processor Usage event

o 4.3.2 Last Reset event

o 4.3.3 Last Reboot event

o 4.3.4 Last Reboot event (Status change)

o 4.3.5 Last Clock Synchronization event

o 4.3.6 Last Clock Synchronization change event (SetSystemDateAndTime)
o 4.3.7 Last Clock Synchronization change event (NTP message)
o 4.3.8 Last Backup event

o 4.3.9 Fan Failure event

o 4.3.10 Power Supply Failure event

o 4.3.11 Storage Failure event

o 4.3.12 Critical Temperature event

Test Operator shall configure Reboot Timeout properly so that it would have enough time to reboot
device for the following test cases for ONVIF Device Test Tool (see test description for more details):

o 4.1.1 Factory default state verification
o Ouwunbka! McTOYHUK cCcbIiNkn He HanpeH. Owunoka! MCTOYHUK CCbINTKN He HanaeH.
o 4.3.4 Last Reboot event (Status change)

o 4.4.1 Firmware Upload

3.3 Test Policy
This section describes the test policies specific to the test case execution of each functional block.

The DUT shall adhere to the test policies defined in this section.

3.3.1 General

The DUT shall give the DeviceService entry point and EventService entry point by GetServices
command. Otherwise these test cases will be skipped.

e DUT shall support the following commands:
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o GetServices
o GetServiceCapabilities
DUT shall support HTTP Digest authentication

DUT shall support set of user name with user name length equals to
MaxUsernamelength

DUT shall support set of user password with user password length equals to
MaxPasswordLength

DUT shall allow full anonymous access after hard SystemFactoryDefault

DUT shall have onvif://www.onvif.org/Profile/Q/FactoryDefault scope after hard
SystemFactoryDefault

DUT shall not have onvif://www.onvif.org/Profile/Q/Operational scope after hard
SystemFactoryDefault

DUT shall have IPv4 network interface on DHCP after hard SystemFactoryDefault
ZeroConfiguration shall be set to true after hard SystemFactoryDefault

DUT shall conform to the access policy which is specified by Default Access Policy after
create or set user with Administrator user level

DUT shall have onvif://www.onvif.org/Profile/Q/Operational scope create or set user with
Administrator user level

DUT shall not have onvif://www.onvif.org/Profile/Q/FactoryDefault scope after create or
set user with Administrator user level

The following tests are performed

o Quick Install SetSystemFactoryDefault state verification

Please refer to Section 4.1 for General Test Cases.

3.3.2 Default Access Policy

The Default Access Policy section covers the test cases needed for check of access policy on the

DUT.

The DUT shall support Default Access Policy
DUT shall conform to the access policy which is specified by Default Access Policy
The DUT shall support HTTP Digest Authentication
The following tests are performed
o Default Access Policy — Anonymous
o Default Access Policy — User

o Default Access Policy — Operator
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)
O

Default access policy - Administrator and Anonymous
Default access policy - Administrator and User/Operator

Please refer to Section 4.2 for Default Access Policy Test Cases.

3.3.3 Monitoring Events

The Monitorinf Events section covers the test cases needed for check of monitoring property events.

DUT shall give the Event Service entry point by GetServices command. Otherwise these test cases
will be skipped.

DUT shall support following property events:

o

o

o

@)

tns1:Monitoring/ProcessorUsage

tns1:Monitoring/OperatingTime/LastReset

tns1:Monitoring/OperatingTime/LastReboot

tns1:Monitoring/OperatingTime/LastClockSynchronization

tns1:Monitoring/Backup/Last

tns1:Device/HardwareFailure/FanFailure

tns1:Device/HardwareFailure/PowerSupplyFailure

tns1:Device/HardwareFailure/StorageFailure

tns1:Device/HardwareFailure/TemperatureCritical

DUT shall support GetEventProperties command and return all supported events in
TopicSet.

DUT shall support Pull Point Subscription and Topic Expression filter.

DUT shall generate property events with initial state after subscription was done.

DUT shall generate property events with current state after corresponding properties
were changed.

The following tests are performed

@)

Getting of Processor Usage event and generate Processor Usage property event
with initial state

Getting of Last Reset event and generate Last Reset property event with initial
state

Getting of Last Reset event and generate Last Reboot property event with initial
state

Generate Last Reboot property event after device reboot

Getting of Last Clock Synchronization event and generate Last Clock
Synchronization property event with initial state
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o Generate Last Clock Synchronization property event after clock synchronization
via SetSystemDateAndTime command

o Generate Last Clock Synchronization property event after clock synchronization
with NTP server

o Getting of Last Backup event and generate Last Backup property event with initial
state

o Getting of Fan Failure event and generate Fan Failed property event with initial
state

o Getting of Power Supply Failure event and generate Power Supply Failed
property event with initial state

o Getting of Storage Failure event and generate Storage Failed property event with
initial state

o Getting of Critical Temperature event and generate Critical Temperature property
event with initial state

Please refer to Section 4.3 for Monitoring Events Test Cases.

3.3.4 System

The System section covers the test cases with firmware upgrade via HTTP.
e DUT shall support HttpFirmwareUpgrade.
e DUT shall returns HTTP 415 message in case invalid firmware file.
e The following tests are performed
o Firmware Upgrade via HTTP with valid firmware file
o Firmware Upgrade via HTTP with invalid firmware file

Please refer to Section 4.4 for System Test Cases.
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4 Quick Install Test Cases
4.1 General

4.1.1 Factory default state verification
Test Label: Quick Install SetSystemFactoryDefault state verification

Test Case ID: QUICK_INSTALL-1-1-1

ONVIF Core Specification Coverage: Factory Default, CreateUsers (ONVIF Core Specification),
SetUser (ONVIF Core Specification)

Command Under Test: SetSystemFactoryDefault, CreateUsers, SetUsers
WSDL Reference: devicemgmt.wsdl
Test Purpose: To verify transition from FactoryDefault state to Operational state.

Pre-requisite: GetServices command is supported by the DUT. Default Access Policy is supported
by the DUT as indicated by the Security.DefaultAccessPolicy capability. HTTP Digest Authentication
is supported by the DUT as indicated by the Security.HttpDigest capability. ZeroConfiguration is
supported by the DUT as indicated by the Network.ZeroConfiguration capability. Maximum
Username Length is supported by the DUT as indicated by the
Capabilities.Security.MaxUsernameLength, Maximum Password Length is supported by the DUT as
indicated by the Capabilities.Security.MaxPasswordLength.

Test Configuration: ONVIF Client and DUT

Test Sequence:

ONVIF Client buT

Invoke Hard SetSystemFactoryDefault

SystemFactory (FactoryDefault: = Hard)

Default >
SetSystemFact

SetSystemFactoryDefaultResponse oryDefaultResp

onse

Receive <

response

Multicast Hello Message
(EndpointReference.Address)
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ONVIF Client

Synchronize a
time

Retrieve Device
service
capabilities

GetNetwork
Interfaces
request without
any
authentication

Receive
response

GetZeroConfigu
ration request
without any
authentication

Receive
GetZeroConfigu
ration response

GetScopes
request without
any
authentication

Receive
GetScopes
response

Receive
PROBE
MATCH

HelperTimeSynchronization
Annex A.6

HelperGetServiceCapabilities
(out cap)
Annex A.5

GetNetworkInterfaces

DUT

Send service
capabilities

\ 4

GetNetworkInterfacesResponse
(NetworklInterfaces)

Send
GetNetwork
InterfacesResp
onse

A

GetZeroConfiguration

GetZeroConfigurationResponse
(ZeroConfiguration =: zeroConfiguration)

v

Send
GetZeroConfigu
rationResponse

GetScopes

GetScopesResponse
(Scope list =: initialScopeList)

\4

Send scopes
list

Unicast PROBE
(Types empty, Scopes empty)

PROBE MATCH
(initialScopeList)

\4

Send PROBE
MATCH with
initial scopes
list
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ONVIF Client DUT
GetUsers GetUsers
request without -
any »
authentication GetUsersResponse
(User list =: userList)
Receive <
response SetUser
(User[0].Username := userLogin
User[0].Password := password
User[0].UserLevel := Administrator
SetUser Extension skipped)
request without -~
any "
authentication SetUserResponse or
env:Sender\ter:OperationProhibited\ter:Passwor
d SOAP 1.2 Fault
Receive
response
CreateUsers
(User[0].Username := userLogin
User[0].Password := password
User[0].UserLevel := Administrator
CreateUsers Extension skipped)
request without R
any >
authentication CreateUsersResponse or
env:Sender\ter:OperationProhibited\ter:Passwor
d SOAP 1.2 Fault
Receive
response
Unicast PROBE
(Types empty, Scopes empty)

Send User list

Send
SetUserRespon
se or
env:Senderi\ter:
OperationProhi
bited\ter:Passw
ord SOAP 1.2
Fault

Send
CreateUsersRe
sponse or
env:Sender\ter:
OperationProhi
bited\ter:Passw
ord SOAP 1.2
Fault
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DUT

ONVIF Client
Unicast PROBE
(Types empty, Scopes empty)
PROBE MATCH
(updatedScopelist)
Receive
PROBE <
MATCH
GetUsers
GetUser >
request
GetUsersResponse
(User list =: updatedUserList)
Receive
response
GetScopes
GetScopes >
request
GetScopesResponse
(Scope list =: updatedScopeList)
Receive <
response

Test Procedure:

1.
2.

Start an ONVIF Client.

Start the DUT.

ONVIF Client invokes SetSystemFactoryDefault with parameters

e FactoryDefault := Hard

DUT responds with a SetSystemFactoryDefaultResponse message.

Until timeout1 timeout expires, repeat the following steps:

Send PROBE
MATCH with
updated scopes
list

Send Users list

Send Scopes
list

5.1. The DUT will send Multicast Hello message after it is successfully rebooted

parameters:

with
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10.

11.
12.

13.
14.

15.
16.

17.

18.

e EndpointReference.Address equal to unique endpoint reference of the DUT
o Types list

e  Scopes list := scopesList

e  XAddrs list := xaddrsList

e MetadataVersion

5.2. If xaddrsList contains URI address with not a LinkLocal IPv4 address from ONVIF Client
subnet, go to step 7.

If timeout1 timeout expires for step 5 without Hello with URI address with not a LinkLocal IPv4
address from ONVIF Client subnet, FAIL the test and skip other steps.

ONVIF client waits for 5 seconds after Hello was received.
ONVIF client checks the following:

e If scopesList does not contain “ onvif://www.onvif.org/Profile/Q/FactoryDefault” scope, FAIL
the test and skip other steps.

o If scopesList contains “ onvif://www.onvif.org/Profile/Q/Operational” scope, FAIL the test
and skip other steps.

ONVIF Client synchronize a time between ONVIF Client and DUT by following the procedure
mentioned in Annex A.6.

ONVIF Client gets the service capabilities without any authentication (out cap) by following the
procedure mentioned in Annex A.5.

ONVIF client invokes GetNetworkinterfaces without any authentication.
The DUT responds with GetNetworkInterfacesResponse message with parameters

o Networkinterfaces.token1 =: currentNetInt, where token1 is token of the currently used
network interface

If currentNetint.IPv4.DHCP is not equal to true, FAIL the test and skip other steps.
If cap contains Network.IPVersion6 item and cap.Network.IPVersion6 equals to true:
. If currentNetint.IPv6.Enabled is not equal to true, FAIL the test and skip other steps.

. If currentNetint.IPv6.Config does not contain at least one LinkLocal item with not empty
Address item, FAIL the test and skip other steps.

ONVIF client invokes GetZeroConfiguration without any authentication.

The DUT responds with GetZeroConfigurationResponse message with parameters
e ZeroConfiguration =: zeroConfiguration

If zeroConfiguration.Enabled is not equal to true, FAIL the test.

ONVIF Client invokes GetScopes without any authentication.
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19.

20.

21.
22.

23.

24.

25.

26.

27.

28.

29.

30.

DUT responds with a GetScopesResponse message with parameters
e Scope list =: initialScopeList

If initialScopelList does not contain “onvif://www.onvif.org/Profile/Q/FactoryDefault” scope, FAIL
the test.

If initialScopeList contains “onvif://www.onvif.org/Profile/Q/Operational” scope, FAIL the test.
ONVIF Client invokes Unicast PROBE message with the following parameters
e Types empty
e Scopes empty
DUT responds with a PROBE MATCH message with parameters:
e ProbeMatch.Scopes
Set the following:
e jnitialScopelist := ProbeMatch.Scopes

If initialScopelList does not contain “onvif://www.onvif.org/Profile/Q/FactoryDefault” scope, FAIL
the test and skip other steps.

If initialScopelList contains “onvif://www.onvif.org/Profile/Q/Operational” scope, FAIL the test and
skip other steps.

If cap does not contain Security.MaxPasswordLength or Security.MaxUserNamelLength, FAIL
the test and skip other steps.

ONVIF Client invokes GetUsers without any authentication.
DUT responds with a GetUsersResponse message with parameters.
e User list =: userList
If userList contains user with user level Administrator:
30.1. Set the following:
e passwordLength := cap.Security.MaxPasswordLength
e userLogin := Username of user with user level equal to Administrator from userList
e password := random string, contains passwordLength ASCII characters
30.2. ONVIF Client invokes SetUser with parameters
e User[0].Username := userLogin
e User[0].Password := password
e User[0].UserLevel := Administrator

e Extension skipped
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31.

32.
33.

34.

35.

30.3. If the DUT responds with SetUserResponse message, go to 32.
30.4. If DUT returns env:Sender\ter:OperationProhibited\ter:Password SOAP 1.2 fault:
30.4.1. Set the following:
e password := random string, contains passwordLength ASCII characters
30.4.2. Go to the step 30.2.
30.5. If DUT returns other SOAP 1.2 fault, FAIL the test and skip other steps.
If userList does not contain user with user level Administrator:
31.1. Set the following:
e userlLoginLength := cap.Security.MaxUserNameLength
e passwordLength := cap.Security.MaxPasswordLength

e userLogin := random string, contains userLoginLength low case alphbet characters,
differs from usernames listed in userList

e password := random string, contains passwordLength ASCII characters

31.2. ONVIF Client invokes CreateUsers with parameters

e User[0].Username := userlLogin

e User[0].Password := password

e User[0].UserLevel := Administrator
e Extension skipped
31.3. If the DUT responds with CreateUsersResponse message, go to 32.
31.4. If the DUT returns env:Sender\ter:OperationProhibited\ter:Password SOAP 1.2 fault:
31.4.1. Set the following:
e password := random string, contains passwordLength ASCII characters
31.4.2. Go to the step 31.2.
31.4.3.I1f DUT returns other SOAP 1.2 fault, FAIL the test and skip other steps.
ONVIF Client waits the Reboot Timeout.

ONVIF Client sends PROBE message and if DUT responds with PROBE MATCH mesage then go to
the step 35

ONVIF Client waits for Hello message sent from newly configured address by the DUT. Then ONVIF
Client starts using this newly configured address for further communications with DUT.

Until timeout1 expires, repeat the following steps:

35.1. ONVIF Client invokes Unicast PROBE message with the following parameters
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36.

37.

38.

39.

40.

41.

42.

43.

e Types empty
e Scopes empty
35.2. If the DUT responds with PROBE MATCH message:
35.2.1. Set the following:
e updatedScopelist := ProbeMatch.Scopes

35.2.2.If updatedScopelist contains “onvif://www.onvif.org/Profile/Q/Operational” scope, go
to the step 35.

35.3. If timeout1 timeout expires for step 35 without PROBE MATCH message with
“onvif://www.onvif.org/Profile/Q/Operational” scope in updatedScopelist, FAIL the test and
skip other steps.

If updatedScopelList contains “onvif://www.onvif.org/Profile/Q/FactoryDefault” scope, FAIL the
test and skip other steps.

ONVIF Client invokes GetUsers with user with the user level Administrator credantials
(userLogin and password).

DUT responds with a GetUsersResponse message with parameters.
o User list =: updatedUserList

If updatedUserList does not contain Username = userLogin with UserLevel = Administrator, FAIL
the test and skip other steps.

ONVIF Client invokes GetScopes with the user level Administrator credantials (userLoginUser
and passwordUser)

The DUT responds with a GetScopesResponse message with parameters
e Scope list =: updatedScopelist

If updatedScopelList contains “onvif://www.onvif.org/Profile/Q/FactoryDefault” scope, FAIL the
test and skip other steps.

If updatedScopeList does not contain “onvif://www.onvif.org/Profile/Q/Operational” scope, FAIL
the test and skip other steps.

Procedure Result:

PASS -

The DUT passed all assertions.

FAIL -

The DUT did not send SetSystemFactoryDefaultResponse message.
The DUT did not send GetUsersResponse message.
The DUT did not send SetUsersResponse message.

The DUT did not send CreateUsersResponse message.
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The DUT did not send GetZeroConfigurationResponse message.

The DUT did not send GetNetworkinterfacesResponse message.

The DUT did not send GetScopesResponse message.

The DUT did not allow Anonymous access to the GetNetworkinterfaces command.
The DUT did not allow Anonymous access to the GetZeroConfiguration command.

The DUT did not allow Anonymous access to the GetUsers command before changing the
user with the user level Administrator credantials.

The DUT did not allow Anonymous access to the SetUsers command before changing the
user with the user level Administrator credantials.

The DUT did not allow Anonymous access to the CreateUsers command before changing
the user with the user level Administrator credantials.

The DUT did not allow Anonymous access to the GetScopes command before changing the
user with the user level Administrator credantials.

The DUT allowed Anonymous access to the GetUsers command after changing the user
with the user level Administrator credantials.

The DUT allowed Anonymous access to the GetScopes command after changing the user
with the user level Administrator credantials.

Note: User with username userLogin and password password shall be used for further test cases.

Note: timeout1 will be taken from Reboot Timeout field of ONVIF Device Test Tool.

Note: IPv4 address from Hello shall be used for further test cases.

4.2 Default access policy

421

Default access policy - Anonymous

Test Label: Default Access Policy - Anonymous

Test Case ID: QUICK_INSTALL-2-1-1

ONVIF Core Specification Coverage: Default access policy

Command Under Test: GetServices, GetServiceCapabilities, GetHostname,
GetSystemDateAndTime

WSDL Reference: devicemgmt.wsdl

Test Purpose: To verify that operations in the PRE_AUTH access class can be accessed without
authentication being required.

Pre-requisite: GetServices command is supported by the DUT. Default Access Policy is supported
by the DUT as indicated by the Security.DefaultAccessPolicy capability. HTTP Digest Authentication
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is supported by the DUT as indicated by the Security.HttpDigest capability. Default Access Policy is
not modified.

Test Configuration: ONVIF Client and DUT

Test Sequence:

DUT

ONVIF Client
GetServices
GetSevices (IncludeCapability := false)
request without >
an%/h ticati GetServicesResponse
authentication (Service list)
Receive <
response GetServiceCapabilities
Empt
GetSeviceCapa (Empty)
bilities request »
without any
authentication GetServiceCapabilitiesResponse
(Capabilities)
Receive B
response <
GetHostname
GetHostname (Empty)
request without
any
authentication GetHostnameResponse
(Hostnamelnformation)
Receive <
response
GetSystemDateAndTime
GetSystemDate (Empty)
AndTime
request without >
any
authentication GetSystemDateAndTimeResponse
(SystemDateAndTime)
Receive P
response =

Test Procedure:

1.
2.

ONVIF client
parameters

Start the DUT.

Start an ONVIF Client.

invokes GetServices for

GetServices
Response

GetServiceCap
abilities
Response

GetHostname
Response

GetSystemDate
AndTime
Response

Device service without any authentication

with
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9.

e IncludeCapability := false

The DUT responds with GetServicesResponse message with parameters

e Service list

ONVIF client invokes GetServiceCapabilities for Device Service without any authentication.
The DUT responds with GetServiceCapabilitiesResponse message with parameters

e  Capabilities

ONVIF client invokes GetHostname without any authentication.

The DUT responds with GetHostnameResponse message with parameters

¢ Hostnamelnformation

ONVIF client invokes GetSystemDateAndTime without any authentication.

10. The DUT responds with GetSystemDateAndTimeResponse message with parameters

e SystemDateAndTime

Test Result:

PASS -

The DUT passed all assertions.

FAIL -

The DUT did not allow Anonymous access to the GetServices command.

The DUT did not allow Anonymous access to the GetServiceCapabilities command.
The DUT did not allow Anonymous access to the GetHostname command.

The DUT did not allow Anonymous access to the GetSystemDateAndTime command.
The DUT did not send GetServicesResponse message.

The DUT did not send GetServiceCapabilitiesResponse message.

The DUT did not send GetHostnameResponse message.

The DUT did not send GetSystemDateAndTimeResponse message.

4.2.2 Default access policy - User

Test Label: Default Access Policy - User

Test Case ID: QUICK_INSTALL-2-1-2

ONVIF Core Specification Coverage: Default access policy
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Command Under Test: GetNTP, GetNetworkinterfaces, GetScopes, GetDiscoveryMode,
GetEventProperties

WSDL Reference: devicemgmt.wsdl

Test Purpose: To verify that operations in the READ_SYSTEM and READ_MEDIA access classes
can be accessed with authentication level User.

Pre-requisite: GetServices command is supported by the DUT. Event Service was received from
the DUT. Default Access Policy is supported by the DUT as indicated by the
Security.DefaultAccessPolicy capability. HTTP Digest Authentication is supported by the DUT as
indicated by the Security.HttpDigest capability. Maximum Username Length is supported by the DUT
as indicated by the Capabilities.Security.MaxUsernamelLength, Maximum Password Length is
supported by the DUT as indicated by the Capabilities.Security.MaxPasswordLength. Default
Access Policy is not modified.

Test Configuration: ONVIF Client and DUT

Test Sequence:



ONVIF Client

Invoke creation
of user with
User UserlLevel

GetNTP
request with the
user level User
credantials

Receive
response

GetNetworkInte
rfaces request
with the user
level User
credantials

Receive
response

GetScopes
request with the
user level User
credantials

Receive
response

GetDiscovery
Mode request
with the user
level User
credantials

Receive
response
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HelperCreateUserLevel

DUT

(out userLogin, out password, in userLevelUser)

Annex A.1

GetNTP
(Empty)

GetNTPResponse
(NTP Information)

A

\4

GetNetworkInterfaces
(Empty)

GetNetworkInterfacesResponse
(NetworkInterfaces list)

A\ 4

A

GetScopes
(Empty)

GetScopesResponse
(Scopes list)

A

GetDiscoveryMode
(Empty)

GetDiscoveryModeResponse
(DiscoveryMode)

v

A

Create user
with User user
level

GetNTP
Response

GetNetwork
Interfaces
Response

GetScopes
Response

GetDiscovery
Mode
Response
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ONVIF Client DUT
GetEventProperties

GetEvent (Empty)

Properties .

request with the GetEventPropertiesResponse g

user level User (TopicNamespacelLocation list, FixedTopicSet,

credantials TopicSet, TopicExpressionDialect list, GetEvent

MessageContentFilterDialect list, Properties
ProducerPropertiesFilterDialect list, Response
MessageContentSchemalocation list)
Receive
response <

Test Procedure:
1. Start an ONVIF Client.
2. Start the DUT.
3. Set the following:
e userlLevel := User
4. ONVIF Client generates creates user with predefined user level (in userLevel) and user login
’(6\0L11t userLogin) and password (out password) by following the procedure mentioned in Annex
5. If the DUT supports NTP as indicated by Network.NTP capability:
5.1. ONVIF client invokes GetNTP without any authentication.
5.2. The DUT responds with HTTP 401 Unauthorized error.

5.3. ONVIF client invokes GetNTP with user with the user level User credantials (userLogin and
password).

5.4. The DUT responds with GetNTPResponse message with parameters
e NTPInformation
6. ONVIF client invokes GetNetworkinterfaces without any authentication.
7. The DUT responds with HTTP 401 Unauthorized error.

8. ONVIF client invokes GetNetworkinterfaces with user with the user level User credantials
(userLogin and password).

9. The DUT responds with GetNetworkinterfacesResponse message with parameters

) NetworklInterfaces list
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10. ONVIF client invokes GetScopes without any authentication.
11. The DUT responds with HTTP 401 Unauthorized error.

12. ONVIF client invokes GetScopes with user with the user level User credantials (userLogin and
password).

13. The DUT responds with GetScopesResponse message with parameters
e Scopes list

14. ONVIF client invokes GetDiscoveryMode without any authentication.

15. The DUT responds with HTTP 401 Unauthorized error.

16. ONVIF client invokes GetDiscoveryMode with user with the user level User credantials
(userLogin and password).

17. The DUT responds with GetDiscoveryModeResponse message with parameters
e DiscoveryMode

18. ONVIF client invokes GetEventProperties without any authentication.

19. The DUT responds with HTTP 401 Unauthorized error.

20. ONVIF client invokes GetEventProperties with user with the user level User credantials
(userLogin and password).

21. The DUT responds with GetEventPropertiesResponse message with parameters
e TopicNamespacelLocation list
e FixedTopicSet
e TopicSet
e TopicExpressionDialect list
e MessageContentFilterDialect list
e  ProducerPropertiesFilterDialect list
e MessageContentSchemalocation list
e  Other additional fields if any
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT allow Anonymous access to the GetNTP command.

The DUT allow Anonymous access to the GetNetworkinterfaces command.
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The DUT allow Anonymous access to the GetScopes command.

The DUT allow Anonymous access to the GetDiscoveryMode command.

The DUT allow Anonymous access to the GetEventProperties command.

The DUT did not allow user with the user level User access to the GetNTP command.

The DUT did not allow user with the user level User access to the GetNetworkinterfaces
command.

The DUT did not allow user with the user level User access to the GetScopes command.

The DUT did not allow user with the user level User access to the GetDiscoveryMode
command.

The DUT did not allow user with the user level User access to the GetEventProperties
command.

The DUT did not send GetNTPResponse message.

The DUT did not send GetNetworkinterfacesResponse message.
The DUT did not send GetScopesResponse message.

The DUT did not send GetDiscoveryModeResponse message.

The DUT did not send GetEventPropertiesResponse message.

4.2.3 Default access policy - Administrator and Anonymous

Test Label: Default Access Policy - Administrator And Anonymous
Test Case ID: QUICK_INSTALL-2-1-4
ONVIF Core Specification Coverage: Default access policy

Command Under Test: SetScopes, SetDiscoveryMode, GetAccessPolicy, CreateUsers,
SetSystemDateAndTime

WSDL Reference: devicemgmt.wsdl

Test Purpose: To verify that operations in the UNRECOVERABLE, WRITE_SYSTEM and
READ_SYSTEM_SECRET access classes can notbe accessed without authentication Ilevel
Administrator.

Pre-requisite: GetServices command is supported by the DUT. Default Access Policy is supported
by the DUT as indicated by the Security.DefaultAccessPolicy capability. HTTP Digest Authentication
is supported by the DUT as indicated by the Security.HttpDigest capability. Default Access Policy is
not modified.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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ONVIF Client

Retrieve device
service
capabilities

SetScopes
request without
any
authentication

Receive
response

SetDiscovery
Mode request
without any

authentication

Receive
response

GetAccess
Policy request
without any
authentication

Receive
response

CreateUsers
request without
any
authentication

Receive
response

HelperGetServiceCapabilities
(out cap)
Annex A.5

SetScopes
(Scopes|0] :=
“onvif://www.onvif.org/location/test”)

DUT

HTTP 401
Unauthorized error

SetDiscoveryMode
(DiscoveryMode := Discoverable)

HTTP 401
Unauthorized error

A\ 4

A

GetAccessPolicy
(Empty)

HTTP 401
Unauthorized error

A 4

A

CreateUsers
(User[0].Username := “Test”,
User[0].Password := “Test”,
User[0].UserLevel := Administrator)

HTTP 401
Unauthorized error

\4

A

Send DUT
capabilities

DUT does not
allow
Anonymous
access to the
SetScopes

DUT does not
allow
Anonymous
access to the
SetDiscoveryM
ode

DUT does not
allow
Anonymous
access to the
GetAccess
Policy

DUT does not
allow
Anonymous
access to the
CreateUsers
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ONVIF Client DUT
SetSystemDate SetSystemDateAndTime
AndTime (DateTimeType := NTP, DaylightSavings := true) DUT does not
request without > allow
any Anonymous
authentication HTTP 401 y!

access to the
SetSystemDate

Receive AndTime
response

Unauthorized error

Test Procedure:
1. Start an ONVIF Client.
2. Start the DUT.

3. ONVIF Client gets the service capabilities (out cap) by following the procedure mentioned in
Annex A.5.

4. ONVIF client invokes SetScopes without any authentication with parameters
e  Scopes|[0] := “onvif://www.onvif.org/location/test”

5. The DUT responds with HTTP 401 Unauthorized error.

6. ONVIF client invokes SetDiscoveryMode without any authentication with parameters
e DiscoveryMode := Discoverable

7. The DUT responds with HTTP 401 Unauthorized error.

8. If cap.Security contains AccessPolicyConfig and cap.Security.AccessPolicyConfig equals to true:
8.1. ONVIF client invokes GetAccessPolicy without any authentication.
8.2. The DUT responds with HTTP 401 Unauthorized error.

9. ONVIF client invokes CreateUsers without any authentication with parameters
e User[0].Username := “Test”

e User[0].Password := “Test”

e User[0].UserLevel := Administrator
e Extension skipped

10. The DUT responds with HTTP 401 Unauthorized error.
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11. ONVIF client invokes SetSystemDateAndTime without any authentication with parameters
o DateTimeType := NTP
e DaylightSavings := true
e TimeZone skipped
e UTCDateTime skipped
12. The DUT responds with HTTP 401 Unauthorized error.
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT allowed Anonymous access to the SetScopes command.
The DUT allowed Anonymous access to the SetDiscoveryMode command.
The DUT allowed Anonymous access to the GetAccessPolicy command.
The DUT allowed Anonymous access to the CreateUsers command.

The DUT allowed Anonymous access to the SetSystemDateAndTime command.

4.2.4 Default access policy - Administrator and User/Operator
Test Label: Default Access Policy - Administrator And User/Operator

Test Case ID: QUICK_INSTALL-2-1-5
ONVIF Core Specification Coverage: Default access policy

Command Under Test: SetScopes, SetDiscoveryMode, GetAccessPolicy, CreateUsers,
SetSystemDateAndTime

WSDL Reference: devicemgmt.wsdl

Test Purpose: To verify that operations in the UNRECOVERABLE, WRITE_SYSTEM and
READ_SYSTEM_SECRET access classes can not be accessed without authentication level
Administrator.

Pre-requisite: GetServices command is supported by the DUT. Default Access Policy is supported
by the DUT as indicated by the Security.DefaultAccessPolicy capability. HTTP Digest Authentication
is supported by the DUT as indicated by the Security.HttpDigest capability. Maximum Username
Length is supported by the DUT as indicated by the Capabilities.Security.MaxUsernameLength,
Maximum Password Length is supported by the DUT as indicated by the Capabilities.Security.Max
PasswordLength.Default Access Policy is not modified.

Test Configuration: ONVIF Client and DUT
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Test Sequence:

ONVIF www.onvif.org info@onvif.org



ONVIF Client

Retrieve device
service
capabilities

Invoke creation
of user with
User UserlLevel

SetScopes
request with the
user level User
credantials

Receive
response

SetDiscovery
Mode request
with the user
level User
credantials

Receive
response

GetAccess
Policy request
wirt the user
level User
credantials

Receive
response

CreateUsers
request with the
user level User
credantials

Receive
response
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DUT

HelperGetServiceCapabilities
(out cap)
Annex A.5

HelperCreateUserLevel

(out userLogin, out password, in userLevelUser)

Annex A.1

SetScopes
(Scopes|0] :=
“onvif://www.onvif.org/location/test”)

\ 4

HTTP 401
Unauthorized error

SetDiscoveryMode
(DiscoveryMode := Discoverable)

\4

HTTP 401
Unauthorized error

A

GetAccessPolicy
(Empty)

A\ 4

HTTP 401
Unauthorized error

A

CreateUsers
(User[0].Username := “Test”,
User[0].Password := “Test”,
User[0].UserLevel := Administrator)

v

HTTP 401
Unauthorized error

A

Send DUT
capabilities

Create user
with User user
level

DUT does not
allow User
access to the
SetScopes

DUT does not
allow User
access to the
SetDiscoveryM
ode

DUT does not
allow User
access to the
GetAccess
Policy

DUT does not
allow User
access to the
CreateUsers



ONVIF Client

SetSystemDate
AndTime
request with the
user level User
credantials

Receive
response

Invoke creation
of user with
Operator
UserlLevel

SetScopes
request with the
user level
Operator
credantials

Receive
response

SetDiscovery
Mode request
with the user

level Operator
credantials

Receive
response

GetAccess
Policy request
wirt the user
level Operator
credantials

Receive
response

CreateUsers
request with the
user level
Operator
credantials
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SetSystemDateAndTime

(DateTimeType := NTP, DaylightSavings := true)

DUT

HTTP 401
Unauthorized error

[
»

HelperCreateUserlLevel
(out userLogin, out password, in
userlLevelOperator)
Annex 0

SetScopes
(Scopes|0] :=
“onvif://www.onvif.org/location/test”)

HTTP 401
Unauthorized error

Y

SetDiscoveryMode
(DiscoveryMode := Discoverable)

HTTP 401
Unauthorized error

A

\ 4

GetAccessPolicy
(Empty)

HTTP 401
Unauthorized error

A

\ 4

CreateUsers
(User[0].Username := “Test”,
User[0].Password := “Test”,
User[0].UserLevel := Administrator)

\4

DUT does not
allow User
access to the
SetSystemDate
AndTime

Create user
with Operator
user level

DUT does not
allow Operator
access to the
SetScopes

DUT does not
allow Operator
access to the
SetDiscoveryM
ode

DUT does not
allow Operator
access to the
GetAccess
Policy
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ONVIF Client DUT
HTTP 401 DUT does not
, allow Operator
Unauthorized error
access to the
CreateUsers
Receive <
response
SetSystemDate SetSystemDateAndTime
AndTime (DateTimeType := NTP, DaylightSavings := true)
request with the > DUT does not
user level allow Operator
Operator HTTP 401 access to the
Unauthorized error SetSystemDate
Receive < AndTime
response

Test Procedure:

1. Start an ONVIF Client.

2. Start the DUT.

3. Set the following:
e userLevelUser := User
e userLevelOperator.= Operator

4. ONVIF Client generates creates user with predefined user level (in userLevelUser) and user
login (out userLoginUser) and password (out passwordUser) by following the procedure

mentioned in Annex A.1.

5. ONVIF Client gets the service capabilities (out cap) by following the procedure mentioned in
Annex A.5.

6. ONVIF client invokes SetScopes with user with the user level User credantials (userLoginUser
and passwordUser) with parameters

e Scopes|[0] := “onvif://www.onvif.org/location/test”
7. The DUT responds with HTTP 401 Unauthorized error.

8. ONVIF client invokes SetDiscoveryMode with user with the user level User credantials
(userLoginUser and passwordUser) with parameters

e DiscoveryMode := Discoverable
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10.

11.

12

13.

14.
15.

16.

17.
18.

19.
20.

The DUT responds with HTTP 401 Unauthorized error.
If cap.Security contains AccessPolicyConfig and cap.Security.AccessPolicyConfig equals to true:

10.1. ONVIF client invokes GetAccessPolicy with user with the user level User credantials
(userLoginUser and passwordUser).

10.2. The DUT responds with HTTP 401 Unauthorized error.

ONVIF client invokes CreateUsers with user with the user level User credantials (userLoginUser
and passwordUser) with parameters

e User[0].Username := “Test”
e User[0].Password := “Test”
e User[0].UserLevel := Administrator

e Extension skipped

. The DUT responds with HTTP 401 Unauthorized error.

ONVIF client invokes SetSystemDateAndTime with user with the user level User credantials
(userLoginUser and passwordUser) with parameters

o DateTimeType := NTP

e DaylightSavings := true

e TimeZone skipped

e UTCDateTime skipped

The DUT responds with HTTP 401 Unauthorized error.

ONVIF Client generates creates user with predefined user level (in userLevelOperator) and user
login (out userLoginOperator) and password (out passwordOperator) by following the procedure
mentioned in Annex 0.

ONVIF client invokes SetScopes with user with the user level Operator credantials
(userLoginOperator and passwordOperator) with parameters

e  Scopes[0] := “onvif://www.onvif.org/location/test”
The DUT responds with HTTP 401 Unauthorized error.

ONVIF client invokes SetDiscoveryMode with user with the user level Operator credantials
(userLoginOperator and passwordOperator) with parameters

e DiscoveryMode := Discoverable
The DUT responds with HTTP 401 Unauthorized error.
If cap.Security contains AccessPolicyConfig and cap.Security.AccessPolicyConfig equals to true:

20.1. ONVIF client invokes GetAccessPolicy with user with the user level Operator credantials
(userLoginOperator and passwordOperator).
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20.2. The DUT responds with HTTP 401 Unauthorized error.

21. ONVIF client invokes CreateUsers with user with the user level Operator credantials
(userLoginOperator and passwordOperator) with parameters

e User[0].Username := “Test”

e User[0].Password := “Test”

e User[0].UserLevel := Administrator
e Extension skipped
22. The DUT responds with HTTP 401 Unauthorized error.

23. ONVIF client invokes SetSystemDateAndTime with user with the user level Operator
credantials (userLoginOperator and passwordOperator) with parameters

e DateTimeType := NTP
e DaylightSavings := true
e TimeZone skipped
e UTCDateTime skipped
24. The DUT responds with HTTP 401 Unauthorized error.
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT allowed User access to the SetScopes command.
The DUT allowed User access to the SetDiscoveryMode command.
The DUT allowed User access to the GetAccessPolicy command.
The DUT allowed User access to the CreateUsers command.
The DUT allowed User access to the SetSystemDateAndTime command.
The DUT allowed Operator access to the SetScopes command.
The DUT allowed Operator access to the SetDiscoveryMode command.
The DUT allowed Operator access to the GetAccessPolicy command.
The DUT allowed Operator access to the CreateUsers command.

The DUT allowed Operator access to the SetSystemDateAndTime command.
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4.3 Monitoring Events

4.3.1 Processor Usage event
Test Label: Processor Usage event

Test Case ID: QUICK_INSTALL-3-1-1
ONVIF Core Specification Coverage: Monitoring Event ProcessorUsage

Command Under Test: GetServices, GetEventProperties, CreatePullPointSubscription,
PullMessages, Monitoring/ProcessorUsage event

WSDL Reference: devicemgmt.wsdl and event.wsdl

Test Purpose: To verify tns1:Monitoring/ProcessorUsage event generation after subscription and to
verify tns1:Monitoring/ProcessorUsage event format.

Pre-requisite: Event Service was received from the DUT. tns1:Monitoring/ProcessorUsage event is
supported by the DUT as indicated by the GetEventPropertiesResponse.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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GetEvent
Properties

Invoke creation
of pull point
subscription

Receive
response

Retrieve
PullMessage
Response

Receive
response

Test Procedure:

1.

el

GetEventProperties

GetEventPropertiesResponse
(TopicSet with tns1:Monitoring/ProcessorUsage)

\ 4

CreatePullPointSubscription
(Filter.TopicExpression :=
“tns1:Monitoring/ProcessorUsage”,
Filter. TopicExpression. @Dialect :=
"http://www.onvif.org/
ver10/tev/topicExpression/ConcreteSet")

CreatePullPointSubscriptionResponse
(SubscriptionReference =: s, CurrentTime,
TerminationTime)

\ 4

A

PullMessage
(Timeout := PT60S, MessageLimit := 1)

PullMessagesResponse
(CurrentTime, TerminationTime,
NotificationMessage =: m (with

tns1:Monitoring/ProcessorUsage topic)

A 4

A

Unsubscribe
(Empty)

UnsubscribeResponse
(Empty)

A

Y

Start an ONVIF Client.

Start the DUT.

ONVIF Client invokes GetEventProperties.

Response

Create pull point
subscription

Send Processor
Usage
initialized event
by notification
message

Remove
subscription

The DUT responds with a GetEventPropertiesResponse message with parameters
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TopicNamespacelLocation list
FixedTopicSet

TopicSet =: topicSet
TopicExpressionDialect list
MessageContentFilterDialect list

MessageContentSchemalocation list

5. |If topicSet does not contain tns1:Monitoring/ProcessorUsage topic, FAIL the test and skip other
steps.

6. ONVIF Client verifies tns1:Monitoring/ProcessorUsage topic (processorUsageTopic) from
topicSet:

6.1.

6.2.

6.3.

6.4.

6.5.

If processorUsageTopic.MessageDescription.IsProperty is skipped or equals false, FAIL the
test and skip other steps.

If processorUsageTopic does not contain
MessageDescription.Source.SimpleltemDescription item with Name = “Token”, FAIL the test
and skip other steps.

If processorUsageTopic.MessageDescription.Source.SimpleltemDescription with Name =
“Token” does not have Type = “tt:ReferenceToken”, FAIL the test and skip other steps.

If processorUsageTopic does not contain MessageDescription.Data.SimpleltemDescription
item with Name = “Value”, FAIL the test and skip other steps.

If processorUsageTopic.MessageDescription.Data.SimpleltemDescription item with Name =
“Value” does not have Type = “xs:float”, FAIL the test and skip other steps.

7. ONVIF Client invokes CreatePullPointSubscription with parameters

Filter.TopicExpression := “tns1:Monitoring/ProcessorUsage”

Filter.TopicExpression.@Dialect :=
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

8. The DUT responds with a CreatePullPointSubscriptionResponse message with parameters

SubscriptionReference =: s
CurrentTime

TerminationTime

9. Until timeout1 timeout expires, repeat the following steps:

9.1.

9.2.

ONVIF Client invokes PullMessages to the subscription endpoint s with parameters
e Timeout := PT60S
e MessageLimit := 1

The DUT responds with PullMessagesResponse message with parameters
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9.3.

9.4.

e CurrentTime
e TerminationTime
¢ NotificationMessage =: m

If m is not null and m.Message.Message.PropertyOperation="Initialized” ONVIF Client
verifies m:

9.3.1. If m.Topic does not equal to tns1:Monitoring/ProcessorUsage, FAIL the test and go to
the step 10.

9.3.2. If m does not contain Message.Message.Source.Simpleltem.Token, FAIL the test and
go to the step 10.

9.3.3. If m.Message.Message.Source.Simpleltem.Token has value type different from
tt:ReferenceToken type, FAIL the test and go to the step 10.

9.3.4. If m does not contain Message.Message.Data.Simpleltem.Value, FAIL the test and
go to the step 10.

9.3.5. If m.Message.Message.Data.Simpleltem.Value has value type different from xs:float
type, FAIL the test and go to the step 10.

9.3.6. If m.Message.Message.Data.Simpleltem.Value value is outside of range 0 to 100,
FAIL the test and go to the step 10.

9.3.7. Go to the step 10.

If timeout1 timeout expires for step 9 without Notification with
PropertyOperation="Initialized”, FAIL the test and go to the step 10.

10. ONVIF Client sends an Unsubscribe to the subscription endpoint s.

11. The DUT responds with UnsubscribeResponse message.

Test Result:

PASS -

FAIL -

The DUT passed all assertions.

The DUT did not send GetEventPropertiesResponse message.
The DUT did not send CreatePullPointSubscriptionResponse message.
The DUT did not send PullMessagesResponse message(s).

The DUT did not send UnsubscribeResponse message.

Note: timeout1 will be taken from the Operation Delay field of ONVIF Device Test Tool.

4.3.2

Last Reset event

Test Label: Last Reset event
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Test Case ID: QUICK _INSTALL-3-1-2
ONVIF Core Specification Coverage: Monitoring Event LastReset

Command Under Test: GetServices, GetEventProperties, CreatePullPointSubscription,
PullMessages, Monitoring/OperatingTime/LastReset event

WSDL Reference: devicemgmt.wsdl and event.wsdl

Test Purpose: To verify tns1:Monitoring/OperatingTime/LastReset event generation after
subscription and to verify tns1:Monitoring/OperatingTime/LastReset event format.

Pre-requisite: Event Service was received from the DUT. tns1:Monitoring/OperatingTime/LastReset
event is supported by the DUT as indicated by the GetEventPropertiesResponse.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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ONVIF Client

GetEvent
Properties

Invoke creation
of pull point
subscription

Receive
response

Retrieve
PullMessage
Response

Receive
response

Test Procedure:

GetEventProperties

DUT

GetEventPropertiesResponse
(TopicSet with
tns1:Monitoring/OperatingTime/LastReset)

\ 4

CreatePullPointSubscription
(Filter.TopicExpression :=
“tns1:Monitoring/OperatingTime/LastReset”,
Filter. TopicExpression. @Dialect :=
"http://www.onvif.org/
ver10/tev/topicExpression/ConcreteSet")

CreatePullPointSubscriptionResponse
(SubscriptionReference =: s, CurrentTime,
TerminationTime)

\ 4

A

PullMessage
(Timeout := PT60S, MessageLimit := 1)

PullMessagesResponse
(CurrentTime, TerminationTime,
NotificationMessage =: m (with

tns1:Monitoring/OperatingTime/LastReset topic)

A 4

A

Unsubscribe
(Empty)

UnsubscribeResponse
(Empty)

A

Y

1. Start an ONVIF Client.

2. Start the DUT.

3. ONVIF Client invokes GetEventProperties.

Send the Event
Properties
Response

Create pull point
subscription

Send Last
Reset initialized
event by
notification
message

Remove
subscription
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4. The DUT responds with a GetEventPropertiesResponse message with parameters

TopicNamespacelLocation list
FixedTopicSet

TopicSet =: topicSet
TopicExpressionDialect list
MessageContentFilterDialect list

MessageContentSchemalocation list

5. If topicSet does not contain tns1:Monitoring/OperatingTime/LastReset topic, FAIL the test and
skip other steps.

6. ONVIF Client verifies tns1:Monitoring/OperatingTime/LastReset topic (lastResetTopic) from
topicSet:

6.1.

6.2.

6.3.

If lastResetTopic.MessageDescription.IsProperty is skipped or equals to false, FAIL the test
and skip other steps.

If lastResetTopic does not contain MessageDescription.Data.SimpleltemDescription item
with Name = “Status”, FAIL the test and skip other steps.

If lastResetTopic.MessageDescription.Data.SimpleltemDescription with Name = “Status”
does not have Type = “xs:dateTime”, FAIL the test and skip other steps.

7. ONVIF Client invokes CreatePullPointSubscription with parameters

Filter.TopicExpression := “tns1:Monitoring/OperatingTime/LastReset”

Filter.TopicExpression.@Dialect :=
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

8. The DUT responds with a CreatePullPointSubscriptionResponse message with parameters

SubscriptionReference =: s
CurrentTime

TerminationTime

9. Until timeout1 timeout expires, repeat the following steps:

9.1.

9.2.

ONVIF Client invokes PullMessages to the subscription endpoint s with parameters
e Timeout := PT60S
e MessageLimit := 1

The DUT responds with PullMessagesResponse message with parameters
e CurrentTime

e TerminationTime
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e NotificationMessage =: m

9.3.If m is not null and m.Message.Message.PropertyOperation="Initialized” ONVIF Client
verifies m:

9.3.1. If m.Topic does not equal to tns1:Monitoring/OperatingTime/LastReset, FAIL the test
and go to the step 10.

9.3.2. If m does not contain Message.Message.Data.Simpleltem.Status, FAIL the test and
go to the step 10.

9.3.3. If m.Message.Message.Data.Simpleltem.Status has value type different from
xs:dateTime type, FAIL the test and go to the step 10.

9.3.4. Go to the step 10.

9.4.If timeout1 timeout expires for step 9 without Notification with
PropertyOperation="Initialized”, FAIL the test and go to the step 10.

10. ONVIF Client sends an Unsubscribe to the subscription endpoint s.
11. The DUT responds with UnsubscribeResponse message.
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT did not send GetEventPropertiesResponse message.
The DUT did not send CreatePullPointSubscriptionResponse message.
The DUT did not send PullMessagesResponse message(s).
The DUT did not send UnsubscribeResponse message.

Note: timeout1 will be taken from the Operation Delay field of ONVIF Device Test Tool.

4.3.3 Last Reboot event
Test Label: Last Reboot event

Test Case ID: QUICK_INSTALL-3-1-3
ONVIF Core Specification Coverage: Monitoring Event LastReboot

Command Under Test: GetServices, GetEventProperties, CreatePullPointSubscription,
PullMessages, Monitoring/OperatingTime/LastReboot event

WSDL Reference: devicemgmt.wsdl and event.wsdl

Test Purpose: To verify tns1:Monitoring/OperatingTime/LastReboot event generation after
subscription and to verify tns1:Monitoring/OperatingTime/LastReboot event format.
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Pre-requisite:

Event Service was received

from the

DUT.

tns1:Monitoring/OperatingTime/LastReboot event is supported by the DUT as indicated by the
GetEventPropertiesResponse.

Test Configuration:

Test Sequence:

ONVIF Client and DUT

ONVIF Client

GetEvent
Properties

Invoke creation
of pull point
subscription

Receive
response

Retrieve
PullMessage
Response

Receive
response

Test Procedure:

GetEventProperties

DUT

GetEventPropertiesResponse
(TopicSet with
tns1:Monitoring/OperatingTime/LastReboot)

A 4

CreatePullPointSubscription
(Filter.TopicExpression :=
“tns1:Monitoring/OperatingTime/LastReboot”,
Filter. TopicExpression. @Dialect :=
"http://www.onvif.org/
ver10/tev/topicExpression/ConcreteSet")

CreatePullPointSubscriptionResponse
(SubscriptionReference =: s, CurrentTime,
TerminationTime)

\ 4

A

PullMessage
(Timeout := PT60S, MessageLimit := 1)

PullMessagesResponse
(CurrentTime, TerminationTime,
NotificationMessage =: m (with

tns1:Monitoring/OperatingTime/LastReboot
topic)

A 4

A

Unsubscribe
(Empty)

UnsubscribeResponse
(Empty)

A 4

A

Send the Event
Properties
Response

Create pull point
subscription

Send Last
Reboot
initialized event
by notification
message

Remove
subscription
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el

Start an ONVIF Client.

Start the DUT.

ONVIF Client invokes GetEventProperties.

The DUT responds with a GetEventPropertiesResponse message with parameters
e TopicNamespacelLocation list

e FixedTopicSet

e TopicSet =: topicSet

e TopicExpressionDialect list

e MessageContentFilterDialect list

e MessageContentSchemalocation list

If topicSet does not contain tns1:Monitoring/OperatingTime/LastReboot topic, FAIL the test and
skip other steps.

ONVIF Client verifies tns1:Monitoring/OperatingTime/LastReboot topic (lastRebootTopic) from
topicSet:

6.1. If lastRebootTopic.MessageDescription.IsProperty is skipped or equals to false, FAIL the
test and skip other steps.

6.2. If lastRebootTopic does not contain MessageDescription.Data.SimpleltemDescription item
with Name = “Status”, FAIL the test and skip other steps.

6.3. If lastRebootTopic.MessageDescription.Data.SimpleltemDescription with Name = “Status”
does not have Type = “xs:dateTime”, FAIL the test and skip other steps.

ONVIF Client invokes CreatePullPointSubscription with parameters
e Filter.TopicExpression := “tns1:Monitoring/OperatingTime/LastReboot”

o Filter.TopicExpression.@Dialect :=
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

The DUT responds with a CreatePullPointSubscriptionResponse message with parameters
e  SubscriptionReference =: s
e CurrentTime
e TerminationTime
Until timeout1 timeout expires, repeat the following steps:
9.1. ONVIF Client invokes PullMessages to the subscription endpoint s with parameters
e Timeout := PT60S

e Messagelimit := 1
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9.2. The DUT responds with PullMessagesResponse message with parameters
e CurrentTime
e TerminationTime

¢ NotificationMessage =: m

9.3.If m is not null and m.Message.Message.PropertyOperation="Initialized” ONVIF Client

verifies m:

9.3.1. If m.Topic does not equal to tns1:Monitoring/OperatingTime/LastReboot, FAIL the

test and go to the step 10.

9.3.2. If m does not contain Message.Message.Data.Simpleltem.Status, FAIL the test and

go to the step 10.

9.3.3. If m.Message.Message.Data.Simpleltem.Status has value type different
xs:dateTime type, FAIL the test and go to the step 10.

9.3.4. Go to the step 10.

9.4.If timeout1 timeout expires for step 9 without Notification
PropertyOperation="Initialized”, FAIL the test and go to the step 10.

10. ONVIF Client sends an Unsubscribe to the subscription endpoint s.
11. The DUT responds with UnsubscribeResponse message.
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT did not send GetEventPropertiesResponse message.
The DUT did not send CreatePullPointSubscriptionResponse message.
The DUT did not send PullMessagesResponse message(s).
The DUT did not send UnsubscribeResponse message.

Note: timeout1 will be taken from the Operation Delay field of ONVIF Device Test Tool.

4.3.4 Last Reboot event (Status change)
Test Label: Last Reboot event (Status change)

Test Case ID: QUICK_INSTALL-3-1-4

ONVIF Core Specification Coverage: Monitoring Event LastReboot

Command Under Test: CreatePullPointSubscription, PullMessages, SystemReboot,

Monitoring/OperatingTime/LastReboot event
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WSDL Reference: devicemgmt.wsdl and event.wsdl
Test Purpose: To verify that the last reboot event signals correct values.

Pre-requisite: Event Service was received from the DUT.
tns1:Monitoring/OperatingTime/LastReboot event is supported by the DUT as indicated by the
GetEventPropertiesResponse. NTP server in network and configured on the DUT.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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ONVIF Client

Invoke creation
of pull point
subscription

Receive
response

Retrieve
PullMessage
Response

Receive
response

Reboot DUT

Receive Hello
message

Invoke creation
of pull point
subscription

CreatePullPointSubscription
(Filter.TopicExpression :=
“tns1:Monitoring/OperatingTime/LastReboot”,
Filter. TopicExpression. @Dialect :=
"http://www.onvif.org/
ver10/tev/topicExpression/ConcreteSet")

DUT

CreatePullPointSubscriptionResponse
(SubscriptionReference =: s, CurrentTime,
TerminationTime)

A 4

A

PullMessage
(Timeout := PT60S, MessageLimit := 1)

PullMessagesResponse
(CurrentTime, TerminationTime,
NotificationMessage =: m (with

tns1:Monitoring/OperatingTime/LastReboot
topic)

Y

A

Unsubscribe
(Empty)

UnsubscribeResponse
(Empty)

A

SystemReboot
(Empty)

A

SystemRebootResponse
(Message)

Multicast Hello Message
(EndpointReference.Address)

CreatePullPointSubscription
(Filter.TopicExpression :=
“tns1:Monitoring/OperatingTime/LastReboot”,
Filter. TopicExpression. @Dialect :=
"http://www.onvif.org/
ver10/tev/topicExpression/ConcreteSet")

A\ 4

Create pull point

subscription

Send Last
Reboot

initialized event

by notification

message

Remove
subscription

Reboot
progress

Reboot
successful
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ONVIF Client DUT
CreatePullPointSubscriptionResponse Create pull point
(SubscriptionReference =: s, CurrentTime, subscription
Receive TerminationTime)
response <
PullMessage
(Timeout := PT60S, MessageLimit := 1)
PullMessagesResponse gegd Ltast
(CurrentTime, TerminationTime, el c|>_o d
NotificationMessage =: m (with initia 'Z.? eyent
) tns1:Monitoring/OperatingTime/LastReboot by notification
Retrieve ; message
topic)
PullMessage <
Response Unsubscribe
(Empty)
UnsubscribeResponse Remove
. (Empty) subscription

Receive P
response -

Test Procedure:
1. Start an ONVIF Client.
2. Start the DUT.
3. ONVIF Client invokes CreatePullPointSubscription with parameters
e Filter.TopicExpression := “tns1:Monitoring/OperatingTime/LastReboot”

. Filter.TopicExpression.@Dialect :=
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

4. The DUT responds with a CreatePullPointSubscriptionResponse message with parameters
e  SubscriptionReference =: s
e  CurrentTime
e TerminationTime

5. Until timeout1 timeout expires, repeat the following steps:
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5.1. ONVIF Client invokes PullMessages to the subscription endpoint s with parameters
e Timeout := PT60S
e MessageLimit := 1
5.2. The DUT responds with PullMessagesResponse message with parameters
e CurrentTime
e TerminationTime
¢ NotificationMessage =: m
5.3. If mis not null and m.Message.Message.PropertyOperation="Initialized”:

5.3.1. If m does not contain Message.Message.Data.Simpleltem.Status, FAIL the test and
go to the step 6.

5.3.2. If m.Message.Message.Data.Simpleltem.Status has value type different from
xs:dateTime type, FAIL the test and go to the step 17.

5.3.3. Set the following:
e JastRebootTime := m.Message.Message.Data.Simpleltem.Status
5.3.4. Go to the step 6.

5.4.If timeout1 timeout expires for step 5 without Notification with
PropertyOperation="Initialized”, FAIL the test and go to the step 17.

6. ONVIF Client sends an Unsubscribe to the subscription endpoint s. The test should not FAIL
even if Unsubscribe fails.

7. The DUT responds with UnsubscribeResponse message. The test should not FAIL even if
UnsubscribeResponse message is not received.

8. ONVIF Client invokes SystemReboot.

9. The DUT responds with SystemRebootResponse message with parameters
e Message

10. Until timeout2 timeout expires repeat the following steps:

10.1. The DUT will send Multicast Hello message after it is successfully rebooted with
parameters:

e EndpointReference.Address equal to unique endpoint reference of the DUT
e Types list

e Scopes list

e  XAddrs list := xaddrsList

. MetadataVersion



O n V I ' Driving IP-based physical security through global standardization

10.2. If xaddrsList contains URI address with not a LinkLocal IPv4 address from ONVIF Client
subnet, go to step 12.

11. If timeout2 timeout expires for step 10 without Hello with URI address with not a LinkLocal IPv4
address from ONVIF Client subnet, FAIL the test and skip other steps.

12. ONVIF client waits for 5 seconds after Hello was received.
13. ONVIF Client invokes CreatePullPointSubscription with parameters
e Filter.TopicExpression := “tns1:Monitoring/OperatingTime/LastReboot”

e  Filter.TopicExpression.@Dialect :=
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

14. The DUT responds with a CreatePullPointSubscriptionResponse message with parameters
e  SubscriptionReference =: s
e CurrentTime
e TerminationTime
15. Until timeout1 timeout expires, repeat the following steps:
15.1. ONVIF Client invokes PullMessages to the subscription endpoint s with parameters
e Timeout := PT60S
e MessageLimit := 1
15.2. The DUT responds with PullMessagesResponse message with parameters
e CurrentTime
e TerminationTime
e NotificationMessage =: m
15.3. If m is not null and m.Message.Message.PropertyOperation="Initialized”:

15.3.1.1f m does not contain Message.Message.Data.Simpleltem.Status, FAIL the test and
go to the step 16.

15.3.2.1f m.Message.Message.Data.Simpleltem.Status has value type different from
xs:dateTime type, FAIL the test and go to the step 17.

15.3.3. Set the following:
e updatedRebootTime := m.Message.Message.Data.Simpleltem.Status
15.3.4. Go to the step 16.

15.4.If  timeout1 timeout  expires for  step 15  without Notification with
PropertyOperation=“Initialized”, FAIL the test and go to the step 17.

16. If updatedRebootTime <= lastRebootTime, FAIL the test and go to the next step.
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17. ONVIF Client sends an Unsubscribe to the subscription endpoint s.
18. The DUT responds with UnsubscribeResponse message.
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT did not send CreatePullPointSubscriptionResponse message.
The DUT did not send PullMessagesResponse message(s).
The DUT did not send SystemRebootResponse message.
Note: timeout1 will be taken from the Operation Delay field of ONVIF Device Test Tool.
Note: timeout2 will be taken from Reboot Timeout field of ONVIF Device Test Tool.

Note: IPv4 address from Hello shall be used for further test cases. Previous Device service address
will be selected if it is present on the XAddrs list of Hello message.

4.3.5 Last Clock Synchronization event
Test Label: Last Clock Synchronization event

Test Case ID: QUICK_INSTALL-3-1-5
ONVIF Core Specification Coverage: Monitoring Event LastClockSynchronication

Command Under Test: GetServices, GetEventProperties, CreatePullPointSubscription,
PullMessages, Monitoring/OperatingTime/LastClockSynchronization event

WSDL Reference: devicemgmt.wsdl and event.wsdl

Test Purpose: To verify tns1:Monitoring/OperatingTime/LastClockSynchronization event generation
after subscription and to verify tns1:Monitoring/OperatingTime/LastClockSynchronization event
format.

Pre-requisite: Event Service was received from the DUT.
tns1:Monitoring/OperatingTime/LastClockSynchronization event is supported by the DUT as
indicated by the GetEventPropertiesResponse.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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DUT

ONVIF Client
GetEventProperties
GetEvent R
Properties GetEventPropertiesResponse
(TopicSet with
tns1:Monitoring/OperatingTime/LastClockSynch
ronization)

Invoke creation
of pull point

CreatePullPointSubscription
(Filter.TopicExpression :=
“tns1:Monitoring/OperatingTime/LastClockSync
hronization”, Filter.TopicExpression. @Dialect :=
"http://www.onvif.org/
ver10/tev/topicExpression/ConcreteSet")

subscription

CreatePullPointSubscriptionResponse
(SubscriptionReference =: s, CurrentTime =: cf,
TerminationTime =: tf)

\ 4

Receive P
response -
PullMessage
(Timeout := PT60S, MessageLimit := 1)
PullMessagesResponse
(CurrentTime, TerminationTime,
NotificationMessage =: m (with
) tns1:Monitoring/OperatingTime/LastClockSynch
Retrieve ronization topic)
PullMessage <
Response
Unsubscribe
(Empty)
UnsubscribeResponse
Receive B (Empty)
response -

Test Procedure:

1.

el

Start an ONVIF Client.

Start the DUT.

ONVIF Client invokes GetEventProperties.

Send the Event
Properties
Response

Create pull point
subscription

Send Last
Clock
Synchronization
initialized event
by notification
message

Remove
subscription

The DUT responds with a GetEventPropertiesResponse message with parameters
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e TopicNamespacelocation list

e FixedTopicSet

e TopicSet =: topicSet

e TopicExpressionDialect list

e MessageContentFilterDialect list

e MessageContentSchemalocation list

5. If topicSet does not contain tns1:Monitoring/OperatingTime/LastClockSynchronization topic,
FAIL the test and skip other steps.

6. ONVIF Client  verifies  tns1:Monitoring/OperatingTime/LastClockSynchronization  topic
(lastClockSynchronizationTopic) from topicSet:

6.1. If lastClockSynchronizationTopic.MessageDescription.IsProperty is skipped or equals to
false, FAIL the test and skip other steps.

6.2. If lastClockSynchronizationTopic does not contain
MessageDescription.Data.SimpleltemDescription item with Name = “Status”, FAIL the test
and skip other steps.

6.3. If lastClockSynchronizationTopic.MessageDescription.Data.SimpleltemDescription  with
Name = “Status” does not have Type = “xs:dateTime”, FAIL the test and skip other steps.

7. ONVIF Client invokes CreatePullPointSubscription with parameters
o  Filter.TopicExpression := “tns1:Monitoring/OperatingTime/LastClockSynchronization”

. Filter. TopicExpression.@Dialect :=
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

8. The DUT responds with a CreatePullPointSubscriptionResponse message with parameters
e  SubscriptionReference =: s
e CurrentTime
e TerminationTime
9. Until timeout1 timeout expires, repeat the following steps:
9.1. ONVIF Client invokes PullMessages to the subscription endpoint s with parameters
e Timeout := PT60S
e MessageLimit := 1
9.2. The DUT responds with PullMessagesResponse message with parameters
e CurrentTime

e TerminationTime
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e NotificationMessage =: m

9.3.If m is not null and m.Message.Message.PropertyOperation="Initialized” ONVIF Client

verifies m:

9.3.1. If m.Topic does not equal

tns1:Monitoring/OperatingTime/LastClockSynchronization, FAIL the test and go to the

step 10.

9.3.2. If m does not contain Message.Message.Data.Simpleltem.Status, FAIL the test and

go to the step 10.

9.3.3. If m.Message.Message.Data.Simpleltem.Status has value type different
xs:dateTime type, FAIL the test and go to the step 10.

9.3.4. If m.Message.Message.Data.Simpleltem.Status has value time in format different

from utc format with including the 'Z' indicator, FAIL the test and go to the step 10.
9.3.5. Go to the step 10.

9.4.If timeout1 timeout expires for step 9 without Notification
PropertyOperation=*“Initialized”, FAIL the test and go to the step 10.

10. ONVIF Client sends an Unsubscribe to the subscription endpoint s.
11. The DUT responds with UnsubscribeResponse message.
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT did not send GetEventPropertiesResponse message.
The DUT did not send CreatePullPointSubscriptionResponse message.
The DUT did not send PullMessagesResponse message(s).
The DUT did not send UnsubscribeResponse message.

Note: timeout1 will be taken from the Operation Delay field of ONVIF Device Test Tool.

4.3.6 Last Clock Synchronization change event (SetSystemDateAndTime)
Test Label: Last Clock Synchronization change event (SetSystemDateAndTime)

Test Case ID: QUICK_INSTALL-3-1-6

ONVIF Core Specification Coverage: Monitoring Event LastClockSynchronication

Command Under Test: GetServices, CreatePullPointSubscription, PullMessages,

SetSystemDateAndTime, Monitoring/OperatingTime/LastClockSynchronization event

WSDL Reference: devicemgmt.wsdl and event.wsdl
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Test Purpose: To verify tns1:Monitoring/OperatingTime/LastClockSynchronization event generation
after  property was changed via  SetSystemDateAndTime call and to  verify
tns1:Monitoring/OperatingTime/LastClockSynchronization event format. To verify that the clock
synchronization event signals correct values.

Pre-requisite: Event Service was received from the DUT.
tns1:Monitoring/OperatingTime/LastClockSynchronization event is supported by the DUT as
indicated by the GetEventPropertiesResponse.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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ONVIF Client DUT
GetSystemDateAndTime
GetSystemDate o
AndTime Send current
GetSystemDateAndTimeResponse System Date
(SystemDateAndTime) and Time

CreatePullPointSubscription
(Filter.TopicExpression :=
“tns1:Monitoring/OperatingTime/LastClockSync
hronization”, Filter.TopicExpression. @Dialect :=
"http://www.onvif.org/

Invoke creation ver10/tev/topicExpression/ConcreteSet")
of pull point
subscription

\ 4

CreatePullPointSubscriptionResponse Create pull point
(SubscriptionReference =: s, CurrentTime, subscription
TerminationTime)

Receive
response

PullMessage

(Timeout := PT60S, MessageLimit := 1)
PullMessagesResponse g?nd Last
: S . ock
(CurrentTime, TerminationTime, Svnchronizati
NotificationMessage =: m (with syncnronization
. , A initialized event
) tns1:Monitoring/OperatingTime/LastClockSynch b tificati
Retrieve ronization topic) y notitication
PullMessage message
Response
SetSystemDateAndTime
(DateTimeType := Manual, DaylightSavings :=
false, TimeZone skipped, UTCDateTime := valid
UTCDateTime)
Set System
Date and Time »  Set System
SetSystemDateAndTimeResponse Date and Time
(Empty) and send
response
< message
PullMessage

(Timeout := PT60S, MessageLimit := 1)

\ 4
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ONVIF Client DUT
PullMessagesResponse Send Last
. o Clock
(CurrentTime, TerminationTime, Svnchronization
NotificationMessage =: m (with in}i/tialize d event
_ tns1:Monitoring/OperatingTime/LastClockSynch by notification
Retrieve ronization topic) y
PullMessage message
Response
Unsubscribe
(Empty)
UnsubscribeResponse Ret:m\{et'
subscription
Receive . (Empty) P
response <

Test Procedure:
1. Start an ONVIF Client.
Start the DUT.

ONVIF Client invokes GetSystemDateAndTime.

el

The DUT responds with a GetSystemDateAndTimeResponse message with parameters
o SystemDateAndTime =: initialSystemDateAndTime

5. ONVIF Client invokes CreatePullPointSubscription with parameters

e  Filter.TopicExpression := “tns1:Monitoring/OperatingTime/LastClockSynchronization”

. Filter.TopicExpression.@Dialect :=
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

6. The DUT responds with a CreatePullPointSubscriptionResponse message with parameters
e  SubscriptionReference =: s
e CurrentTime
e TerminationTime
7. Until timeout1 timeout expires, repeat the following steps:
7.1. ONVIF Client invokes PullMessages to the subscription endpoint s with parameters

e Timeout := PT60S
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e MessageLimit := 1
7.2. The DUT responds with PullMessagesResponse message with parameters
e CurrentTime
e TerminationTime
¢ NotificationMessage =: m

7.3.1f m is not null and m.Message.Message.PropertyOperation="Initialized” ONVIF Client

verifies m:

7.3.1. If m.TopicDialect does not equal to
tns1:Monitoring/OperatingTime/LastClockSynchronization, FAIL the test and go to the
step 14.

7.3.2. If m does not contain Message.Message.Data.Simpleltem.Status, FAIL the test and
go to the step 14.

7.3.3. If m.Message.Message.Data.Simpleltem.Status has value type different from
xs:dateTime type, FAIL the test and go to the step 14.

7.3.4. Go to the step 8.

7.4.If timeout1 timeout expires for step 7 without Notification with
PropertyOperation=*“Initialized”, FAIL the test and go to the step 14.

8. Set the following:
e initialClockSynchronization := m.Message.Message.Data.Simpleltem.Status
9. ONVIF Client waits for 1 second.
10. ONVIF Client invokes SetSystemDateAndTime with parameters
e DateTimeType := Manual
e DaylightSavings := false
e TimeZone skipped

e UTCDateTime := initialSystemDateAndTime.UTCDateTime received from DUT on step 4. If
initialSystemDateAndTime.UTCDateTime is empty, then system date and time should be
used to populate this parameter.

11. The DUT responds with a SetSystemDateAndTimeResponse message.
12. Until timeout1 timeout expires, repeat the following steps:
12.1. ONVIF Client invokes PullMessages to the subscription endpoint s with parameters
e Timeout := PT60S
e Messagelimit := 1

12.2. The DUT responds with PullMessagesResponse message with parameters
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e CurrentTime
e TerminationTime
e NotificationMessage =: m

12.3. If m is not null and m.Message.Message.PropertyOperation="Changed” ONVIF Client

verifies m:

12.3.1. If m.TopicDialect does not equal to
tns1:Monitoring/OperatingTime/LastClockSynchronization, FAIL the test and go to the
step 14.

12.3.2. If m does not contain Message.Message.Data.Simpleltem.Status, FAIL the test and
go to the step 14.

12.3.3. If m.Message.Message.Data.Simpleltem.Status has value type different from
xs:dateTime type, FAIL the test and go to the step 14.

12.3.4. Set the following:
o JastClockSynchronization := m.Message.Message.Data.Simpleltem.Status
12.3.5. Go to the step 13.

12.4.If  timeout1 timeout  expires for  step 11 without Notification with
PropertyOperation=“Changed”, FAIL the test and go to the step 14.

13. If lastClockSynchronization is less or equal to initialClockSynchronization, FAIL the test and go
to the next step.

14. ONVIF Client restores Default System Date and Time by following the procedure mentioned in
Annex A.2.

15. ONVIF Client sends an Unsubscribe to the subscription endpoint s.

16. The DUT responds with UnsubscribeResponse message.

Test Result:

PASS -
The DUT passed all assertions.

FAIL -
The DUT did not send GetSystemDateAndTimeResponse message.
The DUT did not send CreatePullPointSubscriptionResponse message.
The DUT did not send PullMessagesResponse message(s).
The DUT did not send UnsubscribeResponse message.

Note: timeout1 will be taken from the Operation Delay field of ONVIF Device Test Tool.
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4.3.7 Last Clock Synchronization change event (NTP message)
Test Label: Last Clock Synchronization change event (NTP message)

Test Case ID: QUICK_INSTALL-3-1-7
ONVIF Core Specification Coverage: Monitoring Event LastClockSynchronication

Command Under Test: GetServices, CreatePullPointSubscription, PullMessages,
SetSystemDateAndTime, SetNTP, Monitoring/OperatingTime/LastClockSynchronization event

WSDL Reference: devicemgmt.wsdl and event.wsdl

Test Purpose: To verify tns1:Monitoring/OperatingTime/LastClockSynchronization event generation
after property was changed via an NTP message and to verify
tns1:Monitoring/OperatingTime/LastClockSynchronization event format. To verify that the clock
synchronization event signals correct values.

Pre-requisite: Event Service was received from the DUT.
tns1:Monitoring/OperatingTime/LastClockSynchronization event is supported by the DUT as
indicated by the GetEventPropertiesResponse. NTP is supported by the DUT as indicated by the
Network.NTP capability. A valid NTP server address should be configured in the DUT.

Test Configuration: ONVIF Client and DUT

Test Sequence:



ONVIF Client
GetSystemDateAndTime
GetSystemDate _
AndTime "
GetSystemDateAndTimeResponse
(SystemDateAndTime)
GetNTPResponse
(Empty)
GetNTP >
GetNTPResponse
(NTPInformation =: initialNTPInformation)
SetSystemDateAndTime
(DateTimeType := Manual, DaylightSavings :=
false, TimeZone skipped, UTCDateTime := valid
UTCDateTime)
SetSystemDateAndTimeResponse
(Empty)
Receive B
response <
HelperSetNTP

Configure DUT AnnexA.3
with proper Dttt ittt q
NTP server

Invoke creation
of pull point
subscription

Receive
response
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DUT

CreatePullPointSubscription
(Filter.TopicExpression :=
“tns1:Monitoring/OperatingTime/LastClockSync
hronization”, Filter. TopicExpression. @Dialect :=
"http://www.onvif.org/
ver10/tev/topicExpression/ConcreteSet")

A 4

CreatePullPointSubscriptionResponse
(SubscriptionReference =: s, CurrentTime,
TerminationTime)

PullMessage
(Timeout := PT60S, MessageLimit := 1)

A 4

Send current
System Date
and Time

Send NTP
information

Set System
Date and Time
and send
response
message

Create pull point
subscription



ONVIF Client

Retrieve
PullMessage
Response

Receive
response

Retrieve
PullMessage
Response

Restore System
Date and Time

Restore NTP
settings

Receive
response
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DUT

PullMessagesResponse
(CurrentTime, TerminationTime,
NotificationMessage =: m (with

tns1:Monitoring/OperatingTime/LastClockSynch
ronization topic)

SetSystemDateAndTime
(DateTimeType := NTP, DaylightSavings :=
false, TimeZone := POSIX 1003.1)

v

SetSystemDateAndTimeResponse
(Empty)

PullMessage
(Timeout := PT60S, MessageLimit := 1)

\ 4

PullMessagesResponse
(CurrentTime, TerminationTime,
NotificationMessage =: m (with

tns1:Monitoring/OperatingTime/LastClockSynch
ronization topic)

HelperRestoteSystemDateAndTime
(in initialSystemDateAndTime)
Annex A.2

HelperRestoteNTP
(in initiaINTPInformation)
Annex A.4

Unsubscribe
(Empty)

\ 4

UnsubscribeResponse
(Empty)

A

Send Last
Clock
Synchronization
initialized event
by notification
message

Set System
Date and Time
and send
response
message

Send Last
Clock
Synchronization
initialized event
by notification
message

Remove
subscription
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Test Procedure:

1.

10.

11.

12.

Start an ONVIF Client.

Start the DUT.

ONVIF Client invokes GetSystemDateAndTime.

The DUT responds with a GetSystemDateAndTimeResponse message with parameters
e SystemDateAndTime =: initialSystemDateAndTime

ONVIF Client invokes GetNTP.

The DUT responds with a GetNTPResponse message with parameters

¢ NTPInformation =: initialNTPInformation

If initialSystemDateAndTime.DataTimeType = NTP, ONVIF Client invokes
SetSystemDateAndTime with parameters

e DateTimeType := Manual

e DaylightSavings := false

e TimeZone skipped

e UTCDateTime := initialSystemDateAndTime.UTCDateTime received from DUT on step 4. If
initialSystemDateAndTime.UTCDateTime is empty, then system date and time should be
used to populate this parameter.

The DUT responds with a SetSystemDateAndTimeResponse message.

ONVIF Client configures DUT with proper NTP server by following the procedure mentioned in
Annex A.3.

ONVIF Client invokes CreatePullPointSubscription with parameters
e  Filter.TopicExpression := “tns1:Monitoring/OperatingTime/LastClockSynchronization”

. Filter. TopicExpression.@Dialect :=
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

The DUT responds with a CreatePullPointSubscriptionResponse message with parameters
e  SubscriptionReference =: s
e CurrentTime
e TerminationTime
Until timeout1 timeout expires, repeat the following steps:
12.1. ONVIF Client invokes PullMessages to the subscription endpoint s with parameters
e Timeout := PT60S

e MessagelLimit := 1
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13.

14.
15.

16.
17.

18.

12.2. The DUT responds with PullMessagesResponse message with parameters
e CurrentTime
e TerminationTime

¢ NotificationMessage =: m

12.3. If m is not null and m.Message.Message.PropertyOperation="Initialized” ONVIF Client

verifies m:

12.3.1.1f m does not contain Message.Message.Data.Simpleltem.Status, FAIL the test and

go to the step 18.

12.3.2.1f m.Message.Message.Data.Simpleltem.Status has value type different
xs:dateTime type, FAIL the test and go to the step 18.

12.3.3. Go to the step 13.

12.4. If timeout1 timeout expires for step 12 without Notification
PropertyOperation=*“Initialized”, FAIL the test and go to the step 18.

Set the following:
e initialClockSynchronization ;= m.Message.Message.Data.Simpleltem.Status
ONVIF Client waits for 1 second.
ONVIF Client invokes SetSystemDateAndTime with parameters
e DateTimeType := NTP
e DaylightSavings := false
e TimeZone := POSIX 1003.1
e UTCDateTime skipped
The DUT responds with a SetSystemDateAndTimeResponse message.
Set the following:
e timeOfResponse := time of SetSystemDateAndTimeResponse message receiving
Until timeout1 timeout expires, repeat the following steps:
18.1. ONVIF Client invokes PullMessages to the subscription endpoint s with parameters
e Timeout := PT60S
e MessageLimit :=1
18.2. The DUT responds with PullMessagesResponse message with parameters
e CurrentTime

e TerminationTime

from

with
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19.

20.

21.
22.
23.

e NotificationMessage =: m

18.3. If m is not null and m.Message.Message.PropertyOperation="Changed” ONVIF Client

verifies m:

18.3.1. If m.TopicDialect does not equal to
tns1:Monitoring/OperatingTime/LastClockSynchronization, FAIL the test and go to the
step 20.

18.3.2. If m does not contain Message.Message.Data.Simpleltem.Status, FAIL the test and
go to the step 20.

18.3.3. If m.Message.Message.Data.Simpleltem.Status has value type different from
xs:dateTime type, FAIL the test and go to the step 20.

18.3.4. Set the following:
e JastClockSynchronization := m.Message.Message.Data.Simpleltem.Status
18.3.5. Go to the step 19.

18.4. If timeout1 timeout expires for step 10 without Notification with
PropertyOperation=“Changed”, FAIL the test and go to the step 20.

If lastClockSynchronization is less or equal to initialClockSynchronization, FAIL the test and go
to the next step.

ONVIF Client restores Default System Date and Time by following the procedure mentioned in
Annex A.2.

ONVIF Client restores Default NTP settings by following the procedure mentioned in Annex A.4.
ONVIF Client sends an Unsubscribe to the subscription endpoint s.

The DUT responds with UnsubscribeResponse message.

Test Result:

PASS -

The DUT passed all assertions.

FAIL -

The DUT did not send GetSystemDateAndTimeResponse message.
The DUT did not send GetNTPResponse message.

The DUT did not send CreatePullPointSubscriptionResponse message.
The DUT did not send SetSystemDateAndTimeResponse message.

The DUT did not send PullMessagesResponse message(s).

The DUT did not send UnsubscribeResponse message.

Note: timeout1 will be taken from the Operation Delay field of ONVIF Device Test Tool.
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4.3.8 Last Backup event
Test Label: Last Backup event

Test Case ID: QUICK _INSTALL-3-1-8
ONVIF Core Specification Coverage: Monitoring Event Last Backup

Command Under Test: GetServices, GetEventProperties, CreatePullPointSubscription,
PullMessages, Monitoring/Backup/Last event

WSDL Reference: devicemgmt.wsdl and event.wsdl

Test Purpose: To verify tns1:Monitoring/Backup/Last intial event generation and to verify
tns1:Monitoring/Backup/Last event format.

Pre-requisite: Event Service was received from the DUT. tns1:Monitoring/Backup/Last event is
supported by the DUT as indicated by the GetEventPropertiesResponse.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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ONVIF Client

GetEvent

GetEventProperties

DUT

Properties

GetEventPropertiesResponse
(TopicSet with tns1:Monitoring/Backup/Last)

\ 4

Invoke creation
of pull point

CreatePullPointSubscription
(Filter.TopicExpression :=
“tns1:Monitoring/Backup/Last”,
Filter. TopicExpression. @Dialect :=
"http://www.onvif.org/
ver10/tev/topicExpression/ConcreteSet")

subscription

CreatePullPointSubscriptionResponse
(SubscriptionReference =: s, CurrentTime,
TerminationTime)

\ 4

Receive P
response -
PullMessage
(Timeout := PT60S, MessageLimit := 1)
PullMessagesResponse
(CurrentTime, TerminationTime,
NotificationMessage =: m (with
Retrieve tns1:Monitoring/Backup/Last topic)
PullMessage <
Response
Unsubscribe
(Empty)
UnsubscribeResponse
Receive (Empty)
response <

Test Procedure:

1.

el

Start an ONVIF Client.

Start the DUT.

ONVIF Client invokes GetEventProperties.

Send the Event
Properties
Response

Create pull point
subscription

Send Last
Backup
initialized event
by notification
message

Remove
subscription

The DUT responds with a GetEventPropertiesResponse message with parameters
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e TopicNamespacelocation list

e FixedTopicSet

e TopicSet =: topicSet

e TopicExpressionDialect list

e MessageContentFilterDialect list

e MessageContentSchemalocation list

5. If topicSet does not contain tns1:Monitoring/Backup/Last topic, FAIL the test and skip other
steps.

6. ONVIF Client verifies tns1:Monitoring/Backup/Last topic (lastBackupTopic) from topicSet:

6.1. If lastBackupTopic.MessageDescription.IsProperty is skipped or equals to false, FAIL the
test and skip other steps.

6.2. If lastBackupTopic does not contain MessageDescription.Data.SimpleltemDescription item
with Name = “Status”, FAIL the test and skip other steps.

6.3. If lastBackupTopic.MessageDescription.Data.SimpleltemDescription item with Name
“Status” does not have Type = “xs:dateTime”, FAIL the test and skip other steps.

7. ONVIF Client invokes CreatePullPointSubscription with parameters
e Filter.TopicExpression := “tns1:Monitoring/Backup/Last”

e Filter.TopicExpression.@Dialect =
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

8. The DUT responds with a CreatePullPointSubscriptionResponse message with parameters
e SubscriptionReference =: s
e CurrentTime
e TerminationTime
9. Until timeout1 timeout expires, repeat the following steps:
9.1. ONVIF Client invokes PullMessages to the subscription endpoint s with parameters
e Timeout := PT60S
e Messagelimit := 1
9.2. The DUT responds with PullMessagesResponse message with parameters
e CurrentTime
e TerminationTime
e NotificationMessage =: m

9.3.If m is not null and m.Message.Message.PropertyOperation="Initialized” ONVIF Client
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verifies m:

9.3.1. If m.Topic does not equal to tns1:Monitoring/Backup/Last, FAIL the test and go to the
step 10.

9.3.2. If m does not contain Message.Message.Data.Simpleltem.Status, FAIL the test and
go to the step 10.

9.3.3. If m.Message.Message.Data.Simpleltem.Status has value type different from
xs:dateTime type, FAIL the test and go to the step 10.

9.3.4. Go to the step 10.

9.4.If timeout1 timeout expires for step 9 without Notification with
PropertyOperation=*“Initialized”, FAIL the test and go to the step 10.

10. ONVIF Client sends an Unsubscribe to the subscription endpoint s.
11. The DUT responds with UnsubscribeResponse message.
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT did not send GetEventPropertiesResponse message.
The DUT did not send CreatePullPointSubscriptionResponse message.
The DUT did not send PullMessagesResponse message(s).
The DUT did not send UnsubscribeResponse message.

Note: timeout1 will be taken from the Operation Delay field of ONVIF Device Test Tool.

4.3.9 Fan Failure event
Test Label: Fan Failure event

Test Case ID: QUICK_INSTALL-3-1-9
ONVIF Core Specification Coverage: Monitoring Event Fan Failure

Command Under Test: GetServices, GetEventProperties, CreatePullPointSubscription,
PullMessages, Device/HardwareFailure/FanFailure event format

WSDL Reference: devicemgmt.wsdl and event.wsdl

Test Purpose: To verify tns1:Device/HardwareFailure/FanFailure event generation and to verify
tns1:Device/HardwareFailure/FanFailure event format.

Pre-requisite: Event Service was received from the DUT. tns1:Device/HardwareFailure/FanFailure
event is supported by the DUT as indicated by the GetEventPropertiesResponse.
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Test Configuration: ONVIF Client and DUT

Test Sequence:

ONVIF Client

GetEvent
Properties

Invoke creation
of pull point
subscription

Receive
response

Retrieve
PullMessage
Response

Receive
response

Test Procedure:

GetEventProperties

DUT

GetEventPropertiesResponse
(TopicSet with
tns1:Device/HardwareFailure/FanFailure)

A 4

CreatePullPointSubscription
(Filter.TopicExpression :=
“tns1:Device/HardwareFailure/FanFailure”,
Filter. TopicExpression. @Dialect :=
"http://www.onvif.org/
ver10/tev/topicExpression/ConcreteSet")

CreatePullPointSubscriptionResponse
(SubscriptionReference =: s, CurrentTime,
TerminationTime)

A 4

A

PullMessage
(Timeout := PT60S, MessageLimit := 1)

PullMessagesResponse
(CurrentTime, TerminationTime,
NotificationMessage =: m (with

tns1:Device/HardwareFailure/FanFailure topic)

\ 4

<
<«

Unsubscribe
(Empty)

UnsubscribeResponse
(Empty)

A 4

A

1. Start an ONVIF Client.

2. Start the DUT.

Send the Event
Properties
Response

Create pull point
subscription

Send Fan
Failed initialized
event by
notification
message

Remove
subscription
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3. ONVIF Client invokes GetEventProperties.

4. The DUT responds with a GetEventPropertiesResponse message with parameters

e TopicNamespacelocation list

e FixedTopicSet

e TopicSet =: topicSet

e TopicExpressionDialect list

e MessageContentFilterDialect list

e MessageContentSchemalocation list

5. If topicSet does not contain tns1:Device/HardwareFailure/FanFailure topic, FAIL the test and
skip other steps.

6. ONVIF Client verifies tns1:Device/HardwareFailure/FanFailure topic (fanFailedTopic) from
topicSet:

6.1.

6.2.

6.3.

6.4.

6.5.

If fanFailureTopic.MessageDescription.IsProperty is skipped or equals to false, FAIL the
test and skip other steps.

If fanFailure Topic does not contain MessageDescription.Source.SimpleltemDescription item
with Name = “Token”, FAIL the test and skip other steps.

If fanFailureTopic.MessageDescription.Source.SimpleltemDescription item with Name =
“Token” does not have Type = “tt:ReferenceToken”, FAIL the test and skip other steps.

If fanFailureTopic does not contain MessageDescription.Data.SimpleltemDescription item
with Name = “Failed”, FAIL the test and skip other steps.

If fanFailureTopic.MessageDescription.Data.SimpleltemDescription item with Name =
“Failed” does not have Type = “xs:boolean”, FAIL the test and skip other steps.

7. ONVIF Client invokes CreatePullPointSubscription with parameters

8. The

o Filter.TopicExpression := “tns1:Device/HardwareFailure/FanFailure”

e Filter.TopicExpression.@Dialect =
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

DUT responds with a CreatePullPointSubscriptionResponse message with parameters
e SubscriptionReference =: s
e CurrentTime

e TerminationTime

9. Until timeout1 timeout expires, repeat the following steps:

9.1.

ONVIF Client invokes PullMessages to the subscription endpoint s with parameters

e Timeout := PT60S
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e MessageLimit := 1
9.2. The DUT responds with PullMessagesResponse message with parameters
e CurrentTime
e TerminationTime
¢ NotificationMessage =: m

9.3.If m is not null and m.Message.Message.PropertyOperation="Initialized” ONVIF Client
verifies m:

9.3.1. If m.Topic does not equal to tns1:Device/HardwareFailure/FanFailure, FAIL the test
and go to the step 10.

9.3.2. If m does not contain Message.Message.Source.Simpleltem.Token, FAIL the test and
go to the step 10.

9.3.3. If m.Message.Message.Source.Simpleltem.Token has value type different from
tt:ReferenceToken type, FAIL the test and go to the step 10.

9.3.4. If m does not contain Message.Message.Data.Simpleltem.Failed, FAIL the test and
go to the step 10.

9.3.5. If m.Message.Message.Data.Simpleltem.Failed has value type different from
xs:boolean type, FAIL the test and go to the step 10.

9.3.6. Go to the step 10.

9.4.If timeout1 timeout expires for step 9 without Notification with
PropertyOperation="Initialized”, FAIL the test and go to the step 10.

10. ONVIF Client sends an Unsubscribe to the subscription endpoint s.
11. The DUT responds with UnsubscribeResponse message.
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT did not send GetEventPropertiesResponse message.
The DUT did not send CreatePullPointSubscriptionResponse message.
The DUT did not send PullMessagesResponse message(s).
The DUT did not send UnsubscribeResponse message.

Note: timeout1 will be taken from the Operation Delay field of ONVIF Device Test Tool.
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4.3.10 Power Supply Failure event
Test Label: Power Supply Failure event

Test Case ID: QUICK_INSTALL-3-1-10
ONVIF Core Specification Coverage: Monitoring Event Power Supply Failure

Command Under Test: GetServices, GetEventProperties, CreatePullPointSubscription,
PullMessages, Device/HardwareFailure/PowerSupplyFailure event

WSDL Reference: devicemgmt.wsdl and event.wsdl|

Test Purpose: To verify tns1:Device/HardwareFailure/PowerSupplyFailure event generation and to
verify tns1:Device/HardwareFailure/PowerSupplyFailure event format.

Pre-requisite: Event Service was received from the DUT.
tns1:Device/HardwareFailure/PowerSupplyFailure event is supported by the DUT as indicated by
the GetEventPropertiesResponse.

Test Configuration: ONVIF Client and DUT

Test Sequence:



O n V I ' Driving IP-based physical security through global standardization

DUT

ONVIF Client
GetEventProperties
GetEvent R
Properties GetEventPropertiesResponse
(TopicSet with
tns1:Device/HardwareFailure/PowerSupplyFailu
re)

Invoke creation
of pull point
subscription

Receive
response

Retrieve
PullMessage
Response

Receive
response

Test Procedure:

1.

el

CreatePullPointSubscription
(Filter.TopicExpression :=
“tns1:Device/HardwareFailure/PowerSupplyFail
ure”, Filter.TopicExpression. @Dialect :=
"http://www.onvif.org/
ver10/tev/topicExpression/ConcreteSet")

\ 4

CreatePullPointSubscriptionResponse
(SubscriptionReference =: s, CurrentTime,
TerminationTime)

A

PullMessage
(Timeout := PT60S, MessageLimit := 1)

A 4

PullMessagesResponse
(CurrentTime, TerminationTime,
NotificationMessage =: m (with

tns1:Device/HardwareFailure/PowerSupplyFailu
re topic)

A

Unsubscribe
(Empty)

Y

UnsubscribeResponse
(Empty)

A

Start an ONVIF Client.

Start the DUT.

ONVIF Client invokes GetEventProperties.

Send the Event
Properties
Response

Create pull point
subscription

Send Power
Supply Failed
initialized event
by notification
message

Remove
subscription

The DUT responds with a GetEventPropertiesResponse message with parameters
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5.

e TopicNamespacelocation list

e FixedTopicSet

e TopicSet =: topicSet

e TopicExpressionDialect list

e MessageContentFilterDialect list

e MessageContentSchemalocation list

If topicSet does not contain tns1:Device/HardwareFailure/PowerSupplyFailure topic, FAIL the
test and skip other steps.

ONVIF Client verifies tns1:Device/HardwareFailure/PowerSupplyFailure topic
(powerSupplyFailure Topic) from topicSet:

6.1.

6.2.

6.3.

6.4.

6.5.

If powerSupplyFailureTopic.MessageDescription.IsProperty is skipped or equals to false,
FAIL the test and skip other steps.

If powerSupplyFailure Topic does not contain
MessageDescription.Source.SimpleltemDescription item with Name = “Token”, FAIL the test
and skip other steps.

If powerSupplyFailureTopic.MessageDescription.Source.SimpleltemDescription item with
Name = “Token” does not have Type = “tt:ReferenceToken”, FAIL the test and skip other
steps.

If powerSupplyFailedTopic does not contain
MessageDescription.Data.SimpleltemDescription item with Name = “Failed”, FAIL the test
and skip other steps.

If powerSupplyFailureTopic.MessageDescription.Data.SimpleltemDescription item with
Name = “Failed” does not have Type = “xs:boolean”, FAIL the test and skip other steps.

ONVIF Client invokes CreatePullPointSubscription with parameters

o Filter.TopicExpression := “tns1:Device/HardwareFailure/PowerSupplyFailure”

e Filter.TopicExpression.@Dialect =
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

The DUT responds with a CreatePullPointSubscriptionResponse message with parameters

e SubscriptionReference =: s
e CurrentTime

e TerminationTime

Until timeout1 timeout expires, repeat the following steps:

9.1.

ONVIF Client invokes PullMessages to the subscription endpoint s with parameters

e Timeout := PT60S
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e MessageLimit := 1

9.2. The DUT responds with PullMessagesResponse message with parameters
e CurrentTime
e TerminationTime

¢ NotificationMessage =: m

9.3.If m is not null and m.Message.Message.PropertyOperation="Initialized” ONVIF Client

verifies m:

9.3.1. If m.Topic does not equal to tns1:Device/HardwareFailure/PowerSupplyFailure, FAIL

the test and go to the step 10.

9.3.2. If m does not contain Message.Message.Source.Simpleltem.Token, FAIL the test and

go to the step 10.

9.3.3. If m.Message.Message.Source.Simpleltem.Token has value type different from

tt:ReferenceToken type, FAIL the test and go to the step 10.

9.3.4. If m does not contain Message.Message.Data.Simpleltem.Failed, FAIL the test and

go to the step 10.

9.3.5. If m.Message.Message.Data.Simpleltem.Failed has value type different
xs:boolean type, FAIL the test and go to the step 10.

9.3.6. Go to the step 10.

9.4.If timeout1 timeout expires for step 9 without Notification
PropertyOperation="Initialized”, FAIL the test and go to the step 10.

10. ONVIF Client sends an Unsubscribe to the subscription endpoint s.
11. The DUT responds with UnsubscribeResponse message.
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT did not send GetEventPropertiesResponse message.
The DUT did not send CreatePullPointSubscriptionResponse message.
The DUT did not send PullMessagesResponse message(s).
The DUT did not send UnsubscribeResponse message.

Note: timeout1 will be taken from the Operation Delay field of ONVIF Device Test Tool.
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4.3.11 Storage Failure event
Test Label: Storage Failure event

Test Case ID: QUICK_INSTALL-3-1-11
ONVIF Core Specification Coverage: Monitoring Event Storage Failure

Command Under Test: GetServices, GetEventProperties, CreatePullPointSubscription,
PullMessages, Device/HardwareFailure/StorageFailure event

WSDL Reference: devicemgmt.wsdl and event.wsdl

Test Purpose: To verify tns1:Device/HardwareFailure/StorageFailure event generation and to verify
tns1:Device/HardwareFailure/StorageFailure event format.

Pre-requisite: Event Service was received from the DUT.
tns1:Device/HardwareFailure/StorageFailure event is supported by the DUT as indicated by the
GetEventPropertiesResponse.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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ONVIF Client DUT
GetEventProperties
GetEvent R
Properties GetEventPropertiesResponse Send the Event
(TopicSet with Properties
tns1:Device/HardwareFailure/StorageFailure) Response
CreatePullPointSubscription
(Filter.TopicExpression :=
“tns1:Device/HardwareFailure/StorageFailure”,
Filter. TopicExpression. @Dialect :=
"http://www.onvif.org/
Invoke creation ver10/tev/topicExpression/ConcreteSet")
of pull point -
subscription i Il voi
CreatePullPointSubscriptionResponse Create pull point
(SubscriptionReference =: s, CurrentTime, subscription
TerminationTime)
Receive P
response -
PullMessage
(Timeout := PT60S, MessageLimit := 1)
PullMessagesResponse Send Storage
(CurrentTime, TerminationTime, Failed initialized
NotificationMessage =: m (with event by
) tns1:Device/HardwareFailure/StorageFailure notification
Retrieve topic) message
PullMessage <
Response
Unsubscribe
(Empty)
UnsubscribeResponse Remove
Receive (Empty) subscription
response <

Test Procedure:
1. Start an ONVIF Client.
Start the DUT.

ONVIF Client invokes GetEventProperties.

el

The DUT responds with a GetEventPropertiesResponse message with parameters
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e TopicNamespacelocation list

e FixedTopicSet

e TopicSet =: topicSet

e TopicExpressionDialect list

e MessageContentFilterDialect list

e MessageContentSchemalocation list

5. If topicSet does not contain tns1:Device/HardwareFailure/StorageFailure topic, FAIL the test and
skip other steps.

6. ONVIF Client verifies tns1:Device/HardwareFailure/StorageFailure topic (storageFailureTopic)
from topicSet:

6.1. If storageFailureTopic.MessageDescription.IsProperty is skipped or equals to false, FAIL
the test and skip other steps.

6.2. If storageFailureTopic does not contain MessageDescription.Source.SimpleltemDescription
item with Name = “Token”, FAIL the test and skip other steps.

6.3. If storageFailureTopic.MessageDescription.Source.SimpleltemDescription item with Name =
“Token” does not have Type = “tt:ReferenceToken”, FAIL the test and skip other steps.

6.4. If storageFailureTopic does not contain MessageDescription.Data.SimpleltemDescription
item with Name = “Failed”, FAIL the test and skip other steps.

6.5. If storageFailureTopic.MessageDescription.Data.SimpleltemDescription item with Name
“Failed” does not have Type = “xs:boolean”, FAIL the test and skip other steps.

7. ONVIF Client invokes CreatePullPointSubscription with parameters
o Filter.TopicExpression := “tns1:Device/HardwareFailure/StorageFailure”

e Filter.TopicExpression.@Dialect =
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

8. The DUT responds with a CreatePullPointSubscriptionResponse message with parameters
e SubscriptionReference =: s
e CurrentTime
e TerminationTime

9. Until timeout1 timeout expires, repeat the following steps:

9.1. ONVIF Client invokes PullMessages to the subscription endpoint s with parameters

e Timeout := PT60S
e Messagelimit := 1

9.2. The DUT responds with PullMessagesResponse message with parameters
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e CurrentTime
e TerminationTime

¢ NotificationMessage =: m

9.3.If m is not null and m.Message.Message.PropertyOperation="Initialized” ONVIF Client

verifies m:

9.3.1. If m.Topic does not equal to tns1:Device/HardwareFailure/StorageFailure, FAIL the

test and go to the step 10.

9.3.2. If m does not contain Message.Message.Source.Simpleltem.Token, FAIL the test and

go to the step 10.

9.3.3. If m.Message.Message.Source.Simpleltem.Token has value type different from

tt:ReferenceToken type, FAIL the test and go to the step 10.

9.3.4. If m does not contain Message.Message.Data.Simpleltem.Failed, FAIL the test and

go to the step 10.

9.3.5. If m.Message.Message.Data.Simpleltem.Failed has value type different
xs:boolean type, FAIL the test and go to the step 10.

9.3.6. Go to the step 10.

9.4.If timeout1 timeout expires for step 9 without Notification
PropertyOperation=“Initialized”, FAIL the test and go to the step 10.

10. ONVIF Client sends an Unsubscribe to the subscription endpoint s.
11. The DUT responds with UnsubscribeResponse message.
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT did not send GetEventPropertiesResponse message.
The DUT did not send CreatePullPointSubscriptionResponse message.
The DUT did not send PullMessagesResponse message(s).
The DUT did not send UnsubscribeResponse message.

Note: timeout1 will be taken from the Operation Delay field of ONVIF Device Test Tool.

4.3.12 Critical Temperature event
Test Label: Critical Temperature event

Test Case ID: QUICK_INSTALL-3-1-12
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ONVIF Core Specification Coverage: Monitoring Event Critical Temperature

Command Under Test: GetServices, GetEventProperties, CreatePullPointSubscription,
PullMessages, Device/HardwareFailure/TemperatureCritical event

WSDL Reference: devicemgmt.wsdl and event.wsdl

Test Purpose: To verify tns1:Device/HardwareFailure/TemperatureCritical event generation and to
verify tns1:Device/HardwareFailure/TemperatureCritical event format.

Pre-requisite: Event Service was received from the DUT.
tns1:Device/HardwareFailure/TemperatureCritical event is supported by the DUT as indicated by the
GetEventPropertiesResponse.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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DUT

ONVIF Client
GetEventProperties
GetEvent R
Properties GetEventPropertiesResponse -
(TopicSet with
tns1:Device/HardwareFailure/TemperatureCritic
al)

Invoke creation
of pull point
subscription

Receive
response

Retrieve
PullMessage
Response

Receive
response

Test Procedure:

1.

el

CreatePullPointSubscription
(Filter. TopicExpression :=
“tns1:Device/HardwareFailure/TemperatureCritic
al”, Filter. TopicExpression. @Dialect :=
"http://www.onvif.org/
ver10/tev/topicExpression/ConcreteSet")

\ 4

CreatePullPointSubscriptionResponse
(SubscriptionReference =: s, CurrentTime,
TerminationTime)

A

PullMessage
(Timeout := PT60S, MessageLimit := 1)

A 4

PullMessagesResponse
(CurrentTime, TerminationTime,
NotificationMessage =: m (with

tns1:Device/HardwareFailure/TemperatureCritic
al topic)

A

Unsubscribe
(Empty)

Y

UnsubscribeResponse
(Empty)

A

Start an ONVIF Client.

Start the DUT.

ONVIF Client invokes GetEventProperties.

Send the Event
Properties
Response

Create pull point
subscription

Send Critical
Temperature
initialized event
by notification
message

Remove
subscription

The DUT responds with a GetEventPropertiesResponse message with parameters
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e TopicNamespacelocation list

e FixedTopicSet

e TopicSet =: topicSet

e TopicExpressionDialect list

e MessageContentFilterDialect list

e MessageContentSchemalocation list

5. If topicSet does not contain tns1:Device/HardwareFailure/TemperatureCritical topic, FAIL the
test and skip other steps.

6. ONVIF Client verifies tns1:Device/HardwareFailure/TemperatureCritical topic
(criticalTemperatureTopic) from topicSet:

6.1. If criticalTemperatureTopic.MessageDescription.IsProperty is skipped or equals to false,
FAIL the test and skip other steps.

6.2. If criticalTemperature Topic does not contain
MessageDescription.Data.SimpleltemDescription item with Name = “Critical”, FAIL the test
and skip other steps.

6.3. If criticalTemperatureTopic.MessageDescription.Data.SimpleltemDescription item with
Name = “Critical” does not have Type = “xs:boolean”, FAIL the test and skip other steps.

7. ONVIF Client invokes CreatePullPointSubscription with parameters
e Filter.TopicExpression := “tns1:Device/HardwareFailure/TemperatureCritical”

o Filter.TopicExpression.@Dialect =
“http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet”

8. The DUT responds with a CreatePullPointSubscriptionResponse message with parameters
e SubscriptionReference =: s
e CurrentTime
e TerminationTime
9. Until timeout1 timeout expires, repeat the following steps:
9.1. ONVIF Client invokes PullMessages to the subscription endpoint s with parameters
e Timeout := PT60S
e MessageLimit := 1
9.2. The DUT responds with PullMessagesResponse message with parameters
e CurrentTime

e TerminationTime
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e NotificationMessage =: m

9.3.If m is not null and m.Message.Message.PropertyOperation="Initialized” ONVIF Client

verifies m:

9.3.1. If m.Topic does not equal to tns1:Device/HardwareFailure/TemperatureCritical, FAIL

the test and go to the step 10.

9.3.2. If m does not contain Message.Message.Data.Simpleltem.Critical, FAIL the test and

go to the step 10.

9.3.3. If m.Message.Message.Data.Simpleltem.Critical has value

xs:boolean type, FAIL the test and go to the step 10.

9.3.4. Go to the step 10.

9.4.If timeout1 timeout expires for step 9 without
PropertyOperation="Initialized”, FAIL the test and go to the step 10.

10. ONVIF Client sends an Unsubscribe to the subscription endpoint s.
11. The DUT responds with UnsubscribeResponse message.
Test Result:
PASS -
The DUT passed all assertions.
FAIL -

The DUT did not send GetEventPropertiesResponse message.

type different from

Notification with

The DUT did not send CreatePullPointSubscriptionResponse message.

The DUT did not send PullMessagesResponse message(s).

The DUT did not send UnsubscribeResponse message.

Note: timeout1 will be taken from the Operation Delay field of ONVIF Device Test Tool.

4.4 System

4.4.1 Firmware Upload
Test Label: System -FirmwareUpgrade

Test Case ID: QUICK_INSTALL-4-1-1
ONVIF Core Specification Coverage: Firmware Upload via HTTP
Command Under Test: StartFirmwareUgrade

WSDL Reference: devicemgmt.wsdl

Test Purpose: To verify that the firmware upgrade is correctly executed.
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Pre-requisite: GetServices command is supported by the DUT. HttpFirmwareUpgrade feature is
supported by the DUT as indicated by the System.HttpFirmwareUpgrade. Location of Compatible
firmware file is provided.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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ONVIF Client DUT
GetUsers
request without GetUsers
any

\4

authentication
HTTP 401
Unauthorized error

A

GetUsers GetUsers
request with
the user level

Administrator GetUsersResponse _
credantials (User List) Send User list

\4

A

StartFirmwareUpgrade

StartFirmware

Upgrade Send
StartFirmwareUpgradeResponse StartFljrmware
(UploadUri =: uploadUri, UploadDelay =: Rpgra e
duration, ExpectedDownTime) esponse
HTTP POST

(HTTP Header [Content-Type] :=
“application/octet-stream”
HTTP Body := compatible firmware file)

Upload a
?ompatlb:::; Send HTTP 200
Irmware file HTTP 200 OK OK

A

Multicast BYE message
(EndpointReference.Address equal to unique
endpoint reference of the DUT
Types list, Scopes list, XAddrs list
MetadataVersion)

A
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ONVIF
ClientONVIF DUTDUT
Client
Multicast Hello message
(EndpointReference.Address equal to unique
endpoint reference of the DUT z?si:z”gfter
Types list, Scopes list, XAddrs list 9
. rebootingSend
MetadataVersion)
the Event
P ti
Receive Hello < roperties
message
Wait for 5 seconds
GetUsers
request without GetUsers
any R
authentication i
HTTP 401
Unauthorized error
GetUsers GetUsers
request with
the user level >
Administrator
credantials GetUsersResponse Send User list
(User List)
Receive <
response

Test Procedure:
1. Start an ONVIF Client.

2. Start the DUT.

3. ONVIF Client invokes GetUsers without any authentication.

4. The DUT responds with HTTP 401 Unauthorized error.

5. ONVIF Client invokes GetUsers with user with the user level Administrator credantials.
6. The DUT responds with a GetUsersResponse message with parameters

. UserList

7. ONVIF Client invokes StartFirmwareUpgrade.
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10.

11.
12.

13.

14.

15.
16.
17.

The DUT responds with a StartFirmwareUpgradeResponse message with parameters
e UploadUri =: uploadUri

e UploadDelay =: uploadDuration

o ExpectedDownTime =: downTimeDuration

ONVIF Client waits for time uploadDuration.

ONVIF Client invokes HTTP POST to uploadUri with parameters

e HTTP Header [Content-Type] := “application/octet-stream”

e HTTP Body := compatible firmware file

The DUT responds with HTTP 200 OK message.

If BYE message is supported by the DUT as indicated by the System.DiscoveryBye capabilities,
the DUT will send Multicast BYE message before rebooting with parameters

e EndpointReference.Address equal to unique endpoint reference of the DUT
e Types list

e  Scopes list

e  XAddrs list

e MetadataVersion

Until timeout1 timeout expires, repeat the following steps:

13.1. The DUT will send Multicast Hello message after it is successfully rebooted with
parameters:

e EndpointReference.Address equal to unique endpoint reference of the DUT
o Types list

e  Scopes list

e  XAddrs list := xaddrsList

e MetadataVersion

13.2. If xaddrsList contains URI address with not a LinkLocal IPv4 address from ONVIF Client
subnet, go to step 15.

If timeout1 timeout expires for step 5 without Hello with URI address with not a LinkLocal IPv4
address from ONVIF Client subnet, FAIL the test and skip other steps.

ONVIF client waits for 5 seconds after Hello was received.
ONVIF Client invokes GetUsers without any authentication.

The DUT responds with HTTP 401 Unauthorized error.
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18. ONVIF Client invokes GetUsers with user with the user level Administrator credantials.
19. The DUT responds with a GetUsersResponse message with parameters
e UserlList
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT did not send GetUsersResponse message.
The DUT allowed Anonymous access to the GetUsers command.
The DUT did not send StartFirmwareUpgradeResponse message.
The DUT did not response with HTTP 200 OK to HTTP POST request.

The DUT did not send Bye message with EndpointReference.Address equal to unique
endpoint reference of the DUT in case Bye message was supported by the DUT.

Note: Reboot Timeout will be used for waiting for the Bye message from the DUT. Reboot Timeout
will be taken from the Reboot Timeout field of ONVIF Device Test Tool.

Note: timeout1 will be selected as maximum of (downTimeDuration, Reboot Timeout), where
Reboot Timeout will be taken from the Reboot Timeout field of ONVIF Device Test Tool.

Note: IPv4 address from Hello shall be used for further test cases.

4.4.2 Invalid Firmware Upload

Test Label: System -FirmwareUpgradelnvalid

Test Case ID: QUICK_INSTALL-4-1-2

ONVIF Core Specification Coverage: Firmware Upload via HTTP

Command Under Test: StartFirmwareUgrade

WSDL Reference: devicemgmt.wsdl

Test Purpose: To verify that the firmware upgrade fails with the expected error code.

Pre-requisite: GetServices command is supported by the DUT. HttpFirmwareUpgradefeature is
supported by the DUT as indicated by the System.HttpFirmwareUpgrade.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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ONVIF Client DUT

StartFirmwareUpgrade
StartFirmware

\ 4

Upgrade Send
StartFirmware
StartFirmwareUpgradeResponse Upgrade
(UploadUri =: uploadUri, UploadDelay =: Response

duration, ExpectedDownTime)

HTTP POST
(uploadUri)
Upload an
invalid firmware >
file Send HTTP error
HTTP error 415 415
Send PROBE If DUT receives

Unicast PROBE message

message. If DUT PROBE message,

A 4

does not respond, then it must

then receive response with

HELLO and start PROBE MATCH message PROBE MATCH

using new ip for < message.

further Else device is

communication with ) rebooting and it

DUT Multicast HELLO message must send HELLO
< message

Test Procedure:
1. Start an ONVIF Client.
Start the DUT.

ONVIF Client invokes StartFirmwareUpgrade.

LN

The DUT responds with a StartFirmwareUpgradeResponse message with parameters
e UploadUri =: uploadUri

e UploadDelay =: duration

e ExpectedDownTime

5. ONVIF Client waits for time duration.
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6. ONVIF Client invokes HTTP POST to uploadUri with parameters
e HTTP Header [Content-Type] := “application/octet-stream”
e HTTP Body := invalid firmware file

7. The DUT responds with HTTP 415 message.

8. ONVIF client waits Reboot timeout.

9. ONVIF Client sends PROBE message and if DUT does not respond with PROBE MATCH
mesage then go to the step 10. If DUT responds, then finish the test.

10. ONVIF Client waits for Hello message sent from newly configured address by the DUT. Then
ONVIF Client starts using this newly configured address for further communications with DUT.

Test Result:
PASS -
The DUT passed all assertions.
FAIL —
The DUT did not send StartFirmwareUpgradeResponse message.

The DUT did not response with HTTP 415 to HTTP POST request.
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Annex A

This section describes the meaning of the following definitions. These definitions are used in the
test case description.

A.1 Create user with defined user level
Name: HelperCreateUserLevel

Procedure Purpose: Helper procedure to create user with predefined user level or change existing
with new one.

Pre-requisite: GetServices command is supported by the DUT. Maximum Username Length is
supported by the DUT as indicated by the Capabilities.Security.MaxUsernamelLength, Maximum
Password Length is supported by the DUT as indicated by the
Capabilities.Security.MaxPasswordLength.

Input: The user level (userLevel) of user to be created (userLevel shall have User or Operator
value).

Returns: The user login (userLogin) with predefined user level and corresponding user password
(password).



ONVIF Client

Retrieve Device
service
capabilities

GetUsers
request

Receive
response

SetUser
request

Receive
response

CreateUsers
request

Receive
response

Procedure:
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HelperGetServiceCapabilities
(out cap)
Annex A.5

GetUsers

DUT

\ 4

GetUsersResponse
(User list =: userList)

A

SetUser
(User[0].Username := userLogin
User[0].Password := password
User[0].UserLevel := userLevel
Extension skipped)

\4

SetUserResponse or
env:Sender\ter:OperationProhibited\ter:Passwor
d SOAP 1.2 Fault

CreateUsers
(User[0].Username := userLogin
User[0].Password := password
User[0].UserLevel := userLevel
Extension skipped)

v

CreateUsersResponse or
env:Sender\ter:OperationProhibited\ter:Passwor
d SOAP 1.2 Fault

Send Device
service
capabilities

Send User list

Send
SetUserRespon
se or
env:Senderi\ter:
OperationProhi
bited\ter:Passw
ord SOAP 1.2
Fault

Send
CreateUsersRe
sponse or
env:Senderi\ter:
OperationProhi
bited\ter:Passw
ord SOAP 1.2
Fault
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1. ONVIF Client gets the service capabilities (out cap) by following the procedure mentioned in
Annex A.5.

2. If cap does not contain Security.MaxPasswordLength or Security.MaxUserNamelLength, FAIL
the test and skip other steps.

3. ONVIF Client invokes GetUsers.
4. The DUT responds with a GetUsersResponse message with parameters
e User list := userList
5. |If there is user with user level userLevel in userList:
5.1. Set the following:
e passwordLength := cap.Security.MaxPasswordLength
e userLogin := Username of user with user level equal to userLevel from userList
e password := random string, contains passwordLength ASCII characters
5.2. ONVIF Client invokes SetUser with parameters

e User[0].Username := userlLogin

e User[0].Password := password

o User[0].UserLevel := userLevel
o Extension skipped
5.3. If the DUT responds with SetUserResponse message, skip other steps.
5.4. If the DUT returns env:Sender\ter:OperationProhibited\ter:Password SOAP 1.2 fault:
5.4.1. Set the following:
e password := random string, contains passwordLength ASCII characters
5.4.2. Go to the step 6.2.
5.5. If DUT returns other SOAP 1.2 fault, FAIL the test and skip other steps.
6. If there are no users with user level userLevel in userList:
6.1. Set the following:
e userLoginLength := cap.Security.MaxUserNameLength

e passwordLength := cap.Security.MaxPasswordLength

e userLogin := random string, contains userLoginLength low case alphbet characters,
differs from usernames listed in userList

e password := random string, contains passwordLength ASCII characters

6.2. ONVIF Client invokes CreateUsers with parameters
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e User[0].Username := userLogin

e User[0].Password := password

o User[0].UserLevel := userLevel
e Extension skipped
6.3. If the DUT responds with CreateUsersResponse message, skip other steps.
6.4. If the DUT returns env:Sender\ter:OperationProhibited\ter:Password SOAP 1.2 fault:
6.4.1. Set the following:
e password := random string, contains passwordLength ASCII characters
6.4.2. Go to the step 7.2.
6.4.3. If the DUT returns other SOAP 1.2 fault, FAIL the test and skip other steps.
Procedure Result:
PASS -
The DUT passed all assertions.
FAIL -

The DUT did not send GetServiceCapabilitiesResponse message.

The DUT did not send GetUsersResponse message.
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A.2 Restoring System Date and Time

Name: HelperRestoreSystemDateAndTime

Procedure Purpose: Helper procedure to restoring System Date and Time.

Pre-requisite: None.
Input: The SystemDateAndTime (initialSystemDateAndTime) to restore.

Returns: None.

DUT

ONVIF Client
SetSystemDateAndTime
(DateTimeType :=
initialSystemDateAndTime.DataTimeType
DaylightSavings :=
initialSystemDateAndTime.DaylightSavings
TimeZone := initialSystemDateAndTime.TimeZone
UTCDateTime := current UTCDateTime,
initial SystemDateAndTime,
LocalDateTime := current
Set UTCDateTime)RemoveServerCertificateAssignment
SystemDateAn (CertificationPathID := certPathID)
dTimelnvoke >
removal of
server SetSystemDateAndTimeResponse
(Empty)
Procedure:

1. ONVIF Client invokes SetSystemDateAndTime with parameters
o DateTimeType := initialSystemDateAndTime.DataTimeType
e DaylightSavings := initialSystemDateAndTime.DaylightSavings

e TimeZone := initialSystemDateAndTime.TimeZone

e If nitialSystemDateAndTime . UTCDateTime is not null UTCDateTime :=
UTCDateTime
. If initialSystemDateAndTime.LocalDateTime is not null LocalDateTime :=

UTCDateTime

2. The DUT responds with a SetSystemDateAndTimeResponse message.

Procedure Result:

PASS -

Set
SystemDate
AndTime
settings and
send
responseDelete
certification

current

current



O n V I ' Driving IP-based physical security through global standardization

The DUT passed all assertions.
FAIL -

The DUT did not send SetSystemDateAndTimeResponse message.
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A.3 Set NTP settings
Name: HelperSetNTP
Procedure Purpose: Helper procedure to configure DUT with proper NTP server.

Pre-requisite: NTP is supported by the DUT as indicated by the Network.NTP capability. A valid
NTP server address should be configured in the DUT.

Input: None.

Returns: None.

ONVIF Client DUT

SetNTP
(NTPInformation.FromDHCP := false
NTPInformation.NTPManual[0]. Type := IPv4
NTPInformation.NTPManual[0].IPv4Address := valid
NTP server address)

SetNTP >
SetNTPResponse gsttti’:;sl,: and
(Empty) send response
Procedure:

1. ONVIF Client invokes SetNTP with parameters
e NTPInformation.FromDHCP := false
e NTPInformation.NTPManual[0].Type := IPv4
e NTPInformation.NTPManual[0].IPv4Address := valid NTP server address
2. The DUT responds with a SetNTPResponse message.
Procedure Result:
PASS -

The DUT passed all assertions.

FAIL -

The DUT did not send SetNTPResponse message.
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A.4 Restoring NTP settings

Name: HelperRestoreNTP

Procedure Purpose: Helper procedure to restoring NTP settings.

Pre-requisite: NTP is supported by the DUT as indicated by the Network.NTP capability.
Input: The initial NTP settings (initialNTPInformation) to restore.

Returns: None.

ONVIF Client DUT

SetNTP
(FromDHCP := initiaINTPInformation.FromDHCP,
NTPManual := initiaINTPInformation.NTPManual)
Restore NTP

settings > Set NTP
tti d
SetNTPResponse :nlc? ?js?,gnse
(Empty)
Procedure:

1. ONVIF Client invokes SetNTP with parameters

e  FromDHCP := initiaINTPInformation.FromDHCP

e NTPManual := initialNTPInformation.NTPManual
2. The DUT responds with a SetNTPResponse message.
Procedure Result:
PASS -

The DUT passed all assertions.

FAIL -

The DUT did not send SetNTPResponse message.
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A.5 Get service capabilities

Name: HelperGetServiceCapabilities

Procedure Purpose: Helper procedure to get device service capabilities.
Pre-requisite: None.

Input: None

Returns: The service capabilities (cap).

ONVIF Client DUT
GetServiceCapabilities
Retrieve (empty)
device _
service . Send device
apabilities
capabiiitie GetServiceCapabilitiesResponse service
] (Capabilities =: cap) capabilities
Receive P
response D
Procedure:

1. ONVIF Client invokes GetServiceCapabilities.

2. The DUT responds with a GetServiceCapabilitiesResponse message with parameters
e Capabilities =: cap

Procedure Result:

PASS -
The DUT passed all assertions.

FAIL -

The DUT did not send GetServiceCapabilitiesResponse message.
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A.6 Time synchronization
Name: HelperTimeSynchronization

Procedure Purpose: Helper procedure for time synchronization between ONVIF Client and DUT
after hard system factory default.

Pre-requisite: None.
Input: None

Returns: None

ONVIF Client DUT
SetNTP
(FromDHCP := true, NTPManual skipped)
Retrieve =
NTP settings g
SetNTPResponse ?:t?i?w T—P
. (empty) 9

Receive P
response D
Retrieve GetSystemDateAndTime
system date >
antc:irt:me Send system
setlings GetSystemDateAndTimeResponse date and

(SystemDateAndTime := dateAndTimeSettings) time settings
Receive <
response SetSystemDateAndTime

(DateTimeType := NTP, DaylightSavings :=
dateAndTimeSettings.DaylightSavings,

TimeZone := dateAndTimeSettings.TimeZone,
Set system UTCDateTime skipped)
date and »  Set system
time . date and

SetSystem DateAnciTmeResponse time settings
Receive (emp y) and send
response response
Procedure:

1. ONVIF Client invokes SetNTP without any authentication with parameters
e FromDHCP := true

¢ NTPManual skipped
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2. The DUT responds with a SetNTPResponse message.
3. ONVIF client invokes GetSystemDateAndTime without any authentication.
4. The DUT responds with GetSystemDateAndTimeResponse message with parameters
o SystemDateAndTime := dateAndTimeSettings
5. ONVIF Client invokes SetSystemDateAndTime without any authentication with parameters
o DateTimeType := NTP
e DaylightSavings := dateAndTimeSettings.DaylightSavings
o TimeZone := dateAndTimeSettings.TimeZone
e UTCDateTime skipped
6. The DUT responds with a SetSystemDateAndTime message.
Procedure Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT did not allow Anonymous access to the SetNTP command.
The DUT did not send SetNTPResponse message.
The DUT did not allow Anonymous access to the GetSystemDateAndTime command.
The DUT did not send GetSystemDateAndTimeResponse message.
The DUT did not allow Anonymous access to the SetSystemDateAndTime command.

The DUT did not send SetSystemDateAndTimeResponse message.



	1.1 Scope
	1.1.1 General
	1.1.2 Default Access Policy
	1.1.3 Monitoring Events
	1.1.4 System

	2.1 Definitions
	2.2 Abbreviations
	3.1 Test Setup
	3.1.1 Network Configuration for DUT

	3.2 Prerequisites
	3.3 Test Policy
	3.3.1 General
	3.3.2 Default Access Policy
	3.3.3 Monitoring Events
	3.3.4 System

	4.1 General
	4.1.1 Factory default state verification

	4.2 Default access policy
	4.2.1 Default access policy - Anonymous
	4.2.2 Default access policy - User
	4.2.3 Default access policy - Administrator and Anonymous
	4.2.4 Default access policy - Administrator and User/Operator

	4.3 Monitoring Events
	4.3.1 Processor Usage event
	4.3.2 Last Reset event
	4.3.3 Last Reboot event
	4.3.4 Last Reboot event (Status change)
	4.3.5 Last Clock Synchronization event
	4.3.6 Last Clock Synchronization change event (SetSystemDateAndTime)
	4.3.7 Last Clock Synchronization change event (NTP message)
	4.3.8 Last Backup event
	4.3.9 Fan Failure event
	4.3.10 Power Supply Failure event
	4.3.11 Storage Failure event
	4.3.12 Critical Temperature event

	4.4 System
	4.4.1 Firmware Upload
	4.4.2 Invalid Firmware Upload

	Annex A
	A.1 Create user with defined user level
	A.2 Restoring System Date and Time
	A.3 Set NTP settings
	A.4 Restoring NTP settings
	A.5 Get service capabilities
	A.6 Time synchronization



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



