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1 Introduction

ONVIF Test Specification (JONVIF Test]) defines/describes test cases need to verify according to
[ONVIF Network Interface Specs], [ONVIF Conformance] in conjunction with a certain Profile
Specification requirements. However, requirement on which test cases need to be executed and
passed is out of the scope of [ONVIF Test]. Such requirements have to be described in a separate
document.

This document focuses on detailing out feature discovery procedure for ONVIF Device Test Tool
(hereafter, it is referred to as ONVIF Client) to identify which functionality is supported / not supported
by DUT. Based on these results of the feature discovery, which test cases shall be executed and
passed will be determined for the purpose of claiming conformance to Profile specification. Some
feature detection will be based on capability query, and some other feature detection will be based
on error code response retrieval toward a specific request.

1.1 Scope

The scope of this document is to define feature discovery procedure of the functionality listed below.
1. Security
2. WS-UsernameToken

HTTP digest authentication

P w

Discovery

5. Bye Message support
6. Types

7. dn:NetworkVideoTransmitter
8. tds:Device

9. Device Service

10. Capabilities

11. GetCapabilities

12. GetServices

13. Network

14. Zero Configuration
15. NTP support

16. IPv6

17. DHCPv6

18. Dynamic DNS

19. IP Filter

20. System

ONVIF www.onvif.org info@onvif.org
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21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49,
50.

51.

System logging

Http Firmware Upgrade
Http System Backup

Http System Logging

Http Support Information
Security

Maximum Users

Default Access Policy
Remote User Handling
Maximum Username Length
Maximum Password Length
I/0 functionality

Relay Outputs

Bistable

Open

Closed

Monostable

Open

Closed

Monitoring Events

Monitoring/ProcessorUsage

Monitoring/OperatingTime/LastReset

Monitoring/OperatingTime/LastReboot

Monitoring/OperatingTime/LastClockSynchronization

Monitoring/Backup/Last

Monitoring/Mechanical/FanFailed
Monitoring/Mechanical/PowerSupplyFailed

Monitoring/Mechanical/StorageFailed

Monitoring/EnvironmentalConditions/CriticalTemperature

Device scopes retrieval via GetDeviceScopes

Event Service

www.onvif.org
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52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.

Persistent notification storage support
WS Basic Notification
GetServiceCapabilities
MaxPullPoints capability
Media Service — general
Video encoding support
JPEG

H.264

MPEG4

Audio encoding support
G.711

G.726

AAC

Audio outputs support
G.711

G.726

AAC

Real-time streaming
RTP/UDP
RTP/RTSP/HTTP
RTP/RTSP/TCP
RTP-Multicast/UDP
GetSnapshotUri support
Media2 Service — general
Video encoding support
H.265

H.264

Audio encoding support
G.711

AAC

PTZ Service support

www.onvif.org
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83. Absolut Move

84. Pan/Tilt Movement
85. Zoom Movement
86. Relative Move

87. Pan/Tilt Movement
88. Zoom Movement
89. Continuous Move
90. Pan/Tilt Movement
91. Zoom Movement
92. Preset

93. Home Position

94. Configurable

95. Fixed

96. Auxiliary operations
97. Speed

98. Speed for Pan/Tilt
99. Speed for Zoom

100.
evice 10 Service support — general

101.
elay outputs support

102.
igital inputs support

103.
maging Service support

104.
rCutfilterConfiguration

105.
ideo Analytics Service support

106.
ecording Control Service support

107.
ynamic Recordings support

108.
ynamic Tracks support

ONVIF www.onvif.org info@onvif.org
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1009.
udio Recording support

110.
ecording Options

111.
nsl:RecordingConfig/DeleteTrackData

112.
etadata Recording support

113.
ecording Search Service support

114.
etadata Search support

115.
TZ Position Search support

116.
eplay Service

117.
everse Replay

118.
TP/RTSP/TCP

119.
eceiver Service

120.
oor Control Service support

121.
oor Entity support

122.
ccess Door

123.
ock Door

124.
nlock Door

125.
ouble Lock Door

126.
lock Door

127.
ock Down Door

128.
ock Open Door
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129.
oor Monitor

130.
ock Monitor

131.
ouble Lock Monitor

132.
larm

133.
amper

134.
ault

135.
oor Events support

136.
oor/State/DoorMode

137.
oor/State/DoorPhysicalState

138.
oor/State/LockPhysicalState

139.
oor/State/DoubleLockPhysicalState

140.
oor/State/DoorAlarm

141.
oor/State/DoorTamper

142.
oor/State/DoorFault

143.
onfiguration/Door/Changed

144.
onfiguration/Door/Removed

145.
ccess Control Service support

146.
rea Entity support

147.
ccess Point Entity support

148.
nable/Disable Access Point feature
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149.
uress feature

150.
ccess Taken feature

151.
xternal Authorization feature

152.
nonymous Access feature

153.
ccess Point Events support

154,
ccessControl/AccessGranted/Anonymous

155.
ccessControl/AccessGranted/Credential

156.
ccessControl/AccessTaken/Anonymous

157.
ccessControl/AccessTaken/Credential

158.
ccessControl/AccessNotTaken/Anonymous

159.
ccessControl/AccessNotTaken/Credential

160.
ccessControl/Denied/Anonymous

161.
ccessControl/Denied/Credential

162.
ccessControl/Denied/CredentialNotFound/Card

163.
ccessControl/Duress

164.
ccessControl/Request/Anonymous

165.
ccessControl/Request/Credential

166.
ccessControl/Request/Timeout

167.
ccessPoint/State/Enabled

168.
onfiguration/AccessPoint/Changed

ONVIF www.onvif.org info@onvif.org
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169.
onfiguration/AccessPoint/Removed

170.
onfiguration/Area/Changed

171.
onfiguration/Area/Removed

172.
dvanced Security Service support

173.
eystore features support

174.
SA Key Pair Generation

175.
KCS10 External Certification with RSA

176.
elf-Signed Certificate Creation with RSA

177.
assphrase Management

178.
KCS8 Container Upload

179.
KCS12 Container Upload

180.
RLs

181.
ertification path validation policies

182.
LS WWW client auth extended key usage extension

183.
LS features support

184.
LS Server

185.
LS client authentication

186.
redential Service support

187.
upported Identifier Types

188.
t:Card

ONVIF www.onvif.org info@onvif.org
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189. p
t:PIN

190. p
t:Fingerprint

191. p
t:Face

192. p
t:lris

193. p
t:Vein

194. C
redential Validity

195. C
redential Access Profile Validity

196. Y
alidity Supports Time Value

197. R
eset Antipassback Violation

198. A
ccess Rules Service support

199. M
ultiple Schedules per Access Point

200. S
chedule Service support

201. E
xtended Recurrence

202. S
pecial Days

203. S

tate Reporting

The coverage of the discovery procedure will be evolving in accordance with [ONVIF Test] version
evolution and addition of Profile Specification.
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2 Normative references

[ONVIF Network Interface
Specs]

[ONVIF Conformance]
[ONVIF Test]

[ONVIF Base Test]
[ONVIF Media Test]
[ONVIF PTZ Test]
[ONVIF Imaging Test]
[ONVIF Recording
Control Test]

[ONVIF Receiver Test]
[ONVIF Replay Control

Test]

[ONVIF Recording Search
Test]

[ONVIF Access Test]
[ONVIF Door Test]
[ONVIF Advanced
Security Test]

[ONVIF Credential Test]
[ONVIF Access Rules

Test]
[ONVIF Schedule Test]

ONVIF

ONVIF Network Interface Specification documents
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Conformance Process Specification
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Test Specification version 16.06, Jun 2015
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Base Test Specification version 16.06, Jun 2015
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Media Test Specification version version 16.06, Jun 2015
http://www.onvif.org/Documents/Specifications.aspx

ONVIF PTZ Test Specification version 14.06, Jun 2014
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Imaging Test Specification version 14.12, Dec 2014
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Recording Control Test Specification version 14.12, Dec 2014
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Receiver Test Specification version 13.06, Jun 2013
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Replay Control Test Specification version 14.06, Jun 2014
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Recording Search Test Specification version 14.12, Dec 2014
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Access Control Test Specification version 13.06, Jun 2013
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Door Control Test Specification version 14.06, Jun 2014
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Advanced Security Test Specification version 16.06, Jun 2015
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Credential Test Specification version 16.06, Jun 2015
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Access Rules Test Specification version 16.06, Jun 2015
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Schedule Test Specification version 16.06, Jun 2015
http://www.onvif.org/Documents/Specifications.aspx
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3 Informative references

[ONVIF Test Case
Summary for Profile S]

[ONVIF Profile S]

[ONVIF Test Case
Summary for Profile G]

[ONVIF Profile G]
[ONVIF Test Case

Summary for Profile C]
[ONVIF Profile C]

ONVIF

ONVIF Test Case Summary for Profile S Conformance version 14.12, Dec 2014
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Profile S Specification
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Test Case Summary for Profile G Conformance version 14.12, Dec 2014
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Profile G Specification
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Test Case Summary for Profile C Conformance version 14.12, Dec 2014
http://www.onvif.org/Documents/Specifications.aspx

ONVIF Profile C Specification
http://www.onvif.org/Documents/Specifications.aspx
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4 Terms and Definitions

4.1 Definitions

This section defines terms that are specific to the ONVIF Feature Discovery.

Capability

Network
ONVIF Client

Key

Key Pair
RSA key pair

Certificate

4.2 Abbreviations

The capability commands allow a client to ask for the services provided by an
ONVIF device.

A network is an interconnected group of devices communicating using the
Internet protocol.

ONVIF Device Test Tool in the context of this document

A key is an input to a cryptographic algorithm. Sufficient randomness of the key
is usually a necessary condition for the security of the algorithm. This
specification supports RSA key pairs as keys.

A key that consists of a public key and (optionally) a private key.
A key pair that is accepted as input by the RSA algorithm.

A certificate as used in this specification binds a public key to a subject entity.
The certificate is digitally signed by the certificate issuer (the certification
authority) to allow for verifying its authenticity

This section describes abbreviations used in this document.

DUT
DNS
DHCP
1P
IPv4
IPv6
NTP
RTCP
RTSP
RTP
URI

TLS

ONVIF

Device Under Test

Domain Name System
Dynamic Host Configuration Protocol
Internet Protocol

Internet Protocol version 4
Internet Protocol version 6
Network Time Protocol

RTP Control Protocol

Real Time Streaming Protocol
Real-time Transport Protocol
Uniform Resource Identifier

Transport Layer Security

www.onvif.org info@onvif.org



-18- ONVIF Feature Discovery Spec V 16.07

O n V I l Driving IP-based physical security through global standardization

5 Discovery procedure

This section describes policy on how ONVIF Client assumes that a certain feature is supported or not,
followed by respective feature discovery procedures.

5.1 General policy

ONVIF Client will issue capability query command (GetCapabilities or
GetServices/GetServiceCapabilities depending on DUT possibilities) to get to know whether a certain
feature is supported by DUT. If the DUT returns correct response, ONVIF Client determines whether
a feature in question is supported or not, based on the content of the response. If the DUT returns
unexpected response or it does not return any response, ONVIF Client assumes that the capability
query command which is being used is not supported by DUT.

There are a number of functions which are defined as conditionally required. And there are some of
functions which are not present in any capability response fields. As for these commands, ONVIF
Client will issue the very function command to determine whether the function is supported or not. In
the case that the DUT returns a correct response to indicate no function support such as SOAP fault
env:Receiver/ter:ActionNotSupported/ter:NoSuchService, ONVIF Client assumes that the function is
not supported by DUT. In case the DUT returns an unexpected response or it does not return any
response, ONVIF Client will mark the function support in question as undefined.

After going through all the feature discovery steps based on the above general policy, what are
marked as supported and undefined will be processed as supported features during conformance
testing.

5.2 Feature Support Criteria

Feature support criteria in the specification are defined using the following table format outlined in
Table 1.

Table 1 Feature support criteria description outline used in this specification

Criterion Item Criteria_item_description
Feature Supported Not Supported

Feature_namel Supported_criteria_featurel NotSupported_criteria_feature
1

Feature_name2 Supported_criteria_feature2 NotSupported_criteria_feature
2

Feature_nameN Supported_criteria_featureN NotSupported_criteria_feature
N

The Feature column includes a list of features that is defined in current table.

ONVIF www.onvif.org info@onvif.org
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The Criterion item field contains item description which value will be used as criteria to check feature
support.

The Supported column includes conditions when feature in the same row will be assumed as
supported depending on criteria item value.

The Not Supported column includes conditions when feature in the same row will be assumed as not
supported depending on criteria item value.

5.3 Discovery Types Support

From the first version of ONVIF Core Specification document, Device Type that is required for
Discovery functionality was “dn:NetworkVideoTransmitter”. Device Type was modified in the later
version of [ONVIF Network Interface Specs] to “tds:Device”. Which Device Type shall be used by DUT

is defined in the scope of [ONVIF Profile S], [ONVIF Profile G] and [ONVIF Profile C].T he following
procedure discovers which Types are supported by DUT.

Discovery Procedure:

1. ONVIF Client invokes Unicast Probe request (empty Types, empty Scopes) to get
ProbeMatches response.

2. ONVIF Client receives ProbeMatch and checks features support as defined in Table 2.

Note: If DUT does not return ProbeMatch or ProbeMatch <d:Types> does not contain neither
“‘dn:NetworkVideoTransmitter” nor “tds:Device”, the following features will be marked as undefined:

o WS-Discovery\Types\tds:Device

e WS-Discovery\Types\dn:NetworkVideoTransmitter

Table 2 Discovery Types

Criterion Item <d:Types> in ProbeMatch response
Feature Supported Not Supported
tds:Device Contains “tds:Device” Does not contain “tds:Device”
dn:NetworkVideoTransmitter Contains Does not contain
“dn:NetworkVideoTransmitt | “dn:NetworkVideoTransmitter”
er

5.4 Capabilities

From the first version of ONVIF Core Specification document, GetCapabilities command defined in
Device Management Service was the only command to get to know the various feature capabilities by
DUT. This capability query scheme was modified in the later version of [ONVIF Network Interface
Specs] in order to enhance its scalability. In the case when only GetCapabilities command is
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supported by DUT, the following procedure focuses on GetCapabilities commands as supported
capability query method by DUT. In the case when GetServices/GetServiceCapabilities commands
are supported by DUT the following procedure focuses on GetServices commands as supported
capability query method, which provides more possibilities for feature discovery.

Discovery Procedure:

1.

10.
11.
12.

13.
14.

15.
16.

17.

18.
19.
20.

21.
22.

ONVIF

ONVIF Client invokes GetCapabilitiesRequest message without any authentication to
retrieve the capabilities and check GetCapabilities command support by DUT.

If DUT returns correct GetCapabilitiesResponse message. Go to step 4

If DUT returns fault message (any SOAP fault except Sender/NotAuthorized) or it does not
return any response. Go to step 4.

If DUT returns fault message (SOAP fault Sender/NotAuthorized), go to step 2.

If DUT returns HTTP 401 Unauthorized error, go to step 3.

ONVIF Client invokes GetCapabilitiesRequest message with WS-UsernameToken
authentication to retrieve the capabilities and check GetCapabilities command support of
DUT.

If DUT returns correct GetCapabilitiesResponse message. Go to step 4.

If DUT does not return correct GetCapabilitiesResponse message. Go to step 4.

ONVIF Client invokes GetCapabilitiesRequest message with HTTP Digest authentication
to retrieve the capabilities and check GetCapabilities command support of DUT.

If DUT returns correct GetCapabilitiesResponse message. Go to step 4.
If DUT does not return correct GetCapabilitiesResponse message. Go to step 4.

ONVIF Client invokes GetServicesRequest message without any authentication to retrieve
the capabilities and check GetServices command support by DUT.

If DUT returns GetServicesResponse message. Go to step 7.

If DUT returns fault message (any SOAP fault except Sender/NotAuthorized) or it does not
return any response. Go to step 7.

If DUT returns fault message (Sender/NotAuthorized), go to step 5.
If DUT returns HTTP 401 Unauthorized error, go to step 6.

ONVIF Client invokes GetServicesRequest message with WS-UsernameToken
authentication to retrieve the capabilities and check GetServices command support of DUT.

If DUT returns GetServicesResponse message. Go to step 7.
If DUT does not return GetServicesResponse message. Go to step 7.

ONVIF Client invokes GetServicesRequest message with HTTP Digest authentication to
retrieve the capabilities and check GetServices command support by DUT.

If DUT returns GetServicesResponse message.

If DUT does not return GetServicesResponse message.
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23. ONVIF Client checks features support as defined in Table 3.

Note: If both GetCapabilities and GetServices functions are defined as unsupported, other features
will be marked as undefined.

Note: Next steps will depend on GetServices support. If GetServices is supported by DUT, then 5.5
Discovery Procedure (GetServices and GetServiceCapabilities) will be used. If only GetCapabilities
is supported by DUT then 5.6 Discovery Procedure (GetCapabilities) will be used.

Table 3 Capabilities

Criterion Item GetServicesResponse message and GetCapabilitiesResponse
message
Feature Supported Not Supported
GetCapabilities GetCapabilitiesResponse No GetCapabilitiesResponse
was received was received (fault was

received or DUT does not
return any response)

GetServices GetServicesResponse was No GetServicesResponse was
received received (fault was received or
DUT does not return any
response)

5.5 Discovery Procedure (GetServices and GetServiceCapabilities)

If GetServices is supported by the DUT, then GetServices and GetServiceCapabilities commands will
be used for feature discovery procedure. The following provides with the functionality discovery
procedure for this case.

5.5.1 Device Management Service Capabilities

There are various device management functions defined in [ONVIF Core] as a part of ONVIF Device
Management Service.

In the first version of [ONVIF Core], WS-UsernameToken support was the only method defined as a
mandatory feature for user authentication. This has been changed in the later version of [ONVIF Core]
where it also defines the HTTP digest authentication support as a mandatory feature.

The following discovery procedure will be performed for ONVIF Client to determine which user
authentication function will be used in conformance testing. Also network configuration, security
support, WS-Discovery features, and system logging will be done during this discovery procedure.

Discovery Procedure:
1. ONVIF Client invokes GetServiceCapabilitiesRequest message for Device Management
without any authentication to retrieve the Device Management Service capabilities of the
DUT.

2. If the DUT returns correct GetServiceCapabilitiesResponse message, go to step 4.
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3. If the DUT returns fault message (SOAP fault Sender/NotAuthorized), go to step 2.

4. |If the DUT returns HTTP 401 Unauthorized error, go to step 3.

5. ONVIF Client invokes GetServiceCapabilitiesRequest message with WS-UsernameToken
authentication to retrieve the Device Management Service capabilities of the DUT. Go to

the step 4.

6. ONVIF Client

invokes GetServiceCapabilitiesRequest message with HTTP Digest

authentication to retrieve the Device Management Service capabilities of the DUT. Go to

the step 4.

7. ONVIF Client checks features support as defined in Table 4.

Note: If the DUT returns no response for step 1 or response differs from the provided in a, b, and ¢
items at step 1, then all Device Management features will be marked as undefined.

Note: If the DUT does not return GetServiceCapabilitiesResponse message for steps 2 or 3, then all
Device Management features will be marked as undefined.

Note: If both of WS-UsernameToken and Digest are defined as unsupported, WS-UsernameToken
will be used for test performance and discovering of following features.

Note: If HTTP digest authentication is assumed as supported, the HTTP digest authentication scheme
will be used in the following feature discovery procedure whenever necessary as well as in

conformance testing.

Table 4 Device Capabilities configuration functionality in Device Management Service

(GetServices)

Criterion Item

GetServiceCapabilitiesResponse message

Feature

Supported

Not Supported

NTP

Capabilities.Network.NTP >
0

Skipped
Capabilities.Network.NTP or
Capabilities.Network.NTP =0

IPv6

Capabilities.Network.IPVersi
one6 = true

Skipped
Capabilities.Network.IPVersio
né or
Capabilities.Network.IPVersio
n6 = false

Zero Configuration

Capabilities.Network.
ZeroConfiguration = true

Skipped Capabilities.Network.
ZeroConfiguration or
Capabilities.Network.

ZeroConfiguration = false

Dynamic DNS Capabilities.Network.DynDN | Skipped Capabilities.Network.
S =true DynDNS or
Capabilities.Network. DynDNS
= false
ONVIF www.onvif.org info@onvif.org




-23-

O n V I l Driving IP-based physical security through global standardization

ONVIF Feature Discovery Spec V 16.07

Criterion Item

GetServiceCapabilitiesResponse message

Feature

Supported

Not Supported

IP Filter

Capabilities.Network.IPFilte
r =true

Skipped Capabilities.Network.
IPFilter or
Capabilities.Network. IPFilter
= false

Stateful IPv6 DHCP

Capabilities.Network.DHCPv
6 =true

Skipped Capabilities.Network.
DHCPv6 or
Capabilities.Network. DHCPv6
= false

WS-UsernameToken

Capabilities.Security.
UsernameToken = true

Skipped Capabilities.Security.
UsernameToken or
Capabilities.
Security.UsernameToken =
false

HTTP Digest

Capabilities.Security.
HttpDigest = true

Skipped Capabilities.Security.
HttpDigest or Capabilities.
Security.HttpDigest = false

Maximum Users

Capabilities.Security.
MaxUsers element is
present

Capabilities.Security.
MaxUsers element is not
present

Default Access Policy

Capabilities.Security.
DefaultAccessPolicy =true

Skipped Capabilities.Security.
HttpDigest or Capabilities.
Security. DefaultAccessPolicy
= false

Remote User Handling

Capabilities.Security.
RemoteUserHandling = true

Skipped Capabilities. Security.
RemoteUserHandling or
Capabilities.Security.
RemoteUserHandling = false

Maximum Username Length

Capabilities.Security.
MaxUsernamelength
element is present

Capabilities.Security.
MaxUsernamelLength element
is not present

Maximum Password Length

Capabilities.Security.
MaxPasswordLength
element is present

Capabilities.Security.
MaxPasswordLength element
is not present

Bye Message

Capabilities.System.
DiscoveryBye = true

Skipped Capabilities.System.
DiscoveryBye or Capabilities.
System.DiscoveryBye = false

System logging

Capabilities.System.
SystemlLogging = true

Skipped Capabilities.System.
SystemlLogging or

ONVIF
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Criterion Item

GetServiceCapabilitiesResponse message

Feature

Supported

Not Supported

Capabilities.
System.SystemLogging = false

Http Firmware Upgrade

Capabilities.System.
HttpFirmwareUpgrade = true

Skipped Capabilities.System.
HttpFirmwareUpgrade or
Capabilities. System.
HttpFirmwareUpgrade = false

Http System Backup

Capabilities.System.
HttpSystemBackup = true

Skipped Capabilities.System.
HttpSystemBackup or
Capabilities. System.

HttpSystemBackup = false

Http System Logging

Capabilities.System.
HttpSystemLogging = true

Skipped Capabilities.System.
HttpSystemLogging or
Capabilities. System.

HttpSystemLogging = false

Http Support Information

Capabilities.System.
HttpSupportinformation =
true

Skipped Capabilities.System.
HttpSupportinformation or
Capabilities. System.
HttpSupportinformation =
false

5.5.2

I/O related functionality support can be

1/0 functionality in Device Management Service

retrieved by checking correspondent element of

GetCapabilitiesResponse. The following is the procedure to determine the function support.

Discovery Procedure:

1. ONVIF Client invokes GetCapabilitiesRequest to check 1/0 functionality support.

2. ONVIF Client receives GetCapabilitiesResponse and checks features support as defined

in Table 5.

3. ONVIF Client invokes GetRelayOutputsRequest message to retrieve a relay output list.

4. The DUT returns GetRelayOutputsResponse with a list of relay outputs.

5. ONVIF Client invokes SetRelayOutputSettingsRequest message (RelayOutputToken =

“Ifirst  token

from GetRelayOutputsResponse]’,

Properties.Mode =

“Bistable”,

Properties.DelayTime = “PT30S”, Properties.ldleState = “open”).

6. ONVIF Client receives SetRelayOutputSettingsResponse.

ONVIF
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7. ONVIF Client invokes SetRelayOutputSettingsRequest message (RelayOutputToken =
“Ifirst token from GetRelayOutputsResponse]’, Properties.Mode = “Bistable”,
Properties.DelayTime = “PT30S”, Properties.ldleState = “closed”).

8. ONVIF Client receives SetRelayOutputSettingsResponse.

9. ONVIF Client invokes SetRelayOutputSettingsRequest message (RelayOutputToken =
“Ifirst token from GetRelayOutputsResponse]”, Properties.Mode = “Monostable”,
Properties.DelayTime = “PT30S”, Properties.ldleState = “open”).

10. ONVIF Client receives SetRelayOutputSettingsResponse.

11. ONVIF Client invokes SetRelayOutputSettingsRequest message (RelayOutputToken =
“Ifirst token from GetRelayOutputsResponse]”, Properties.Mode = “Monostable”,
Properties.DelayTime = “PT30S”, Properties.ldleState = “closed”).

12. ONVIF Client receives SetRelayOutputSettingsResponse.
13. ONVIF Client checks features support as defined in Table 6.

Note: Absence of Capabilities.Device.lO element in the GetCapabilitiesResponse will be defined as
absence of Capabilities.Device.lO.RelayOutputs.

Note: If Capabilities.Device element is not included in the GetCapabilitiesResponse, Relay Outputs
feature will be marked as unsupported.

Note: If the DUT does not return GetRelayOutputsResponse or list of relay outputs in the
GetRelayOutputsResponse is empty, Relay Outputs features will be marked as undefined.

Note: If GetCapabilities command is not supported by the DUT 1/O feature for Device Management
Service will be defined as unsupported.

Table 5 Relay Outputs in Device Management Service (GetServices)

Criterion Iltem GetCapabilitiesResponse message
Feature Supported Not Supported
RelayOutputs Capabilities.Device.lO. Skipped Capabilities.Device.lO.
RelayOutputs > 0 RelayOutputs or Capabilities.
Device.lO.RelayOutputs = 0

Table 6 Relay Outputs Mode and Idle State in Device Management Service (GetServices)

Criterion Item SetRelayOutputSettingsResponse
Feature Supported Not Supported
Bistable Mode/Open Idle State DUT returns DUT returns any SOAP fault
SetRelayOutputSettings for step 6
Response for step 6
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Criterion Item SetRelayOutputSettingsResponse
Feature Supported Not Supported
Bistable Mode/Closed Idle DUT returns DUT returns any SOAP fault
State SetRelayOutputSettings for step 8

Response for step 8

Bistable Mode DUT returns DUT returns any SOAP fault
SetRelayOutputSettings for step 6 and 8
Response for step 6 or 8

Monostable Mode/Open ldle DUT returns DUT returns any SOAP fault
State SetRelayOutputSettings for step 9
Response for step 9

Monostable Mode/Closed Idle DUT returns DUT returns any SOAP fault
State SetRelayOutputSettings for step 11
Response for step 11

Monostable Mode DUT returns DUT returns any SOAP fault
SetRelayOutputSettings for step 9 and 11
Response for step 9 or 11

5.5.3 Monitoring Events support

Monitoring Events support under Device Control Service is determined according to the following
procedure.

Pre-requisite

e This procedure assumes that GetEventPropertiesResponse has already been retrieved via
preceding procedure described in Section 5.5.6.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 7.

Note: If the DUT does not return Event Service or GetEventPropertiesResponse message, then the
following features will be marked as undefined:

e Monitoring/ProcessorUsage

e Monitoring/OperatingTime/LastReset

e Monitoring/OperatingTime/LastReboot

e Monitoring/OperatingTime/LastClockSynchronization

e Monitoring/Backup/Last
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e Device/HardwareFailure/TemperatureCritical

e Device/HardwareFailure/FanFailure

e Device/HardwareFailure/PowerSupplyFailure

e Device/HardwareFailure/StorageFailure

ONVIF Feature Discovery Spec V 16.07

Table 7 Monitoring Events support (GetServices)

Criterion Item

GetEventPropertiesResponse

Feature

Supported

Not Supported

Monitoring/ProcessorUsage

Contains tns1l:Monitoring/
ProcessorUsage Event topic

Does not contain
tns1l:Monitoring/
ProcessorUsage Event topic

Monitoring/OperatingTime/Last
Reset

Contains tns1l:Monitoring/
OperatingTime/LastReset
Event topic

Does not contain
tns1:Monitoring/
OperatingTime/LastReset
Event topic

Monitoring/OperatingTime/Last
Reboot

Contains tnsl:Monitoring/
OperatingTime/LastReboot
Event topic

Does not contain
tns1:Monitoring/
OperatingTime/LastReboot
Event topic

Monitoring/OperatingTime/Last
ClockSynchronization

Contains tnsl:Monitoring/
OperatingTime/LastClockSy
nchronization Event topic

Does not contain
tns1l:Monitoring/
OperatingTime/LastClockSync
hronization Event topic

Monitoring/Backup/Last

Contains
tns1l:Monitoring/Backup/Las
t Event topic

Does not contain
tns1l:Monitoring/Backup/Last
Event topic

Device/HardwareFailure/Temp
eratureCritical

Contains
tnsl:Device/HardwareFailur
e/TemperatureCritical Event

topic

Does not contain
tnsl:Device/HardwareFailure/T
emperatureCritical Event topic

Device/HardwareFailure/FanFa
ilure

Contains
tnsl:Device/HardwareFailur
e/FanFailure Event topic

Does not contain
tnsl:Device/HardwareFailure/F
anFailure Event topic

Device/HardwareFailure/Power
SupplyFailure

Contains
tnsl:Device/HardwareFailur
e/PowerSupplyFailure Event

topic

Does not contain
tnsl:Device/HardwareFailure/P
owerSupplyFailure Event topic

ONVIF
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Criterion Item GetEventPropertiesResponse
Feature Supported Not Supported
Device/HardwareFailure/Stora Contains Does not contain
geFailure tnsl:Device/HardwareFailur | tnsl:Device/HardwareFailure/S
e/StorageFailure Event topic torageFailure Event topic

5.5.4 Media Service — general

Media Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 8.

Note: If GetServicesResponse contains several services with “http://www.onvif.org/verl0/media/wsdl”
namespace ONVIF Client will use service with the latest version.

Note: If Media service is not supported, the following feature discovery (Media Service features
support) will be skipped.

Table 8 Media Service — general (GetServices)

Criterion Item GetServicesResponse
Feature Supported Not Supported
Media Service Includes service with Does not include service with
“http://lwww.onvif.org/ver10/ | “http://[www.onvif.org/ver10/m
media/wsdl” namespace edia/wsdl” namespace

Media Service — Video encoding support

Video encoding function support in Media Service is determined according to the following procedure.

Discovery Procedure:

1. ONVIF Client invokes GetVideoEncoderConfigurationOptionsRequest (no
ConfigurationToken, no ProfileToken) message to retrieve all supported codecs.
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2. The DUT returns GetVideoEncoderConfigurationOptionsResponse with a list of supported
codecs. ONVIF Client checks features support as defined in Table 9.

Note: If the DUT does not return GetVideoEncoderConfigurationOptionsResponse, MPEG4 and
H.264 feature will be marked as undefined.

Table 9 Media Service — Video encoding support (GetServices)

Criterion Item GetVideoEncoderConfigurationOptionsResponse
Feature Supported Not Supported
JPEG Mandatory functionality -
MPEG-4 Includes Options.MPEG4 Does not include
Options.MPEG4
H.264 Includes Options.H264 Does not include
Options.H264

Media Service — Audio encoding support

Audio encoding function support in Media Service is determined according to the following procedure.

Discovery Procedure:

1. ONVIF Client

invokes

GetAudioEncoderConfigurationOptionsRequest (no

ConfigurationToken, no ProfileToken) message to retrieve all supported audio codecs.

2. The DUT returns GetVideoEncoderConfigurationOptionsResponse with a list of supported
codecs or SOAP fault. ONVIF Client checks features support as defined in Table 10.

Note: If the DUT returns no response for GetVideoEncoderConfigurationOptionsRequest, Audio
encoding feature will be marked as undefined.

ONVIF
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Table 10 Media Service — Audio encoding support (GetServices)

Criterion Item

GetAudioEncoderConfigurationOptionsResponse

Feature

Supported

Not Supported

Audio encoding

DUT returns
GetAudioEncoderConfigurat
ion OptionsResponse

DUT returns any SOAP fault

G.711 DUT returns DUT returns any SOAP fault
GetAudioEncoderConfigurat
ion OptionsResponse
G.726 Includes Does not include
Options.Options.Encoding = Options.Options.Encoding =
“G726” “G726!!
AAC Includes Does not include
Options.Options.Encoding = Options.Options.Encoding =
“AAC” “AAC”

Media Service — Real-time streaming

Real-time streaming support in Media Service is determined according to the following procedure.

Discovery Procedure:

1. ONVIF Client

streaming capability support by the DUT.

invokes GetServiceCapabilitiesRequest message to check Multicast

2. The DUT returns GetServiceCapabilitiesResponse. ONVIF Client checks features support

as defined in Table 11.

Note: If the DUT does not return GetServiceCapabilitiesResponse, then Real-time streaming feature
and features from Media Service — Supported Real-time streaming Setup will be marked as undefined.
Procedure described in Media Service — Supported Real-time streaming Setup will be skipped.

Note: If the DUT does not support Real-time streaming feature, all features from Media Service —
Supported Real-time streaming Setup will be marked as unsupported. Procedure described in Media
Service — Supported Real-time streaming Setup will be skipped.

ONVIF
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Table 11 Media Service — Supported Real-time streaming Setup (GetServices)

Criterion Item

GetServiceCapabilitiesResponse message

Feature

Supported

Not Supported

Real-time streaming

Skipped Capabilities.
StreamingCapabilities.
NoRTSPStreaming or
Capabilities.
StreamingCapabilities.
NoRTSPStreaming = false

Capabilities.
StreamingCapabilities.
NoRTSPStreaming = true

Media Service — Supported Real-time streaming Setup

Which Real-time streaming Setup features is supported under Real-time Streaming is determined

according to the following procedure.

Pre-requisite

e This procedure assumes that GetServiceCapabilitiesResponse has already been retrieved via

preceding procedure described in Media Service — Real-time streaming.

Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 12.

Table 12 Media Service — Supported Real-time streaming Setup (GetServices)

Criterion Item

GetServiceCapabilitiesResponse message

StreamingCapabilities.
RTP_RTSP_TCP =true

Feature Supported Not Supported
RTP/UDP Mandatory functionality, if -
Real-time Streaming
supported
RTP/RTSP/HTTP Mandatory functionality, if -
Real-time Streaming
supported
RTP/RTSP/TCP Capabilities. Skipped Capabilities.

StreamingCapabilities.
RTP_RTSP_TCP or
Capabilities.
StreamingCapabilities.
RTP_RTSP_TCP = false

ONVIF
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Criterion Item GetServiceCapabilitiesResponse message
Feature Supported Not Supported
RTP-Multicast/UDP Capabilities. Skipped Capabilities.
StreamingCapabilities. StreamingCapabilities.
RTPMulticast = true RTPMulticast or Capabilities.
StreamingCapabilities.
RTPMulticast = false

Media Service - GetSnapshotUri

GetSnapshotUri function support is determined according to the following procedure.

Discovery Procedure:
1. ONVIF Client invokes GetProfilesRequest message to retrieve existing Media Profiles list.
2. The DUT returns GetProfilesResponse with the list of existing Media Profiles.

3. ONVIF Client looks for ready-to-use profile (a profile with VideoSourceConfiguration and
VideoEncoderConfiguration in the GetProfilesResponse. If there are no ready-to-use
profiles found in the GetProfilesResponse, ONVIF Client marks GetSnapshotUri support
by DUT as undefined.

4. ONVIF Client invokes GetSnapshotUriRequest (ProfileToken = found ready-to-use profile
token) message to get Snapshot URI.

5. The DUT returns GetSnapshotUriResponse or SOAP fault. ONVIF Client checks features
support as defined in Table 13.

Note: If no GetProfilesResonse is returned by the DUT, GetSnapshotUri function support by the DUT
is marked as undefined.

Note: If no GetSnapshotUriResponse is returned by the DUT, GetSnapshotUri function support by the
DUT is marked as undefined.

Table 13 Media Service — GetSnapshotUri (GetServices)

Criterion Item GetSnapshotUriResponse
Feature Supported Not Supported
GetSnapshotUri DUT returns DUT returns any SOAP fault
GetSnapshotUriResponse

Media Service — Audio outputs support

Audio outputs support in conjunction with its Audio decoding function is determined according to the
following procedure.
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Discovery Procedure:

1.

2.

ONVIF Client invokes GetAudioOutputsRequest message to retrieve Audio outputs list.

The DUT returns GetAudioOutputsResponse or SOAP fault. ONVIF Client checks features
support as defined in Table 14. Go to the next feature definition.

ONVIF Client invokes GetAudioDecoderConfigurationOptionsRequest (no
ConfigurationToken, no ProfileToken) message to retrieve all supported Audio codec’s for
decoding by DUT.

The DUT returns GetVideoEncoderConfigurationOptionsResponse. ONVIF Client checks
features support as defined in Table 15.

Note: If the DUT does not return GetAudioDecoderConfigurationResponse, ONVIF Client assumes
that G.711, G.726 and AAC Audio decoding function support is marked as undefined.

Table 14 Media Service — Audio outputs support (GetServices)

Criterion Item

GetAudioOutputsResponse

Feature

Supported

Not Supported

Audio output

DUT returns

GetAudioOutputsResponse

and there are at least one
AudioOutput on the list

DUT returns any SOAP fault or

GetAudioOutputsResponse
and there are no AudioOutput
on the list

Table 15 Media Service — Audio outputs decoding support (GetServices)

Criterion Item GetAudioDecoderConfigurationOptionsResponse
Feature Supported Not Supported

G.711 Includes Does not include
Options.G711DecOptions Options.G711DecOptions

G.726 Includes Does not include
Options.G726DecOptions Options.G726DecOptions

AAC Includes Does not include
Options.AACDecOptions Options.AACDecOptions
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5.5.5 Media2 Service — general

The methods for Media2 Service are defined in ONVIF Media2 Service WSDL file. The following
“Discovery Procedure” determines if DUT supports Media2 Service.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 16.

Note: If GetServicesResponse contains several services with “http://www.onvif.org/ver20/media/wsdl”
namespace ONVIF Client will use service with the latest version.

Note: If Media2 service is not supported, the following feature discovery (“Media2 Service — Video
encoding support” and “Media2 Service — Audio encoding support”) will be skipped.

Table 16 Media2 Service — general (GetServices)

Criterion Item GetServicesResponse

Feature Supported Not Supported

Media2 Service

Includes service with
“http:/lwww.onvif.org/ver20/
media/wsdl” namespace

Does not include service with
“http://www.onvif.org/ver20/m
edia/wsdl” namespace

Media2 Service — Video encoding support

Video encoding function support in Media2 Service is determined according to the following discovery

procedure.

Discovery Procedure:

1. ONVIF Client

invokes

GetVideoEncoderConfigurationOptionsRequest (no

ConfigurationToken, no ProfileToken) message to retrieve all supported codecs.

2. The DUT returns GetVideoEncoderConfigurationOptionsResponse with a list of supported
codecs. ONVIF Client checks features support as defined in Table 17.

Note: If the DUT does not return GetVideoEncoderConfigurationOptionsResponse, MEDIA2_H.264
and MEDIA2_H.265 feature will be marked as undefined.
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Table 17 Media2 Service — Video encoding support (GetServices)

Criterion Item GetVideoEncoderConfigurationOptionsResponse
Feature Supported Not Supported
MEDIA2_H.265 Includes Options Does not include Options
encoding="H265"” encoding="H265”
MEDIA2_H.264 Options encoding="H264” Does not include Options
encoding="H264”

Media2 Service — Audio encoding support

Audio encoding function support in Media2 Service is determined according to the following discovery
procedure.

Discovery Procedure:

1. ONVIF Client invokes GetAudioEncoderConfigurationOptionsRequest (no
ConfigurationToken, no ProfileToken) message to retrieve all supported audio codecs.

2. The DUT returns GetVideoEncoderConfigurationOptionsResponse with a list of supported
codecs or SOAP fault. ONVIF Client checks features support as defined in Table 18.

Note: If the DUT returns no response for GetVideoEncoderConfigurationOptionsRequest, Media2
Audio encoding features (Media2_G.711 and Media2_AAC) will be marked as undefined.
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Table 18 Media2 Service — Audio encoding support (GetServices)

Criterion Item GetAudioEncoderConfigurationOptionsResponse
Feature Supported Not Supported
Media2_G.711 Includes Options encoding Does not include Options
= “pPCMU” encoding = “PCMU”
Media2_AAC Includes Options encoding Does not include Options
= “MP4A-LATM” encoding = “MP4A-LATM”

5.5.6 Event Service

Event Service shall be defined as supported as it is a mandatory feature to be supported by the DUT.
The following procedure will be used as pre-requisite for other features support check.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:

1. ONVIF Client invokes GetEventProperties message to retrieve all supported events.

Event service features

Persistent Notification Storage and WS Basic Notification support under Event Service is determined
according to the following procedure in conjunction with the above procedure.

Discovery Procedure:

1. ONVIF Client invokes GetServiceCapabilitiesRequest message to check Persistent
Notification Storage capability support by DUT.

The DUT returns GetServiceCapabilitiesResponse. ONVIF Client checks features support

as defined in
2. Table 19.

Note: If the DUT does not return Event Service or GetServiceCapabilitiesResponse, then Persistent
Notification Storage feature and WS Basic Notification feature will be marked as undefined.

Note: Value of Capabilities.MaxPullPoints shall be saved to be used during Profiles support check.

ONVIF www.onvif.org info@onvif.org



-37- ONVIF Feature Discovery Spec V 16.07

O n V I l Driving IP-based physical security through global standardization

Table 19 Event service features (GetServices)

Criterion Item GetServiceCapabilitiesResponse message
Feature Supported Not Supported
Persistent Notification Storage Capabilities. Skipped Capabilities.
PersistentNotificationStorag | PersistentNotificationStorage
e =true or Capabilities.
PersistentNotificationStorage
= false
WS Basic Notification Capabilities. Capabilities.
MaxNotificationProducers > | MaxNotificationProducers =0
0 or skipped Capabilities.
MaxNotificationProducers
GetServiceCapabilities\MaxPul Includes Does not include
IPoints capability Capabilities.MaxPullPoints Capabilities.MaxPullPoints

5.5.7 Device IO Service

Device 10 Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 20.
Note: If GetServicesResponse contains several services with
“http://www.onvif.org/ver10/devicelO/wsdl” namespace ONVIF Client will use service with the latest

version.

Note: If Device 10 service is not supported, the following feature discovery (Relay Outputs and Digital
Inputs features support) will be skipped.

Table 20 Device 10 Service (GetServices)
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Criterion Item GetServicesResponse
Feature Supported Not Supported
Device 10 Service Includes service with Does not include service with
“http://lwww.onvif.org/ver10/ | “http://www.onvif.org/ver10/de
devicelO/wsdl” namespace vicelO/wsdl” namespace

Relay outputs and digital inputs support

Relay Outputs and Digital Inputs support under Device 10 Service is determined according to the
following procedure in conjunction with the above procedure.

Discovery Procedure:

1. ONVIF Client invokes GetServiceCapabilitiesRequest message to check Relay Output
capability support by DUT.

2. The DUT returns GetServiceCapabilitiesResponse. ONVIF Client checks features support
as defined in Table 21.

Note: If the DUT does not return GetServiceCapabilitiesResponse then Replay Outputs and Digital
Inputs feature will be marked as undefined.
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Table 21 Relay outputs and digital inputs support (GetServices)

Criterion Item GetServiceCapabilitiesResponse message
Feature Supported Not Supported
Relay Outputs Capabilities.RelayOutputs > Skipped
0 Capabilities.RelayOutputs or

Capabilities.RelayOutputs = 0

Digital Inputs Capabilities.Digitallnputs > Skipped
0 Capabilities.Digitallnputs or
Capabilities.Digitallnputs =0

5.5.8 PTZ Service support

PTZ Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 51.

Note: If GetServicesResponse contains several services with “http://www.onvif.org/ver20/ptz/wsdl”
namespace, ONVIF Client will use service with the latest version.

Note: If PTZ service is not supported, the following feature discovery (Various functions support and
Fixed / Configurable Home Position support) will be skipped.

Table 22 PTZ Service (GetServices)

Criterion Item GetServicesResponse
Feature Supported Not Supported
PTZ Service Includes service with Does not include service with
“http://lwww.onvif.org/ver20/ | “http://www.onvif.org/ver20/pt
ptz/wsdl” namespace z/wsdl” namespace

Various functions supportin PTZ Service

The number of function support in PTZ Service is determined according to the following procedure.
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e A PTZNode which is used in the function discovery procedure should be provided prior to the
execution of the procedure. Otherwise, ONVIF Client will invoke GetNodesRequest message
to get the PTZNodes that can be used for the procedure and the first PTZNode present in
GetNodesResponse will be used in the procedure. In case PTZNode token is provided, ONVIF
Client will use the provided PTZNode token to derive PTZNode via GetNodeRequest.

e Continuous move function is considered as supported if DUT supports PTZ Service feature.

Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 51.

Note: If neither GetPTZNodesResponse nor GetPTZNodeResponse is retuned correctly by the DUT,
all functions support under PTZ Service is marked as undefined.

Table 23 Various functions support in PTZ Service (GetServices)

Criterion Item

First PTZNode from GetNodesResponse or PTZNode from
GetNodeResponse

Feature

Supported

Not Supported

Continuous Pan/Tilt movement

SupportedPTZSpaces.
ContinuousPanTiltVelocity
Space element is present

SupportedPTZSpaces.
ContinuousPanTiltVelocitySpa
ce element is not present

Continuous Zoom movement

SupportedPTZSpaces.
ContinuousZoomVelocity
Space element is present

SupportedPTZSpaces.
ContinuousZoomVelocitySpac
e element is not present

Continuous movement

Mandatory

Absolute Pan/Tilt movement

SupportedPTZSpaces.
AbsolutePanTiltPositionSpa
ce element is present

SupportedPTZSpaces.
AbsolutePanTiltPositionSpace
element is not present

Absolute Zoom movement

SupportedPTZSpaces.
AbsoluteZoomPositionSpac
e element is present

SupportedPTZSpaces.
AbsoluteZoomPositionSpace
element is not present

Absolute movement

Absolute Pan/Tilt movement
or Absolute Zoom
movement is supported

Absolute Pan/Tilt movement
and Absolute Zoom movement
is not supported

Relative Pan/Tilt movement

SupportedPTZSpaces.
RelativePanTiltTranlation
Space element is present

SupportedPTZSpaces.
RelativePanTiltTranlationSpac
e element is not present
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Criterion Item

First PTZNode from GetNodesResponse or PTZNode from
GetNodeResponse

Feature

Supported

Not Supported

Relative Zoom movement

SupportedPTZSpaces.
RelativeZoomTranlationSpa
ce element is present

SupportedPTZSpaces.
RelativeZoomTranlationSpace
element is not present

Relative movement

Relative Pan/Tilt movement
or Relative Zoom movement
is supported

Relative Pan/Tilt movement
and Relative Zoom movement
is not supported

Speed configuration function SupportedPTZSpaces. SupportedPTZSpaces.
for Pan/Tilt movement PanTiltSpeedSpace element | PanTiltSpeedSpace element is
is present not present
Speed configuration function SupportedPTZSpaces. SupportedPTZSpaces.
for Zoom movement ZoomSpeedSpace element ZoomSpeedSpace element is
is present not present

Preset position

MaximumNumberOfPresets
>0

MaximumNumberOfPresets = 0

Auxiliary operation

AuxiliaryCommands
element is present

AuxiliaryCommands element
is not present

Home Position

HomeSupported = true

HomeSupported = false

Fixed / Configurable Home Position support

In case Home Position function is supported by the DUT, either Fixed or Configurable Home Position
shall be supported by the DUT. The following defines the discovery procedure to determine which
Home Position function is supported by DUT.

Pre-requisite

e This procedure assumes that Media Service has already been retrieved via preceding
procedure described in Section 5.2.

e A PTZNode which is used in the function discovery procedure should be provided prior to the
execution of the procedure. Otherwise, ONVIF Client will invoke GetNodesRequest message
to get the PTZNodes that can be used for the procedure and the first PTZNode present in
GetNodesResponse will be used in the procedure. In case PTZNode token is provided, ONVIF
Client will use the provided PTZNode token to derive PTZNode via GetNodeRequest.

Discovery Procedure:

1. ONVIF Client invokes GetConfigurationsRequest message to retrieve a PTZNodes list.
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2. The DUT returns GetConfigurationsResponse with the list of PTZConfiguration that
contains PTZNode. ONVIF Client identifies first PTZConfiguration which has the
corresponding PTZNode with the provided PTZNode.

3. ONVIF Client either selects or creates Media Profile anew along with the identified
PTZConfiguration. Refer to Annex A.1 for the details.

4. ONVIF Client invokes SetHomePositionRequest (ProfileToken = selected or newly created
profile token) message to check Configurable Home Position is supported by DUT.

5. ONVIF Client checks features support as defined in Table 24.

6. ONVIF Client restores Media Profiles setting in case it changes some of the Media Profiles
configuration.

Note: If Media Service is not supported by the DUT, Fixed and Configurable Home Position features
will be marked as undefined.

Table 24 Fixed / Configurable Home Position support (GetServices)

Criterion Item SetHomePositionResponse
Feature Supported Not Supported
Configurable Home Position DUT returns DUT returns SOAP fault

SetHomePositionResponse

Fixed Home Position DUT returns SOAP fault DUT returns
SetHomePositionResponse

5.5.9 Imaging Service support

Imaging Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 25.

Note: If GetServicesResponse contains several services with
“http://www.onvif.org/ver20/imaging/wsdl” namespace ONVIF Client will use service with the latest
version.
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Table 25 Imaging Service (GetServices)

Criterion Item GetServicesResponse
Feature Supported Not Supported
Imaging Service Includes service with Does not include service with
“http:/lwww.onvif.org/ver20/ | “http://www.onvif.org/ver20/im
imaging/wsdl” namespace aging/wsdl” namespace

IrCutfilterConfiguration function support in Imaging Service

IrCutf
proce

ilterConfiguration function support in Imaging Service is determined according to the following
dure.

Pre-requisite

This procedure assumes that Media Service address or DevicelO Service address were
received from the DUT

Discovery Procedure:

1.

Note:

ONVIF Client invokes GetVideoSourcesRequest message to retrieve all video sources from
the DUT.

The DUT returns GetVideoSourcesResponse message with a list of existing Video Sources.

ONVIF Client invokes GetOptionsRequest message (VideoSourceToken =
VideoSourceTokenl, where VideoSourceTokenl is the first token of the Video Source in
GetVideoSourcesResponse) to retrieve all supported parameters from the DUT.

The DUT returns GetOptionsResponse message.
ONVIF Client checks IrCutfilterConfiguration feature support as defined in Table 26.

If IrCutfilterConfiguration is supported by the VideoSourceTokenl, ONVIF Client skips other
steps and assumes that IrCutfilterConfiguration feature is supported by the DUT.

If IrCutfilterConfiguration is not supported by the VideoSourceTokenl, then ONVIF Client
repeats steps 3-7 for the next not tested VideoSourceToken. If there is not untested
VideoSourceToken, then ONVIF Client assumes that IrCutfilterConfiguration feature is not
supported by the DUT.

If neither Media service, nor DevicelO service are supported, the following feature discovery

(IrCutfilter Configuration) will be skipped and assumed as not supported.

Table 26 IrCutfilter Configuration function support in Imaging Service (GetServices)

Criterion Item At least one VideoSourceToken from GetVideoSources
Feature Supported Not Supported
IrCutfilter Configuration At least two GetOptionsResponse.
IrCutFilterModes elements ImagingOptions does not
are present in contain at least two
GetOptionsResponse.Imagi IrCutFilterModes elements or
GetOptionsResponse.
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Criterion Iltem At least one VideoSourceToken from GetVideoSources
Feature Supported Not Supported
ngOptions and one of them ImagingOptions does not
equal to OFF contain IrCutFilterModes equal
to OFF

5.5.10 Video Analytics Service support

Video Analytics Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 27.
Note: If GetServicesResponse contains several services with

“http://www.onvif.org/verl0/analyticsdevice/wsdl” namespace ONVIF Client will use service with the
latest version.

Table 27 Video Analytics Service (GetServices)

Criterion Item GetServicesResponse
Feature Supported Not Supported
Video Analytics Service Includes service with Does not include service with
“http://lwww.onvif.org/ver10/ | “http://www.onvif.org/ver10/an
analyticsdevice/wsdl” alyticsdevice/wsdl”
namespace namespace

5.5.11 Recording Control Service support

Recording Control Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.
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Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 28.
Note: If GetServicesResponse contains several services with
“http://www.onvif.org/ver10/recording/wsdl” namespace ONVIF Client will use service with the latest

version.

Note: If Recording Control service is not supported, the following feature discovery (Dynamic
Recordings, Dynamic Tracks and Audio Recording features support) will be skipped.

Table 28 Recording Control Service (GetServices)

Criterion Item GetServicesResponse
Feature Supported Not Supported
Recording Control Service Includes service with Does not include service with
“http://lwww.onvif.org/ver10/ | “http://www.onvif.org/ver10/re
recording/wsdl” namespace cording/wsdl” namespace

Recording Control features support
Dynamic Recordings, Dynamic Tracks, Audio Recording, and Recording Options support under

Recording Control Service is determined according to the following procedure in conjunction with the
above procedure.

Discovery Procedure:

1. ONVIF Client invokes GetServiceCapabilitiesRequest message to check Dynamic
Recording capability support by the DUT.

2. The DUT returns GetServiceCapabilitiesResponse. ONVIF Client checks features support
as defined in Table 29.

Note: If the DUT does not return GetServiceCapabilitiesResponse then Dynamic Recordings feature,

Dynamic Tracks feature, Audio Recording feature, Recording Options and Metadata Recording
feature will be marked as undefined.

Table 29 Recording Control features support (GetServices)

Criterion Item GetServiceCapabilitiesResponse message
Feature Supported Not Supported
Dynamic Recordings Capabilities.DynamicRecord Skipped Capabilities.
ings =true DynamicRecordings or
Capabilities.DynamicRecordin
gs = false
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Criterion Item GetServiceCapabilitiesResponse message
Feature Supported Not Supported
Dynamic Tracks Capabilities.DynamicTracks Skipped Capabilities.
=true DynamicTracks or
Capabilities. DynamicTracks =
false
Audio Recording Includes Does not include
Capabilities.Encoding with Capabilities.Encoding with at
at least one audio codec least one audio codec (AAC,
(AAC, G711, or G726) G711, or G726)
Recording Options Capabilities.Options = true Skipped Capabilities.Options

or Capabilities.Options = false

tns1l:RecordingConfig/DeleteTr GetEventProperties GetEventProperties doesn’t

ackData contains contain

tnsl:RecordingConfig/Delet | tnsl:RecordingConfig/DeleteT
eTrackData topic rackData topic

Metadata Recording Capabilities.MetadataRecor Skipped

ding =true Capabilities.MetadataRecordin
g or

Capabilities.MetadataRecordin

g = false

5.5.12 Recording Search Service support

Recording Search Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 30.

Note: If GetServicesResponse contains several services with “http://www.onvif.org/ver10/search/wsdl”
namespace ONVIF Client will use service with the latest version.

Note: If Recording Search service is not supported, the following feature discovery (Metadata Search
and PTZ search features support) will be skipped.
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Table 30 Recording Search Service (GetServices)

Criterion Item GetServicesResponse
Feature Supported Not Supported
Recording Search Service Includes service with Does not include service with
“http://lwww.onvif.org/ver10/ | “http://www.onvif.org/ver10/se
search/wsdl” namespace arch/wsdl” namespace

Metadata search support

Metadata Search support under Recording Search Service is determined according to the following
procedure in conjunction with the above procedure.

Discovery Procedure:

1. ONVIF Client invokes GetServiceCapabilitiesRequest message to check Metadata Search
capability support by DUT.

2. The DUT returns GetServiceCapabilitiesResponse. ONVIF Client checks features support
as defined in Table 31.

Note: If the DUT does not return GetServiceCapabilitiesResponse then Metadata Search feature will
be marked as undefined.

Table 31 Metadata search support (GetServices)

Criterion Item GetServiceCapabilitiesResponse message
Feature Supported Not Supported
Metadata Search Capabilities.MetadataSearch Skipped Capabilities.
=true MetadataSearch or
Capabilities. MetadataSearch =
false

PTZ Position search support

PTZ Position Search support under Recording Search Service is determined according to the following
procedure in conjunction with the above procedure.

Pre-requisite
e A Recording which is used in the function discovery procedure should be provided via

GetRecordingInformation command prior to the execution of the procedure (see Annex A.3
Recording Environment Pre-Requisite in the Replay Control Test Specification).
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Discovery Procedure:

1. ONVIF Client invokes FindPTZPositionRequest message (StartPoint = [start point of
recording], Scope.IncludedRecordings = [recording token], SearchFilter = [any],
KeepAliveTime) to check PTZ Search support by DUT.

2. If the DUT returns any SOAP fault, ONVIF Client assumes that PTZ Search feature is not
supported by DUT. Otherwise, ONVIF Client marks PTZ Search will be defined as
supported.

Note: If the DUT does not return GetRecordinginformationResponse, then PTZ Position Search
feature will be marked as undefined.

Note: If Recordinginformation.EarliestRecording is not included in
GetRecordinglnformationResponse message, then minimum value of Track.DataFrom will be used as
StartPoint.

Table 32 PTZ Position search support (GetServices)

Criterion Item FindPTZPositionResponse
Feature Supported Not Supported
PTZ Position Search DUT returns DUT returns SOAP fault
FindPTZPositionResponse

5.5.13 Replay Service support

Replay Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 33.

Note: If GetServicesResponse contains several services with “http://www.onvif.org/ver10/replay/wsdl”
namespace, ONVIF Client will use service with the latest version.

Note: If Replay service is not supported, the following feature discovery (Reverse Replay features
support) will be skipped.

Table 33 Replay Service (GetServices)

ONVIF www.onvif.org info@onvif.org



-49-

O n V I l Driving IP-based physical security through global standardization

ONVIF Feature Discovery Spec V 16.07

Criterion Item

GetServicesResponse

Feature

Supported

Not Supported

Replay Service

Includes service with
“http:/lwww.onvif.org/ver10/
replay/wsdl” namespace

Does not include service with
“http:/lwww.onvif.org/ver10/re
play/wsdl” namespace

Replay features support

Reverse Replay and RTP/RTSP/TCP support under Replay Service is determined according to the
following procedure in conjunction with the above procedure.

Discovery Procedure:

1. ONVIF Client invokes GetServiceCapabilitiesRequest message to check Reverse Replay
capability support by DUT.

2. The DUT returns GetServiceCapabilitiesResponse. ONVIF Client checks features support

as defined in Table 34.

Note: If the DUT does not return GetServiceCapabilitiesResponse then Reverse Replay feature and
RTP/RTSP/TCP feature will be marked as undefined.

Table 34 Replay Control features support (GetServices)

Criterion Item

GetServiceCapabilitiesResponse message

Feature Supported Not Supported
Reverse Replay Capabilities.ReversePlaybac Skipped
k =true Capabilities.ReversePlayback
or
Capabilities.ReversePlayback
= false
RTP/RTSP/TCP Capabilities.RTP_RTSP_TC Skipped
P =true Capabilities.RTP_RTSP_TCP
or
Capabilities.RTP_RTSP_TCP =
false

5.5.14 Receiver Service support

Receiver Service support is defined according to the following procedure.

Pre-requisite
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e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 33.
Note: If GetServicesResponse contains several services with

“http://www.onvif.org/ver10/receiver/wsdl” namespace, ONVIF Client will use service with the latest
version.

Table 35 Receiver Service (GetServices)

Criterion Item GetServicesResponse
Feature Supported Not Supported
Receiver Service Includes service with Does not include service with
“http://lwww.onvif.org/ver10/ | “http://www.onvif.org/ver10/re
receiver/wsdl” namespace ceiver/wsdl” namespace

5.5.15 Door Control Service support

Door Control Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 36.

Note: If GetServicesResponse contains several services with
“http://www.onvif.org/verl0/doorcontrol/wsdl” namespace, ONVIF Client will use service with the
latest version.

Note: If Door Control service is not supported, the following feature discovery (Door Entity support,
Door Control Events support) will be skipped.

Table 36 Door Control Service (GetServices)
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Criterion Item

GetServicesResponse

Feature

Supported

Not Supported

Door Control Service

Includes service with
“http:/lwww.onvif.org/ver10/
doorcontrol/wsdl”
namespace

Does not include service with
“http://www.onvif.org/ver10/do
orcontrol/wsdl” namespace

Door Entity support

Door Entity support under Door Control Service is determined according to the following procedure in
conjunction with the above procedure.

Discovery Procedure:

1. Door Entity shall be defined as supported as it is a mandatory feature to be supported by

the DUT.

2. ONVIF Client gets all DoorInfos from the DUT using Annex A.3 to check Door Entity sub-
feature support by the DUT.

3. ONVIF Client checks features support as defined in Table 37.

Note: If the DUT does not return GetDoorInfoListResponse message, then the following features will

be marked as undefined:
e Access Door
e Lock Door
e Unlock Door
e Double Lock Door
e Block Door
e Lock Down Door
e Lock Open Door
e Door Monitor

e Lock Monitor

e Double Lock Monitor

e Alarm

e Tamper

e Fault
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Note: Lock Down Door feature support means that both LockDownDoor and LockDownReleaseDoor
command are expected to be supported by the DUT.

Note: Lock Open Door feature support means that both LockOpenDoor and LockOpenReleaseDoor
command are expected to be supported by the DUT.

Table 37 Door Entity support (GetServices)

Criterion Item

All DoorInfos

Feature

Supported

Not Supported

Door Entity

Mandatory

Access Door

Contains at least one Door
with Capabilities.Access =
true

Contains no Doors with
Capabilities.Access = true

Lock Door

Contains at least one Door
with Capabilities.Lock =
true

Contains no Doors with
Capabilities.Lock =true

Unlock Door

Contains at least one Door
with Capabilities.Unlock =
true

Contains no Doors with
Capabilities.Unlock = true

Double Lock Door

Contains at least one Door
with
Capabilities.DoubleLock =
true

Contains no Doors with
Capabilities.DoubleLock = true

Block Door

Contains at least one Door
with Capabilities.Block =
true

Contains no Doors with
Capabilities.Block = true

Lock Down Door

Contains at least one Door
with Capabilities.LockDown
=true

Contains no Doors with
Capabilities.LockDown = true

Lock Open Door

Contains at least one Door
with Capabilities.LockOpen
=true

Contains no Doors with
Capabilities.LockOpen = true

Door Monitor

Contains at least one Door
with
Capabilities.DoorMonitor =
true

Contains no Doors with
Capabilities.DoorMonitor =
true

Lock Monitor

Contains at least one Door
with
Capabilities.LockMonitor =
true

Contains no Doors with
Capabilities.LockMonitor =
true
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Criterion Item

All DoorlInfos

Feature

Supported

Not Supported

Double Lock Monitor

Contains at least one Door
with Capabilities.
DoubleLockMonitor = true

Contains no Doors with
Capabilities.
DoubleLockMonitor =true

with Capabilities.Fault =
true

Alarm Contains at least one Door Contains no Doors with
with Capabilities.Alarm = Capabilities. Alarm = true
true
Tamper Contains at least one Door Contains no Doors with
with Capabilities.Tamper = Capabilities. Tamper = true
true
Fault Contains at least one Door Contains no Doors with

Capabilities. Fault = true

Door Control Events support

Door Control Events support under Door Control Service is determined according to the following
procedure in conjunction with the above procedure.

Pre-requisite

e This procedure assumes that GetEventPropertiesResponse has already been retrieved via
preceding procedure described in Section 5.5.6.

Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 38.

Note: If the DUT does not return Event Service or GetEventPropertiesResponse message, then the
following features will be marked as undefined:

e Door/State/DoorMode

e Door/State/DoorPhysicalState

e Door/State/LockPhysicalState

e Door/State/DoubleLockPhysicalState

e Door/State/DoorAlarm

e Door/State/DoorTamper
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e Door/State/DoorFault
e Configuration/Door/Changed

e Configuration/Door/Removed

Table 38 Door Control Events support (GetServices)

Criterion Item GetEventPropertiesResponse

Feature Supported Not Supported
Door/State/DoorMode Contains Does not contain
tns1l:Door/State/DoorMode tnsl1l:Door/State/DoorMode
Event topic Event topic

Door/State/DoorPhysicalState

Contains tnsl:Door/State/
DoorPhysicalState Event
topic

Does not contain
tnsl:Door/State/
DoorPhysicalState Event topic

Door/State/LockPhysicalState

Contains tnsl:Door/State/
LockPhysicalState Event
topic

Does not contain
tnsl:Door/State/
LockPhysicalState Event topic

Door/State/DoubleLockPhysica
IState

Contains tnsl:Door/State/
DoubleLockPhysicalState
Event topic

Does not contain
tnsl:Door/State/
DoubleLockPhysicalState
Event topic

Door/State/DoorAlarm

Contains tnsl:Door/State/
DoorAlarm Event topic

Does not contain
tnsl:Door/State/DoorAlarm
Event topic

Door/State/DoorTamper

Contains tnsl:Door/State/
DoorTamper Event topic

Does not contain
tnsl:Door/State/DoorTamper
Event topic

Door/State/DoorFault

Contains tnsl:Door/State/
DoorFault Event topic

Does not contain
tnsl:Door/State/DoorFault
Event topic

Configuration/Door/Changed

Contains
tns1:Configuration/Door/Ch
anged Event topic

Does not contain
tnsl:Configuration/Door/Chan
ged Event topic

Configuration/Door/Removed

Contains
tnsl:Configuration/Door/Re
moved Event topic

Does not contain
tnsl:Configuration/Door/Remo
ved Event topic

5.5.16 Access Control Service support

Access Control Service support is defined according to the following procedure.
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Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 39.

Note: If GetServicesResponse contains several services with
“http://www.onvif.org/verl0/accesscontrol/wsdl” namespace, ONVIF Client will use service with the
latest version.

Note: If Access Control service is not supported, the following feature discovery (Area Entity support,
Access Point Entity support and sub-features support, Access Control Events support) will be skipped.
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Table 39 Access Control Service (GetServices)

Criterion Item GetServicesResponse
Feature Supported Not Supported
Access Control Service Includes service with Does not include service with
“http://lwww.onvif.org/ver10/ | “http://www.onvif.org/ver10/ac
accesscontrol/wsdl” cesscontrol/wsdl” namespace
namespace

Area Entity support

Area Entity support under Access Control Service is determined according to the following procedure
in conjunction with the above procedure.

Discovery Procedure:

1. ONVIF Client gets all Arealnfos from the DUT using Annex A.5 to check Area Entity feature
support by DUT.

2. ONVIF Client checks features support as defined in Table 40.

Note: If DUT does not return at least one GetArealnfoListResponse message, then Area entity feature
will be marked as undefined.

Table 40 Area Entity support (GetServices)

Criterion Item GetArealnfoListResponse messages
Feature Supported Not Supported
Area Entity Contains at least one Contains no Arealnfos
Arealnfo

Access Point Entity support and sub-features support

Access Point Entity support and sub-features support under Access Control Service is determined
according to the following procedure in conjunction with the above procedure.

Discovery Procedure:

1. Access Point Entity shall be defined as supported as it is a mandatory feature to be
supported by DUT.

2. ONVIF Client gets all AccessPointinfos from the DUT using Annex A.4 to check Access
Point Entity sub-feature support by DUT.

3. ONVIF Client checks features support as defined in Table 41.
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Note: If the DUT does not return at least one GetAccessPointinfoListResponse message, then the
following features will be marked as undefined:

e Enable/Disable Access Point feature

e Duress feature

e Access Taken feature

e External Authorization feature

e Anonymous Access feature

Table 41 Access Control Entity support (GetServices)

Criterion Item

All AccessPointInfos

Feature

Supported

Not Supported

Access Point Entity

Mandatory

Enable/Disable Access Point

Contains at least one
Access Point Info with
Capabilities.
DisableAccessPoint = true

Contains no Access Point Info
with
Capabilities.DisableAccessPoi
nt =true

Duress

Contains at least one
Access Point Info with
Capabilities.Duress = true

Contains no Access Point Info
with Capabilities.Duress = true

Access Taken

Contains at least one
Access Point Info with
Capabilities.AccessTaken =
true

Contains no Access Point Info
with Capabilities.AccessTaken
=true

External Authorization

Contains at least one
Access Point Info with
Capabilities.
ExternalAuthorization = true

Contains no Access Point Info
with Capabilities.
ExternalAuthorization = true

Anonymous Access

Contains at least one
Access Point Info with
Capabilities.
AnonymousAccess = true

Contains no Access Point Info
with
Capabilities.AnonymousAcces
s =true

Access Control Events support

Access Control Events support under Access Control Service is determined according to the following
procedure in conjunction with the above procedure.

Pre-requisite
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e This procedure assumes that GetEventPropertiesResponse has already been retrieved via
preceding procedure described in Section 5.5.6.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 33.

Note: If the DUT does not return Event Service or GetEventPropertiesResponse message, then the
following features will be marked as undefined:

e AccessControl/AccessGranted/Anonymous
e AccessControl/AccessGranted/Credential

e AccessControl/AccessTaken/Anonymous

e AccessControl/AccessTaken/Credential

e AccessControl/AccessNotTaken/Anonymous
e AccessControl/AccessNotTaken/Credential
e AccessControl/Denied/Anonymous

e AccessControl/Denied/Credential

e AccessControl/Denied/CredentialNotFound/Card
e AccessControl/Duress

e AccessControl/Request/Anonymous

e AccessControl/Request/Credential

e AccessControl/Request/Timeout

e AccessPoint/State/Enabled

e Configuration/AccessPoint/Changed

e Configuration/AccessPoint/Removed

e Configuration/Area/Changed

e Configuration/Area/Removed
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Table 42 Access Control Events support (GetServices)

Criterion Item

GetEventPropertiesResponse

Feature

Supported

Not Supported

AccessControl/AccessGranted/

Contains

Does not contain

Anonymous tns1l:AccessControl/ tns1l:AccessControl/
AccessGranted/Anonymous AccessGranted/Anonymous
Event topic Event topic
AccessControl/AccessGranted/ Contains Does not contain

Credential tnsl1l:AccessControl/ tnsl:AccessControl/
AccessGranted/Credential AccessGranted/Credential
Event topic Event topic
AccessControl/AccessTaken/A Contains Does not contain

nonymous tnsl:AccessControl/ tnsl:AccessControl/
AccessTaken/Anonymous AccessTaken/Anonymous
Event topic Event topic
AccessControl/AccessTaken/C Contains Does not contain

n/Anonymous

tnsl:AccessControl/
AccessNotTaken/Anonymou
s Event topic

redential tns1l:AccessControl/ tnsl:AccessControl/
AccessTaken/Credential AccessTaken/Credential Event
Event topic topic
AccessControl/AccessNotTake Contains Does not contain

tnsl:AccessControl/
AccessNotTaken/Anonymous
Event topic

AccessControl/AccessNotTake
n/Credential

Contains
tnsl:AccessControl/
AccessNotTaken/Credential
Event topic

Does not contain
tnsl:AccessControl/
AccessNotTaken/Credential
Event topic

AccessControl/Denied/Anonym
ous

Contains
tns1l:AccessControl/Denied/
Anonymous Event topic

Does not contain
tnsl1l:AccessControl/Denied/
Anonymous Event topic

AccessControl/Denied/Credent
ial

Contains
tns1l:AccessControl/Denied/
Credential Event topic

Does not contain
tnsl1l:AccessControl/Denied/
Credential Event topic

AccessControl/Denied/Credent
ialNotFound/Card

Contains
tns1:AccessControl/Denied/
CredentialNotFound/Card
Event topic

Does not contain
tns1l:AccessControl/Denied/
CredentialNotFound/Card
Event topic

AccessControl/Duress

Contains
tnsl:AccessControl/Duress
Event topic

Does not contain
tnsl:AccessControl/Duress
Event topic
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Criterion Item GetEventPropertiesResponse

Feature

Supported

Not Supported

AccessControl/Request/Anony
mous

Contains
tnsl:AccessControl/Reques
t/Anonymous Event topic

Does not contain
tnsl:AccessControl/Request/
Anonymous Event topic

AccessControl/Request/Crede
ntial

Contains
tnsl:AccessControl/Reques
t/Credential Event topic

Does not contain
tnsl:AccessControl/Request/
Credential Event topic

AccessControl/Request/Timeo
ut

Contains
tnsl:AccessControl/Reques
t/ Timeout Event topic

Does not contain
tnsl:AccessControl/Request/
Timeout Event topic

AccessPoint/State/Enabled

Contains
tnsl:AccessPoint/State/
Enabled Event topic

Does not contain
tnsl:AccessPoint/State/Enable
d Event topic

Configuration/AccessPoint/Cha
nged

Contains
tns1l:Configuration/AccessP
oint/Changed Event topic

Does not contain
tnsl:Configuration/AccessPoi
nt/Changed Event topic

Configuration/AccessPoint/Re
moved

Contains
tnsl:Configuration/
AccessPoint/Removed
Event topic

Does not contain
tns1l:Configuration/AccessPoi
nt/Removed Event topic

Configuration/Area/Changed

Contains
tns1:Configuration/Area/
Changed Event topic

Does not contain
tns1l:Configuration/Area/
Changed Event topic

Configuration/Area/Removed

Contains
tnsl:Configuration/Areal
Removed Event topic

Does not contain
tnsl:Configuration/Area/
Removed Event topic

5.5.17 Advanced Security Service support

Advanced Security Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:

ONVIF

www.onvif.org

info@onvif.org




-61- ONVIF Feature Discovery Spec V 16.07

O n V I l Driving IP-based physical security through global standardization

1. ONVIF Client checks features support as defined in Table 43.
Note: If GetServicesResponse contains several services with
“http://www.onvif.org/verl0/advancedsecurity/wsdl” namespace ONVIF Client will use service with the
latest version.

Note: If Advanced Security service is not supported, the following feature discovery (Advanced
Security features support) will be skipped.

Table 43 Advanced Security Service (GetServices)

Criterion Item GetServicesResponse
Feature Supported Not Supported
Advanced Security Service Includes service with Does not include service with
“http://lwww.onvif.org/ver10/ | “http://www.onvif.org/ver10/ad
advancedsecurity/wsdl” vancedsecurity/wsdl”
namespace namespace

Advanced Security features support

Keystore, TLS Server, and 802.1X configuration capabilities support under Advanced Security Service
is determined according to the following procedure in conjunction with the above procedure.

Discovery Procedure:

1. ONVIF Client invokes GetServiceCapabilitiesRequest message to check Advanced
Security capabilities support by the DUT.

2. The DUT returns GetServiceCapabilitiesResponse. ONVIF Client checks features support
as defined in Table 44.

Note: If the DUT does not return GetServiceCapabilitiesResponse, then all features defined in Table
44 will be marked as undefined.

Table 44 Advanced Security features support (GetServices)

Criterion Item GetServiceCapabilitiesResponse message
Feature Supported Not Supported
RSA Key Pair Generation Capabilities. Skipped
KeystoreCapabilities. Capabilities.KeystoreCapabiliti
RSAKeyPairGeneration = es.RSAKeyPairGeneration or
true Capabilities.KeystoreCapabiliti
es.RSAKeyPairGeneration =
false
PKCS10 External Certification Capabilities. Skipped Capabilities.
with RSA KeystoreCapabilities. KeystoreCapabilities.
PKCS10ExternalCertification
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Criterion Item

GetServiceCapabilitiesResponse message

Feature

Supported

Not Supported

PKCS10ExternalCertificatio
nWithRSA = true

WithRSA or Capabilities.
KeystoreCapabilities.
PKCS10ExternalCertificationW
ithRSA = false

Self-Signed Certificate
Creation with RSA

Capabilities.
KeystoreCapabilities.
SelfSignedCertificateCreatio
NnWithRSA = true

Skipped Capabilities.
KeystoreCapabilities.
SelfSignedCertificateCreation
WithRSA or Capabilities.
KeystoreCapabilities.
SelfSignedCertificateCreation
WithRSA = false

Passphrase Management

Capabilities.
KeystoreCapabilities.
MaximumNumberOfPassphr

Skipped Capabilities.
KeystoreCapabilities.
MaximumNumberOfPassphras

KeystoreCapabilities.
PKCS8RSAKeyPairUpload =

ases >0 es or Capabilities.
KeystoreCapabilities.
MaximumNumberOfPassphras
es =0
PKCS8 Container Upload Capabilities. Skipped Capabilities.

KeystoreCapabilities.
PKCS8RSAKeyPairUpload or

KeystoreCapabilities.
PKCS12CertificateWithRSA
PrivateKeyUpload = true

true Capabilities.
KeystoreCapabilities.
PKCS8RSAKeyPairUpload =
false
PKCS12 Container Upload Capabilities. Skipped Capabilities.

KeystoreCapabilities.
PKCS12CertificateWithRSAPri
vateKeyUpload or Capabilities.

KeystoreCapabilities.
PKCS12CertificateWithRSAPri

vateKeyUpload = false

CRLs

Capabilities.
KeystoreCapabilities.
MaximumNumberOfCRLs >

Skipped Capabilities.
KeystoreCapabilities.
MaximumNumberOfCRLs or

policies

KeystoreCapabilities.
MaximumNumberOfCertifica
tionPathValidationPolicies >
0

0 Capabilities.
KeystoreCapabilities.
MaximumNumberOfCRLs =0
Certification path validation Capabilities. Skipped Capabilities.

KeystoreCapabilities.
MaximumNumberOfCertificatio
nPathValidationPolicies or
Capabilities.
KeystoreCapabilities.
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Criterion Item GetServiceCapabilitiesResponse message

Feature Supported Not Supported

MaximumNumberOfCertificatio
nPathValidationPolicies = 0

TLS WWW client auth Capabilities. Skipped Capabilities.
extended key usage extension KeystoreCapabilities. KeystoreCapabilities.
EnforceTLSWebClientAuthE | EnforceTLSWebClientAuthExt
xtKeyUsage = true KeyUsage or Capabilities.

KeystoreCapabilities.
EnforceTLSWebClientAuthExt
KeyUsage = false

TLS Server Support Capabilities. Skipped Capabilities.
TLSServerCapabilities. TLSServerCapabilities.
TLSServerSupported listis | TLSServerSupported or empty
not empty Capabilities.

TLSServerCapabilities.
TLSServerSupported list

TLS client authentication Capabilities. Skipped Capabilities.
TLSServerCapabilities. TLSServerCapabilities.
TLSClientAuthSupported = TLSClientAuthSupported or
true Capabilities.

TLSServerCapabilities.
TLSClientAuthSupported =
false

5.5.18 Credential Service support

Credential Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 43.

Note: If GetServicesResponse contains several services with
“http://www.onvif.org/verl0/credential/wsdl” namespace, ONVIF Client will use service with the latest
version.

Note: If Credential service is not supported, the following feature discovery (Credential features
support) will be skipped.

Table 45 Credential Service (GetServices)
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Criterion Item GetServicesResponse

Feature Supported Not Supported

Credential Service Includes service with Does not include service with
“http:/lwww.onvif.org/verl0/ | “http://www.onvif.org/ver10/cr

credential/wsdl” namespace edential/wsdl” namespace

Credential features support

Credential capabilities support under Credential Service is determined according to the following
procedure in conjunction with the above procedure.

Discovery Procedure:

1. ONVIF Client invokes GetServiceCapabilitiesRequest message to check Credential
capabilities support by the DUT.

2. The DUT returns GetServiceCapabilitiesResponse. ONVIF Client checks features support

as defined in Table 46.

Note: If the DUT does not return GetServiceCapabilitiesResponse, then all features defined in Table

46 will be marked as undefined.

Table 46 Credential features support (GetServices)

Criterion Item

GetServiceCapabilitiesResponse message

SupportedldentifierType

contains pt:PIN

Feature Supported Not Supported
pt:Card Capabilities. Capabilities.
SupportedldentifierType SupportedldentifierType does
contains pt:Card not contain pt:Card
pt:PIN Capabilities. Capabilities.

SupportedldentifierType does
not contain pt:PIN

pt:Fingerprint

Capabilities.

SupportedldentifierType

contains pt:Fingerprint

Capabilities.
SupportedldentifierType does
not contain pt:Fingerprint

SupportedldentifierType

contains pt:lris

pt:Face Capabilities. Capabilities.
SupportedldentifierType SupportedldentifierType does
contains pt:Face not contain pt:Face
pt:lris Capabilities. Capabilities.

SupportedldentifierType does
not contain pt:lris
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Criterion Item

GetServiceCapabilitiesResponse message

Feature

Supported

Not Supported

pt:Vein

Capabilities.
SupportedldentifierType
contains pt:Vein

Capabilities.
SupportedldentifierType does
not contain pt:Vein

Validity

CredentialAccessProfileVali
ditySupported = true

Credential Validity Capabilities. Capabilities.
CredentialValiditySupported | CredentialValiditySupported =
=true false
Credential Access Profile Capabilities. Capabilities.

CredentialAccessProfileValidit
ySupported = false

Validity Supports Time Value Capabilities. Capabilities.
ValiditySupportsTimeValue ValiditySupportsTimeValue =
=true false
Reset Antipassback Violation Capabilities. Capabilities.
ResetAntipassbackSupporte | ResetAntipassbackSupported
d =true = false

5.5.19 Access Rules Service support

Access Rules Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 47.

Note: If

GetServicesResponse

contains

several

services with

“http://www.onvif.org/verl0/accessrules/wsdl” namespace, ONVIF Client will use service with the

latest version.

Note: If Access Rules service is not supported, the following feature discovery (Access Rules features

support) will be skipped.

Table 47 Access Rules Service (GetServices)
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Criterion Item GetServicesResponse
Feature Supported Not Supported
Access Rules Service Includes service with Does not include service with
“http:/lwww.onvif.org/verl0/ | “http://www.onvif.org/verl0/ac
accessrules/wsdl” cessrules/wsdl” namespace
namespace

Access Rules features support

Access Rules capabilities support under Access Rules Service is determined according to the
following procedure in conjunction with the above procedure.

Discovery Procedure:

1. ONVIF Client invokes GetServiceCapabilitiesRequest message to check Access Rules
capabilities support by the DUT.

2. The DUT returns GetServiceCapabilitiesResponse. ONVIF Client checks features support
as defined in Table 48.

Note: If the DUT does not return GetServiceCapabilitiesResponse, then all features defined in Table
48 will be marked as undefined.

Table 48 Access Rules features support (GetServices)

Criterion Item GetServiceCapabilitiesResponse message
Feature Supported Not Supported
Multiple Schedules per Access Capabilities. Capabilities.
Point MultipleSchedulesPerAcces | MultipleSchedulesPerAccessP
sPointSupported = true ointSupported = false

5.5.20 Schedule Service support

Schedule Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetServicesResponse has already been retrieved via preceding
procedure described in Section 5.2.

Discovery Procedure:
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1. ONVIF Client checks features support as defined in Table 49.

Note: If GetServicesResponse contains several services with
“http://www.onvif.org/ver10/schedule/wsdl” namespace, ONVIF Client will use service with the latest
version.

Note: If Schedule service is not supported, the following feature discovery (Schedule features support)
will be skipped.

Table 49 Schedule Service (GetServices)

Criterion Item GetServicesResponse
Feature Supported Not Supported
Schedule Service Includes service with Does not include service with
“http://www.onvif.org/verl0/ | “http://Iwww.onvif.org/verl1l0/sc
schedule/wsdl” namespace hedule/wsdl” namespace

Schedule features support

Schedule capabilities support under Schedule Service is determined according to the following
procedure in conjunction with the above procedure.

Discovery Procedure:

1. ONVIF Client invokes GetServiceCapabilitiesRequest message to check Schedule
capabilities support by the DUT.

2. The DUT returns GetServiceCapabilitiesResponse. ONVIF Client checks features support
as defined in Table 50.

Note: If the DUT does not return GetServiceCapabilitiesResponse, then all features defined in Table
50 will be marked as undefined.

Table 50 Schedule features support (GetServices)

Criterion Item GetServiceCapabilitiesResponse message
Feature Supported Not Supported
Extended Recurrence Capabilities. Capabilities.
ExtendedRecurrenceSuppor | ExtendedRecurrenceSupporte
ted =true d = false
Special Days Capabilities. Capabilities.
SpecialDaysSupported = SpecialDaysSupported = false
true
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Criterion Item GetServiceCapabilitiesResponse message
Feature Supported Not Supported
State Reporting Capabilities. Capabilities.
StateReportingSupported = StateReportingSupported =
true false

5.6 Discovery Procedure (GetCapabilities)

If only GetCapabilities is supported by the DUT, then GetCapabilities command will be used for feature
discovery procedure. The following provides with the functionality discovery procedure for this case.

5.6.1 Device Service Capabilities configuration functionality in Device Management Service

There are various network configuration functions defined in [ONVIF Core] as a part of ONVIF Device
Management Service. The following provides with the functionality discovery procedure which is
related to network configuration.

Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 51.

Note:  Absence of Capabilities.Device or Capabilities.Device.Network element in
GetCapabilitiesResponse will be regarded as no support for the following functionalities:

ZeroConfiguration

IPv6

IP Filter

Dynamic DNS
e DHCPv6

Note: Absence of Capabilities.Device or Capabilities.Device.System or Capabilities.Device.Security
element in GetCapabilitiesResponse will be regarded as no support for the following functionalities:

e BYE Message
e System logging
e HttpFirmwareUpgrade

Note: Since the DUT does not support GetServices feature, Maximum Users, Maximum Username
Length, Maximum Password Length and DefaultAccessPolicy are defined as not supported
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Table 51 Device Service Capabilities configuration functionality in Device Management

Service (GetCapabilities)

Criterion Item

GetCapabilitiesResponse message

Feature

Supported

Not Supported

IPv6

Capabilities.Device.Network
. IPVersion6 = true

Skipped
Capabilities.Device.Network.
IPVersion6 or
Capabilities.Device.Network.
IPVersion6 = false

Zero Configuration

Capabilities.Device.Network
. ZeroConfiguration = true

Skipped
Capabilities.Device.Network.
ZeroConfiguration or
Capabilities.Device.Network.
ZeroConfiguration = false

. IPFilter = true

Dynamic DNS Capabilities.Device.Network Skipped
. DynDNS =true Capabilities.Device.Network.
DynDNS or
Capabilities.Device.Network.
DynDNS = false
IP Filter Capabilities.Device.Network Skipped Capabilities.Device.

Network.IPFilter or
Capabilities.Device.Network.
IPFilter = false

Stateful IPv6 DHCP

Capabilities.Device.Network
. DHCPvVG6 = true

Skipped Capabilities.Device.
Network.DHCPv6 or
Capabilities.Device.Network.
DHCPv6 = false

Remote User Handling

Capabilities.Security.
Extension.Extension.
RemoteUserHandling = true

Skipped Capabilities. Security.
Extension.Extension.
RemoteUserHandling or
Capabilities.Security.
Extension.Extension.
RemoteUserHandling = false

Bye Message

Capabilities.Device.System.
DiscoveryBye = true

Skipped Capabilities.Device.
System.DiscoveryBye or
Capabilities.Device.System.
DiscoveryBye = false

System logging

Capabilities.Device.System.
SystemlLogging = true

Skipped Capabilities.Device.
System.SystemlLogging or
Capabilities.Device.System.
SystemlLogging = false
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Criterion Item

GetCapabilitiesResponse message

Feature

Supported

Not Supported

Http Firmware Upgrade

Capabilities.System.
Extension.
HttpFirmwareUpgrade = true

Skipped Capabilities.System.
Extension.HttpFirmwareUpgra
de or Capabilities. System.
Extension.HttpFirmwareUpgra
de = false

Http System Backup

Capabilities.System.
Extension.HttpSystemBacku
p =true

Skipped Capabilities.System.
Extension.HttpSystemBackup
or
Capabilities.System.Extension
. HttpSystemBackup = false

Http System Logging

Capabilities.System.
Extension.HttpSystemLoggi
ng =true

Skipped Capabilities.System.
Extension.HttpSystemLogging
or
Capabilities.System.Extension
. HttpSystemLogging = false

Http Support Information

Capabilities.System.
Extension.
HttpSupportinformation =
true

Skipped Capabilities.System.
Extension.
HttpSupportinformation or
Capabilities.System.Extension
. HttpSupportinformation =
false

5.6.2 Security (HTTP digest authentication) support

In the first version of [ONVIF Core], WS-UsernameToken support was the only method defined as a
mandatory feature for user authentication. This has been changed in the later version of [ONVIF Core]
where it also defines the HTTP digest authentication support as a mandatory feature.

The following discovery procedure will be performed for ONVIF Client to determine which user
authentication function will be used in conformance testing.

Discovery Procedure:

1. ONVIF Client invokes request message for command with security support without any
user authentication (no WS-Security and no HTTP digest authentication) to check HTTP
digest authentication support.

2. ONVIF Client checks features support as defined in Table 52.

Note: The command which is being used for this discovery procedure should be provided before

performing the steps.

Note: If HTTP digest authentication is assumed as supported, the HTTP digest authentication scheme
will be used in the following feature discovery procedure whenever necessary as well as in

conformance testing.
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Table 52 HTTP digest authentication (GetCapabilities)

Criterion Item

Command with security support response message

Feature

Supported

Not Supported

HTTP digest

HTTP 401 Unauthorized
error

Not HTTP 401 Unauthorized
error

5.6.3 NTP support

Whether the DUT supports NTP functionality is determined by the following discovery procedure.

Discovery Procedure:
1. ONVIF Client invokes GetNTPRequest.
2. ONVIF Client checks features support as defined in Table 53.

Note: In any other case than the above, NTP function support will be marked as undefined.

Table 53 NTP functionality (GetCapabilities)

Criterion Item GetNTPResponse
Feature Supported Not Supported
NTP DUT returns GetNTP DUT returns any SOAP fault
Response

5.6.4 1/O functionality in Device Management Service

I/O related functionality support can be retrieved by checking correspondent element of
GetCapabilitiesResponse. The following is the procedure to determine the function support.

Pre-requisite

e This procedure assumes that GetCapabilitiesResponse has already been retrieved via
preceding procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client invokes GetCapabilitiesRequest to check 1/0O functionality support.

2. ONVIF Client receives GetCapabilitiesResponse and checks features support as defined
in Table 54.

3. ONVIF Client invokes GetRelayOutputsRequest message to retrieve a relay output list.

4. The DUT returns GetRelayOutputsResponse with a list of relay outputs.
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5. ONVIF Client invokes SetRelayOutputSettingsRequest message (RelayOutputToken =

“Ifirst  token

from GetRelayOutputsResponse]’,

Properties.Mode = “Bistable”,

Properties.DelayTime = “PT30S”, Properties.ldleState = “open”).

6. ONVIF Client receives SetRelayOutputSettingsResponse.

7. ONVIF Client invokes SetRelayOutputSettingsRequest message (RelayOutputToken =

“Ifirst  token

from GetRelayOutputsResponse]’,

Properties.Mode = “Bistable”,

Properties.DelayTime = “PT30S”, Properties.ldleState = “closed”).

8. ONVIF Client receives SetRelayOutputSettingsResponse.

9. ONVIF Client invokes SetRelayOutputSettingsRequest message (RelayOutputToken =

“Ifirst token

from GetRelayOutputsResponse]”,

Properties.Mode = “Monostable”,

Properties.DelayTime = “PT30S”, Properties.ldleState = “open”).

10. ONVIF Client receives SetRelayOutputSettingsResponse.

11. ONVIF Client invokes SetRelayOutputSettingsRequest message (RelayOutputToken =

“Ifirst token

from GetRelayOutputsResponse]”,

Properties.Mode = “Monostable”,

Properties.DelayTime = “PT30S”, Properties.ldleState = “closed”).

12. ONVIF Client receives SetRelayOutputSettingsResponse.

13. ONVIF Client checks features support as defined in Table 55.

Note: Absence of Capabilities.Device.lO element in the GetCapabilitiesResponse will be defined as
absence of Capabilities.Device.lO.RelayOutputs.

Note: If Capabilities.Device element is not included in the GetCapabilitiesResponse, Relay Outputs
feature will be marked as unsupported.

Note: If DUT does not return GetRelayOutputsResponse or

a list of relay outputs in the

GetRelayOutputsResponse is empty, Relay Outputs features will be marked as undefined.

Note: If GetCapabilities command is not supported by the DUT, I/O feature for Device Management
Service will be defined as unsupported.

Table 54 Relay Outputs in Device Management Service (GetCapabilities)

Criterion Item

GetCapabilitiesResponse message

Feature

Supported

Not Supported

RelayOutputs

Capabilities.Device.lO.
RelayOutputs > 0

Skipped
Capabilities.Device.lO.
RelayOutputs or Capabilities.
Device.lO.RelayOutputs = 0

Table 55 Relay Outputs Mode and Idle State in Device Management Service (GetCapabilities)
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Criterion Item

SetRelayOutputSettingsResponse

Feature

Supported

Not Supported

Bistable Mode/Open ldle State

DUT returns
SetRelayOutputSettings
Response for step 6

DUT returns any SOAP fault
for step 6

Bistable Mode/Closed ldle
State

DUT returns
SetRelayOutputSettings
Response for step 8

DUT returns any SOAP fault
for step 8

Bistable Mode

DUT returns
SetRelayOutputSettings
Response for step 6 or 8

DUT returns any SOAP fault
for step 6 and 8

Monostable Mode/Open Idle
State

DUT returns
SetRelayOutputSettings
Response for step 9

DUT returns any SOAP fault
for step 9

Monostable Mode/Closed Idle
State

DUT returns
SetRelayOutputSettings
Response for step 11

DUT returns any SOAP fault
for step 11

Monostable Mode

DUT returns
SetRelayOutputSettings
Response for step 9 or 11

DUT returns any SOAP fault
for step 9 and 11

5.6.5 Monitoring Events support

Monitoring Events support under Device Control Service is determined according to the following

procedure.

Pre-requisite

e This procedure assumes that GetEventPropertiesResponse has already been retrieved via
preceding procedure described in Section 5.5.6.

Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 56.

Note: If the DUT does not return Event Service or GetEventPropertiesResponse message, then the
following features will be marked as undefined:

e Monitoring/ProcessorUsage

e Monitoring/OperatingTime/LastReset
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e Monitoring/OperatingTime/LastReboot

e Monitoring/OperatingTime/LastClockSynchronization

e Monitoring/Backup/Last

e Device/HardwareFailure/TemperatureCritical

e Device/HardwareFailure/FanFailure

e Device/HardwareFailure/PowerSupplyFailure

e Device/HardwareFailure/StorageFailure

ONVIF Feature Discovery Spec V 16.07

Table 56 Monitoring Events support (GetCapabilities)

Criterion Item

GetEventPropertiesResponse

Feature

Supported

Not Supported

Monitoring/ProcessorUsage

Contains tns1l:Monitoring/
ProcessorUsage Event topic

Does not contain
tns1:Monitoring/
ProcessorUsage Event topic

Monitoring/OperatingTime/Last
Reset

Contains tnsl:Monitoring/
OperatingTime/LastReset
Event topic

Does not contain
tns1:Monitoring/
OperatingTime/LastReset
Event topic

Monitoring/OperatingTime/Last
Reboot

Contains tnsl:Monitoring/
OperatingTime/LastReboot
Event topic

Does not contain
tns1l:Monitoring/
OperatingTime/LastReboot
Event topic

Monitoring/OperatingTime/Last
ClockSynchronization

Contains tns1l:Monitoring/
OperatingTime/LastClockSy
nchronization Event topic

Does not contain
tns1l:Monitoring/
OperatingTime/LastClockSync
hronization Event topic

eratureCritical

tnsl:Device/HardwareFailur
e/TemperatureCritical Event
topic

Monitoring/Backup/Last Contains Does not contain
tns:Monitoring/Backup/Last tns:Monitoring/Backup/Last
Event topic Event topic
Device/HardwareFailure/Temp Contains Does not contain

tnsl:Device/HardwareFailure/T
emperatureCritical Event topic

Device/HardwareFailure/FanFa
ilure

Contains
tnsl:Device/HardwareFailur
e/FanFailure Event topic

Does not contain
tnsl:Device/HardwareFailure/F
anFailure Event topic
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Criterion Item GetEventPropertiesResponse
Feature Supported Not Supported
Device/HardwareFailure/Power Contains Does not contain
SupplyFailure tnsl:Device/HardwareFailur | tnsl:Device/HardwareFailure/P
e/PowerSupplyFailure Event | owerSupplyFailure Event topic
topic
Device/HardwareFailure/Stora Contains Does not contain
geFailure tnsl:Device/HardwareFailur | tnsl:Device/HardwareFailure/S
e/StorageFailure Event topic torageFailure Event topic

5.6.6 Media Service — general

Media Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetCapabilitiesResponse has already been retrieved via
preceding procedure described in Section 5.2.

Discovery Procedure:
ONVIF Client checks features support as defined in
1. Table 57.

Note: If Media service is not supported, the following feature discovery (Media Service features
support) will be skipped.

Table 57 Media Service — general (GetCapabilities)

Criterion Item GetCapabilitiesResponse
Feature Supported Not Supported
Media Service Includes Capabilities.Media Does not include
element Capabilities.Media element

Media Service — Video encoding support

Video encoding function support in Media Service is determined according to the following procedure.

Discovery Procedure:
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ONVIF Client invokes GetVideoEncoderConfigurationOptionsRequest (no
ConfigurationToken, no ProfileToken) message to retrieve all supported codecs.

The DUT returns GetVideoEncoderConfigurationOptionsResponse with a list of supported
codecs. ONVIF Client checks features support as defined in Table 58.

Note: If the DUT does not return GetVideoEncoderConfigurationOptionsResponse, MPEG4 and
H.264 feature will be marked as undefined.

Table 58 Media Service — Video encoding support (GetCapabilities)

Criterion Item GetVideoEncoderConfigurationOptionsResponse
Feature Supported Not Supported
JPEG Mandatory functionality -
MPEG-4 Includes Options.MPEG4 Does not include

Options.MPEG4

H.264 Includes Options.H264 Does not include
Options.H264

Media Service — Audio encoding support

Audio encoding function support in Media Service is determined according to the following procedure.

Discovery Procedure:

1.

ONVIF Client invokes GetAudioEncoderConfigurationOptionsRequest (no
ConfigurationToken, no ProfileToken) message to retrieve all supported audio codecs.

The DUT returns GetVideoEncoderConfigurationOptionsResponse with a list of supported
codecs or SOAP fault. ONVIF Client checks features support as defined in Table 59.

Note: If the DUT returns no response for GetVideoEncoderConfigurationOptionsRequest, Audio
encoding feature will be marked as undefined.

Table 59 Media Service — Audio encoding support (GetCapabilities)

Criterion Item GetAudioEncoderConfigurationOptionsResponse
Feature Supported Not Supported
Audio encoding DUT returns DUT returns any SOAP fault

GetAudioEncoder
ConfigurationOptions
Response

G.711 DUT returns DUT returns any SOAP fault
GetAudioEncoder
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Criterion Item GetAudioEncoderConfigurationOptionsResponse
Feature Supported Not Supported
ConfigurationOptions
Response
G.726 Includes Does not include
Options.Options.Encoding = Options.Options.Encoding =
“G726” “G726”
AAC Includes Does not include
Options.Options.Encoding = Options.Options.Encoding =
“AAC” “AAC”

Media Service — Real-time streaming

Since the DUT does not support GetServices feature Real-time streaming feature will be defined as

supported.

Media Service — Supported Real-time streaming Setup

Which Real-time streaming Setup is supported under Real-time Streaming is determined according to

the following procedure.

Discovery Procedure:

1. ONVIF Client invokes GetCapabilitiesRequest message to check Multicast streaming
capability support by the DUT.

2. The DUT returns GetCapabilitiesResponse. ONVIF Client checks features support as

defined in Table 60.

Note: If DUT does not return GetCapabilitiesResponse then RTP Multicast streaming (UDP) and
RTP/RTSP/TCP Setup features will be marked as undefined.

Table 60 Media Service — Supported Real-time streaming Setup (GetCapabilities)

Criterion Item

GetCapabilitiesResponse message

Media.StreamingCapabilitie
s. RTP_RTSP_TCP =true

Feature Supported Not Supported

RTP/UDP Mandatory functionality -
RTP/RTSP/HTTP Mandatory functionality -
RTP/RTSP/TCP Capabilities. Skipped Capabilities.

Media.StreamingCapabilities.
RTP_RTSP_TCP or
Capabilities.
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Criterion Item GetCapabilitiesResponse message

Feature Supported Not Supported

StreamingCapabilities.
RTP_RTSP_TCP = false

RTP-Multicast/UDP Capabilities.Media.Streamin Skipped
gCapabilities. RTPMulticast | Capabilities.Media.StreamingC
=true apabilities. RTPMulticast or
Capabilities.

Media.StreamingCapabilities.
RTPMulticast = false

Media Service - GetSnapshotUri

GetSnapshotUri function support is determined according to the following procedure.

Discovery Procedure:

1.

ONVIF Client invokes GetProfilesRequest message to retrieve an existing Media Profiles
list.

The DUT returns GetProfilesResponse with the list of existing Media Profiles.

ONVIF Client looks for ready-to-use profile (a profile with VideoSourceConfiguration and
VideoEncoderConfiguration in the GetProfilesResponse. If there are no ready-to-use
profiles found in the GetProfilesResponse, ONVIF Client marks GetSnapshotUri support
by the DUT as undefined.

ONVIF Client invokes GetSnapshotUriRequest (ProfileToken = found ready-to-use profile
token) message to get Snapshot URI.

The DUT returns GetSnapshotUriResponse or SOAP fault. ONVIF Client checks features
support as defined in Table 61.

Note: If no GetProfilesResonse is returned by the DUT, GetSnapshotUri function support by the DUT
is marked as undefined.

Note: If no GetSnapshotUriResponse or SOAP fault is returned by the DUT, GetSnapshotUri function
support by the DUT is marked as undefined.

Table 61 Media Service — GetSnapshotUri (GetCapabilities)

Criterion Item GetSnapshotUriResponse
Feature Supported Not Supported
GetSnapshotUri DUT returns DUT returns any SOAP fault
GetSnapshotUriResponse
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Media Service — Audio outputs support

Audio outputs support in conjunction with its Audio decoding function is determined according to the
following procedure.

Discovery Procedure:

1.

2.

ONVIF Client invokes GetAudioOutputsRequest message to retrieve an Audio outputs list.

The DUT returns GetAudioOutputsResponse or SOAP fault. ONVIF Client checks features
support as defined in Table 62. Go to the next feature definition.

ONVIF Client invokes GetAudioDecoderConfigurationOptionsRequest (no
ConfigurationToken, no ProfileToken) message to retrieve all supported Audio codecs for
decoding by the DUT.

The DUT returns GetVideoEncoderConfigurationOptionsResponse. ONVIF Client checks
features support as defined in Table 63.

Note: If the DUT does not return GetAudioDecoderConfigurationResponse, ONVIF Client assumes
that G.711, G.726 and AAC Audio decoding function support is marked as undefined.
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Table 62 Media Service — Audio outputs support (GetCapabilities)

Criterion Item GetAudioOutputsResponse
Feature Supported Not Supported
Audio output DUT returns DUT returns any SOAP fault or
GetAudioOutputsResponse _
and there are at least one GetAudioOutputsResponse
AudioOutput on the list and there are no AudioOutput
on the list

Table 63 Media Service — Audio outputs decoding support (GetCapabilities)

Criterion Item GetAudioDecoderConfigurationOptionsResponse
Feature Supported Not Supported
G.711 Includes Does not include

Options.G711DecOptions Options.G711DecOptions
G.726 Includes Does not include

Options.G726DecOptions Options.G726DecOptions
AAC Includes Does not include

Options.AACDecOptions Options.AACDecOptions

5.6.7 Event Service

Event Service shall be defined as supported as it is a mandatory feature to be supported by the DUT.
The following procedure will be used as pre-requisite for other features support check.

Since the DUT does not support GetServices feature, Event Service sub-features will be defined as
described below:

e Persistent Notification Storage under Event Service is not supported by the DUT.
e WS Basic Notification under Event Service is supported by the DUT.

e GetServiceCapabilities\MaxPullPoints capability is not supported by the DUT.

5.6.8 Device IO Service
Device 10 Service feature support is determined according to the following procedure.

Since the DUT does not support GetServices feature, the following Device 10 Service sub-features
will be defined as described below:
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o Digital Inputs under Device 10 Service is not supported by the DUT.

Pre-requisite

e This procedure assumes that GetCapabilitiesResponse has already been retrieved via
preceding procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 64.

Note: If the Device 10 Service feature is not supported by the DUT, the following feature discovery
(Relay outputs support) will be skipped.

Table 64 Device 10 Service (GetCapabilities)

Criterion Item GetCapabilitiesResponse

Feature Supported Not Supported

Does not include
Extension.DevicelO element

Includes
Extension.DevicelO element

Device 10 Service

Relay outputs support

Relay outputs support under Device 10 Service is determined according to the following procedure in
conjunction with the above procedure.

Pre-requisite

e This procedure assumes that GetCapabilitiesResponse has already been retrieved via
preceding procedure described in Section 5.2.

Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 65.

Table 65 Relay outputs support (GetCapabilities)

Criterion Item GetCapabilitiesResponse message

Feature Supported Not Supported

Relay Outputs

Capabilities.Extension.Devi
celO.RelayOutputs >0

Capabilities.Extension.Devicel
O.RelayOutputs =0
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5.6.9 PTZ Service support

PTZ Service support is defined according to the following procedure.

Pre-requisite

e This procedure assumes that GetCapabilitiesResponse has already been retrieved via
preceding procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 66.

Note: If PTZ service is not supported, the following feature discovery (Various functions support and
Fixed / Configurable Home Position support) will be skipped.

Table 66 PTZ Service (GetCapabilities)

Criterion ltem GetCapabilitiesResponse
Feature Supported Not Supported
PTZ Service Includes Capabilities.PTZ Does not include
element Capabilities.PTZ element

Various functions support in PTZ Service

The number of function support in PTZ Service is determined according to the following procedure.

Pre-requisite
e A PTZNode which is used in the function discovery procedure should be provided prior to the
execution of the procedure. Otherwise, ONVIF Client will invoke GetNodesRequest message
to get the PTZNodes that can be used for the procedure and the first PTZNode present in
GetNodesResponse will be used in the procedure. In case PTZNode token is provided, ONVIF
Client will use the provided PTZNode token to derive PTZNode via GetNodeRequest.

e Continuous move function is considered as supported if the DUT supports PTZ Service feature.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 67.

Note: If neither GetPTZNodesResponse nor GetPTZNodeResponse is retuned correctly by the DUT,
all functions support under PTZ Service is marked as undefined.
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Table 67 Various functions support in PTZ Service (GetCapabilities)

Criterion Item

First PTZNode from GetNodesResponse or PTZNode from
GetNodeResponse

Feature

Supported

Not Supported

Continuous Pan/Tilt movement

SupportedPTZSpaces.
ContinuousPanTiltVelocity
Space element is present

SupportedPTZSpaces.
ContinuousPanTiltVelocitySpa
ce element is not present

Continuous Zoom movement

SupportedPTZSpaces.
ContinuousZoomVelocity
Space element is present

SupportedPTZSpaces.
ContinuousZoomVelocitySpac
e element is not present

Continuous movement

Mandatory

Absolute Pan/Tilt movement

SupportedPTZSpaces.
AbsolutePanTiltPositionSpa
ce element is present

SupportedPTZSpaces.
AbsolutePanTiltPositionSpace
element is not present

Absolute Zoom movement

SupportedPTZSpaces.
AbsoluteZoomPositionSpac
e element is present

SupportedPTZSpaces.
AbsoluteZoomPositionSpace
element is not present

Absolute movement

Absolute Pan/Tilt movement
or Absolute Zoom
movement is supported

Absolute Pan/Tilt movement
and Absolute Zoom movement
is not supported

Relative Pan/Tilt movement

SupportedPTZSpaces.
RelativePanTiltTranlation
Space element is present

SupportedPTZSpaces.
RelativePanTiltTranlationSpac
e element is not present

Relative Zoom movement

SupportedPTZSpaces.
RelativeZoomTranlationSpa
ce element is present

SupportedPTZSpaces.
RelativeZoomTranlationSpace
element is not present

Relative movement

Relative Pan/Tilt movement
or Relative Zoom movement
is supported

Relative Pan/Tilt movement
and Relative Zoom movement
is not supported

Speed configuration function SupportedPTZSpaces. SupportedPTZSpaces.
for Pan/Tilt movement PanTiltSpeedSpace element | PanTiltSpeedSpace element is
is present not present
Speed configuration function SupportedPTZSpaces. SupportedPTZSpaces.
for Zoom movement ZoomSpeedSpace element ZoomSpeedSpace element is
is present not present

Preset position

MaximumNumberOfPresets
>0

MaximumNumberOfPresets = 0
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Criterion Item First PTZNode from GetNodesResponse or PTZNode from
GetNodeResponse
Feature Supported Not Supported
Auxiliary operation AuxiliaryCommands AuxiliaryCommands element
element is present is not present
Home Position HomeSupported = true HomeSupported = false

Fixed / Configurable Home Position support

In case Home Position function is supported by the DUT, either Fixed or Configurable Home Position
shall be supported by DUT. The following defines the discovery procedure to determine which Home
Position function is supported by the DUT.

Pre-requisite

e This procedure assumes that Media Service has already been retrieved via preceding
procedure described in Section 5.2.

e A PTZNode which is used in the function discovery procedure should be provided prior to the
execution of the procedure. Otherwise, ONVIF Client will invoke GetNodesRequest message
to get the PTZNodes that can be used for the procedure and the first PTZNode present in
GetNodesResponse will be used in the procedure. In case PTZNode token is provided, ONVIF
Client will use the provided PTZNode token to derive PTZNode via GetNodeRequest.

Discovery Procedure:

1.

2.

ONVIF Client invokes GetConfigurationsRequest message to retrieve PTZNodes list.

The DUT returns GetConfigurationsResponse with the list of PTZConfiguration that
contains PTZNode. ONVIF Client identifies the first PTZConfiguration which has the
corresponding PTZNode with the provided PTZNode.

ONVIF Client either selects or creates Media Profile anew along with the identified
PTZConfiguration. Refer to Annex A.1 for the details.

ONVIF Client invokes SetHomePositionRequest (ProfileToken = selected or newly created
profile token) message to check Configurable Home Position is supported by the DUT.

ONVIF Client checks features support as defined in Table 68.

ONVIF Client restores Media Profiles setting in case it changes some of the Media Profiles
configuration.

Note: If Media Service is not supported by the DUT Fixed and Configurable Home Position features
will be marked as undefined.
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Table 68 Fixed / Configurable Home Position support (GetCapabilities)

Criterion Item SetHomePositionResponse
Feature Supported Not Supported
Configurable Home Position DUT returns DUT returns SOAP fault

SetHomePositionResponse

Fixed Home Position DUT returns SOAP fault DUT returns
SetHomePositionResponse

5.6.10 Imaging Service support
Imaging Service feature support is determined according to the following procedure.
Pre-requisite

e This procedure assumes that GetCapabilitiesResponse has already been retrieved via
preceding procedure described in Section 5.2.

Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 69.

Table 69 Imaging Service (GetCapabilities)

Criterion Item GetCapabilitiesResponse
Feature Supported Not Supported
Imaging Service Includes Does not include
Capabilities.Imaging Capabilities.Imaging element
element

IrCutfilterConfiguration function support in Imaging Service

IrCutfilterConfiguration function support in Imaging Service is determined according to the following
procedure.

Pre-requisite

e This procedure assumes that Media Service address or DevicelO Service address were
received from the DUT

Discovery Procedure:

1. ONVIF Client invokes GetVideoSourcesRequest message to retrieve all video sources from
the DUT.

ONVIF www.onvif.org info@onvif.org



-86- ONVIF Feature Discovery Spec V 16.07

O n V I l Driving IP-based physical security through global standardization

2. The DUT returns GetVideoSourcesResponse message with a list of existing Video Sources.

3. ONVIF Client invokes GetOptionsRequest message (VideoSourceToken =
VideoSourceTokenl, where VideoSourceTokenl is the first token of the Video Source in
GetVideoSourcesResponse) to retrieve all supported parameters from the DUT.

4. The DUT returns GetOptionsResponse message.
5. ONVIF Client checks IrCutfilterConfiguration feature support as defined in Table 70.

6. If IrCutfilterConfiguration is supported by the VideoSourceTokenl, ONVIF Client skips other
steps and assumes that IrCutfilterConfiguration feature is supported by the DUT.

7. If IrCutfilterConfiguration is not supported by the VideoSourceTokenl, then ONVIF Client
repeats steps 3-7 for the next not tested VideoSourceToken. If there is no untested
VideoSourceToken, then ONVIF Client assumes that IrCutfilterConfiguration feature is not
supported by the DUT.

Note: If neither Media service, nor DevicelO service are supported, the following feature discovery
(IrCutfilter Configuration) will be skipped and assumed as not supported.

Table 70 IrCutfilterConfiguration function support in Imaging Service (GetCapabilities)

Criterion Item At least one VideoSourceToken from GetVideoSources
Feature Supported Not Supported
IrCutfilter At least two GetOptionsResponse.

IrCutFilterModes elements ImagingOptions does not
are present in contain at least two
GetOptionsResponse.lmagi IrCutFilterModes elements or
ngOptions and one of them GetOptionsResponse.
equal to OFF ImagingOptions does not
contain IrCutFilterModes equal
to OFF

5.6.11 Video Analytics Service support
Video Analytics Service feature support is determined according to the following procedure.
Pre-requisite

e This procedure assumes that GetCapabilitiesResponse has already been retrieved via
preceding procedure described in Section 5.2.

Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 71.

Table 71 Video Analytics Service (GetCapabilities)
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Criterion Item

GetCapabilitiesResponse

Feature Supported Not Supported
Video Analytics Service Includes Does not include
Capabilities.Analytics Capabilities.Analytics element
element

5.6.12 Recording Control Service support

Recording Control Service feature support is determined according to the following procedure.

Pre-requisite

e This procedure assumes that GetCapabilitiesResponse has already been retrieved via
preceding procedure described in Section 5.2.

Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 72.

Note: If Recording Control service is not supported, the following feature discovery (Dynamic
Recordings, Dynamic Tracks, Recording Options and Audio Recording features support) will be

skipped.

Table 72 Recording Control Service (GetCapabilities)

Criterion Item

GetCapabilitiesResponse

Feature Supported Not Supported
Recording Control Service Includes Does not include
Capabilities.Extension. Capabilities.Extension.
Recording Recording

Dynamic Recordings

Extension.Recording.
DynamicRecordings = true

Extension.Recording.
DynamicRecordings = false

Dynamic Tracks

Extension.Recording.
DynamicTracks = true

Extension.Recording.
DynamicTracks = false

Audio Recording

Not supported

Recording Options

Not supported
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Criterion Item

GetCapabilitiesResponse

Feature

Supported

Not Supported

tns1l:RecordingConfig/DeleteTr

ackData

GetEventProperties
contains
tnsl:RecordingConfig/
DeleteTrackData topic

GetEventProperties doesn’t
contain tns1:RecordingConfig/
DeleteTrackData topic

5.6.13 Recording Search Service support

Recording Search Service feature support is determined according to the following procedure.

Pre-requisite

Discovery Procedure:

ONVIF Client checks features support as defined in

Table 73.

This procedure assumes that GetCapabilitiesResponse has already been retrieved via
preceding procedure described in Section 5.2.

Note: If Recording Search service is not supported, the following feature discovery (Metadata Search

and PTZ search features support) will be skipped.

Table 73 Recording Search Service (GetCapabilities)

Criterion Item

GetCapabilitiesResponse

Feature Supported Not Supported
Recording Search Service Includes Does not include
Capabilities.Extension.Sear | Capabilities.Extension.Search
ch

Metadata Search

Capabilities.Extension.
Search.MetadataSearch =
true

Capabilities.Extension.Search.
MetadataSearch = false

Metadata Recording support

Metadata Recording support is determined according to the following procedure in conjunction with
the above procedure.

Pre-requisite
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e This procedure assumes that GetCapabilitiesResponse has already been retrieved via
preceding procedure described in Section 5.2.

e A Recording which is used in the function discovery procedure should be provided prior to the
execution of the procedure (see Annex A.3 Recording Environment Pre-Requisite in the
Replay Control Test Specification).

Discovery Procedure:

1. ONVIF Client invokes GetRecordinglnformationRequest message for recording to check
that this recording contains metadata track with data.

2. The DUT returns GetRecordinglnformationResponse. ONVIF Client checks features
support as defined in.

Note: If the DUT does not return GetRecordinginformationResponse, then Metadata Recording
feature will be marked as undefined.

Note: If the DUT does not support Recording Search Service, then Metadata Recording feature will
be marked as undefined.

Note: If the DUT does not support Recording Search Service and Recording Control Service, then
Metadata Recording feature will be defined as not supported.

Table 74 Metadata Recording support (GetCapabilities)

Criterion Item GetRecordingInformationResponse
Feature Supported Not Supported
Metadata Search Contains at least one Track Does not contain at any Track
with TrackType = with TrackType = “Metadata”
“Metadata” and DataFrom is or for all Tracks with
less than DataTo for this TrackType = “Metadata”
Track DataFrom is not less than
DataTo for this Track

PTZ Position search support

PTZ Position Search support under Recording Search Service is determined according to the following
procedure in conjunction with the above procedure.

Pre-requisite

e A Recording which is used in the function discovery procedure should be provided via
GetRecordingInformation command prior to the execution of the procedure (see Annex A.3
Recording Environment Pre-Requisite in the Replay Control Test Specification).

Discovery Procedure:
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1. ONVIF Client invokes FindPTZPositionRequest message (StartPoint = [start point of
recording], Scope.IncludedRecordings = [recording token], SearchFilter = [any],
KeepAliveTime) to check PTZ Search support by the DUT.

2. If the DUT returns any SOAP fault, ONVIF Client assumes that PTZ Search feature is not
supported by the DUT. Otherwise, ONVIF Client marks PTZ Search will be defined as
supported.

Note: If the DUT does not return GetRecordinginformationResponse, then PTZ Position Search
feature will be marked as undefined.

Note: If Recordinginformation.EarliestRecording is not included in
GetRecordingInformationResponse message, then minimum value of Track.DataFrom will be used as
StartPoint.

Table 75 PTZ Position search support (GetCapabilities)

Criterion Item FindPTZPositionResponse

Feature Supported Not Supported

DUT returns DUT returns SOAP fault

FindPTZPositionResponse

Metadata Search

5.6.14 Replay Service support
Replay Service feature support is determined according to the following procedure.
Pre-requisite

e This procedure assumes that GetCapabilitiesResponse has already been retrieved via
preceding procedure described in Section 5.2.

Discovery Procedure:
1. ONVIF Client checks features support as defined in Table 76.

Note: If Replay service is not supported, the following feature discovery (Reverse Replay features
support) will be skipped.

Table 76 Replay Service (GetCapabilities)

Criterion Item GetCapabilitiesResponse
Feature Supported Not Supported
Replay Service Includes Does not include
Capabilities.Extension.Repl | Capabilities.Extension.Replay
ay element element
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Criterion Item GetCapabilitiesResponse
Feature Supported Not Supported
Reverse Replay - Not Supported
RTP/RTSP/TCP - Not Supported

5.6.15 Receiver Service support
Receiver Service feature support is determined according to the following procedure.
Pre-requisite

e This procedure assumes that GetCapabilitiesResponse has already been retrieved via
preceding procedure described in Section 5.2.

Discovery Procedure:

1. ONVIF Client checks features support as defined in Table 77.

Table 77 Receiver Service (GetCapabilities)

Criterion Item GetCapabilitiesResponse
Feature Supported Not Supported
Receiver Service Includes Does not include
Capabilities.Extension. Capabilities.Extension.Receiv
Receiver element er element

5.6.16 Door Control Service support

Since the DUT does not support GetServices feature Door Control Service feature will be defined as
not supported.

5.6.17 Access Control Service support

Since the DUT does not support GetServices feature Access Control Service feature will be defined
as not supported.
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5.6.18 Advanced Security Service support

Since the DUT does not support GetServices feature Advanced Security Service feature will be
defined as not supported.

5.6.19 Credential Service support

Since the DUT does not support GetServices feature Credential Service feature will be defined as not
supported.

5.6.20 Access Rules Service support

Since the DUT does not support GetServices feature Access Rules Service feature will be defined as
not supported.

5.6.21 Schedule Service support

Since the DUT does not support GetServices feature Schedule Service feature will be defined as not
supported.

5.7 Devices scopes retrieval via GetDeviceScopes

Device scopes provided via GetDeviceScopes may indicate referenced Profiles by the DUT in case
the DUT supports a certain profile. The following is the procedure to identify referenced Profile(s) by
the DUT. For the details on how the retrieved scope will be used for Profile checking, refer to the
specific document.

Discovery Procedure:
1. ONVIF Client invokes GetScopesRequest message to retrieve a device scope list.
2. ONVIF Client preserves the device scope list to determine the referenced Profiles.

Note: If the DUT does not return GetScopesResponse, ONVIF Client regards that the device scope
is defined as empty.

5.8 Devices information retrieval via GetDevicelnformation

General device information provided via GetDeviceScopes is required for report generation. The
following is the procedure to identify DUT information.

Discovery Procedure:
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1. ONVIF Client invokes GetDevicelnformationRequest message to retrieve device
information.

2. ONVIF Client preserves the device information.

Note: If the DUT does not return GetDevicelnformationResponse, ONVIF Client regards the device
information as undefined.
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Annex A

This chapter details out some specific topic which is related to feature discovery procedure described
above.

A.1 Selection / Creation of Media Profile that contains PTZConfiguration

The following procedure describes the way to either select or create Media Profile which adds
PTZConfiguration.

Procedure:

1. Retrieve media profiles by invoking GetProfilesRequest message. Check whether a list of
profiles in the GetProfilesResponse contains identified PTZConfiguration.

2. If no media profile contains identified PTZConfiguration, select one media profile whose
fixed attribute is set to false and which already adds VideoSourceConfiguration and
VideoEncoderConfiguration. Add PTZConfiguration to the media profile by invoking
AddPTZConfiguration command.

3. If no media profile is present to meet the above condition, create new media profile with
VideoSourceConfiguration and VideoEncoderConfiguration by invoking CreateProfile,
AddVideoSourceConfiguration and AddVideoEncoderConfiguration command. After that,
add PTZConfiguration to the media profile by invoking AddPTZConfiguration command.

A.2 Media2 Service - Media Profile Configuration for PTZ Control

For the execution of PTZ control test cases, ONVIF Client has to select and configure the media
profile as follows.

1. ONVIF Client invokes GetProfilesRequest with Type="PTZ” as input parameter in Media2
Service address.

2. The DUT sends GetProfilesResponse with list of profiles.

3. ONVIF Client selects a profile with PTZ Configuration is not empty in GetProfilesResponse and
returns this profile to the test.

4. If there is no profile with PTZ Configuration in GetProfilesResponse then ONVIF Client selects
first profile in GetProfilesResponse, saves this profile in Profilel variable and runs the following
steps:

4.1. ONVIF Client invokes GetConfigurationsRequest in PTZ Service address.
4.2. The DUT sends GetConfigurationsResponse with the list of PTZ Configurations.

4.3. ONVIF Client selects first PTZ Configuration in the GetConfigurationsResponse, saves this
configuration in PTZConfigurationl variable and runs the following steps:

4.4. ONVIF Client invokes AddConfigurationRequest with ProfileToken = Profilel token,
Configuration Type = “PTZ” and Configuration Token = PTZConfigurationl token in Media2
Service address.

4.5. The DUT sends AddConfigurationResponse.
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4.6. ONVIF Client invokes GetConfigurationOptions with ConfigurationToken =
PTZConfigurationl token.

4.7. The DUT sends GetConfigurationOptionsResponse.

4.8. ONVIF Client stops the annex and return Profilel variable to the test.

ONVIF Client DUT

GetProfilesRequest (Configuration
Retrieve media profiles

A 4

Send media profiles
GetProfilesResponse (Media Profiles)

A

Retrieve PTZ
configurations GetConfigurationsRequest (Empty)
supported by DUT ===~ =------=----=-=-=-=-=--=-=-=--~- 4

Send PTZ configurations
GetConfigurationsResponse (PTZ

Configurations)
@ == — = — o 2 ]
Add PTZ configuration AddConfigurationRequest (Media
to media profile profile token, PTZ Config token,
_____________________________ »
AddConfigurationResponse (Empty)
€ = — = = — — mm e

GetConfigurationOptionsRequest
(PTZ Config token)

v

GetConfigurationOptionsResponse

(PTZConfigurationOptions)

A

A.3 Get Complete Door Info List
The following algorithm will be used to get a complete list of Doors:

1. ONVIF Client will invoke GetDoorlInfoListRequest message (no Limit, no StartReference)
to retrieve the first part of Door Information list from the DUT.

2. Verify the GetDoorInfoListResponse message from the DUT.
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3. If GetDoorInfoListResponse message contains NextStartReference, repeat steps 1-2 with
StartReference = [current NextStartReference]. Otherwise, skip other steps and finalize
getting complete door list.

The complete ordered list of doors with information will be made by the means of uniting all
GetDoorInfoListResponse messages. Also, the total number of doors will be calculated.

A.4  Get Complete Access Point Info List
The following algorithm will be used to get a complete list of Access Points:

1. ONVIF Client will invoke GetAccessPointinfoListRequest message (no Limit, no
StartReference) to retrieve the first part of Access Point Information list from the DUT.

2. Verify the GetAccessPointinfoListResponse message from the DUT.

3. If GetAccessPointinfoListResponse message contains NextStartReference, repeat steps
1-2 with StartReference = [current NextStartReference]. Otherwise, skip other steps
and finalize getting complete access point list.

The complete ordered list of access points with information will be made by the means of uniting all
GetAccessPointInfoListResponse messages. Also, the total number of access points will be
calculated.

A.5 Get Complete Area Info List
The following algorithm will be used to get a complete list of Areas:

1. ONVIF Client will invoke GetArealnfolListRequest message (no Limit, no StartReference)
to retrieve the first part of Area Information list from the DUT.

2. Verify the GetArealnfoListResponse message from the DUT.

3. If GetArealnfoListResponse message contains NextStartReference, repeat steps 1-2 with
StartReference = [current NextStartReference]. Otherwise, skip other steps and finalize
getting complete area list.

The complete ordered list of areas with information will be made by the means of uniting all
GetArealnfoListResponse messages. Also, the total number of areas will be calculated.
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