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0.9 Jun 14, 2013 Added appendices A.8 to A.11 and modified Sect.
5.3.14.
13.06 Dec, 2013 First issue of Advanced Security Test Specification
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Create PKCS#10 — negative test,
Delete Certificate — CA — Preserve Public Key,
Upload certificate — delete linked key (negative
test),
14.06 Jun, 2014 Upload certificate — Upload malformed certificate
(negative test),
Upload certificate — Upload expired certificate,
TLS Server Certificate - self-signed,
TLS Server Certificate — CA.
Annex A.21, A.22 were added.
The following test cases were added:
Create PKCS#10 — Subject Test,
14.12 Dec, 2014 Create self-signed certificate — Subject Test,

Upload Passphrase, Delete Passphrase,

Upload PKCS8 — no key pair exists,
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Upload PKCS8 — decryption fails,

Upload PKCS8 — key pair without private key exists,
Upload PKCS12 — no key pair exists,

Upload PKCS12 — decryption fails,

Upload PKCS12 - key pair without private key
exists.

The following test cases were modified with ID
change:

Basic TLS Handshake,

Basic TLS Handshake after Replace Server
Certificate Assignment.

The following annexes were added:

A.23, A.24, A.25, A.26, A.27, A.28, A.29, A.30,
A.31, A.32, A.33, A.34, A.35.

15.06

Jun, 2015

The following test cases were added:

ADVANCED_SECURITY-3-2-5 Basic TLS
Handshake with Replace Server Certification Path
and PKCS#12

ADVANCED_SECURITY-6-3-4 Upload PKCS12 -
verify key and certificate

ADVANCED_SECURITY-2-1-27
CreateSelfSignedCertificate with PKCS#12

ADVANCED_SECURITY-2-1-28 Create PKCS#10
request with PKCS#12

ADVANCED_SECURITY-8-1-1 Upload CRL
ADVANCED_SECURITY-8-1-2 Delete CRL
ADVANCED_SECURITY-8-1-3 Get CRL

ADVANCED_SECURITY-8-1-4 Create certification
path validation policy

ADVANCED_SECURITY-8-1-5 Get certification path
validation policy

ADVANCED_SECURITY-8-1-6 Delete certification
path validation policy

ADVANCED_SECURITY-3-3-1 TLS client
authentication — self-signed TLS server certificate
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with on-device RSA key pair

ADVANCED_SECURITY-3-3-2 CRL processing with
on-device RSA key pair

ADVANCED_SECURITY-3-3-3 Replace certification
path validation policy assignment

The following test cases were modified:

ADVANCED_SECURITY-1-1-3 Check private Key
status for an RSA private key

ADVANCED_SECURITY-2-1-1 Create PKCS#10
certification requests

ADVANCED_SECURITY-2-1-2 Create self-signed
certificate

ADVANCED_SECURITY-2-1-3 Upload certificate —
Keystore contains private key

ADVANCED_SECURITY-2-1-6 Get certificate — self-
signed

ADVANCED_SECURITY-2-1-8 Get all certificates —
self signed

ADVANCED_SECURITY-2-1-10 Delete Certificate —
self signed

ADVANCED_SECURITY-2-1-12 Create Certification
Path — self-signed

ADVANCED_SECURITY-2-1-13 Create Certification
Path — CA

ADVANCED_SECURITY-2-1-14 Get Certification
Path — self-signed

ADVANCED_SECURITY-2-1-15 Get Certification
Path — CA

ADVANCED_SECURITY-2-1-16 Get All Certification
Paths — self-signed

ADVANCED_SECURITY-2-1-17 Get All Certification
Paths — CA

ADVANCED_SECURITY-2-1-18 Delete Certification
Path — self-signed

ADVANCED_SECURITY-2-1-19 Delete Certification
Path - CA

ADVANCED SECURITY-2-1-20 Create PKCS#10
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(negative test)

ADVANCED_SECURITY-2-1-22 Upload certificate —
delete linked key (negative test)

ADVANCED_SECURITY-3-1-1 Add Server
Certificate Assignment — self-signed

ADVANCED_SECURITY-3-1-2 Add Server
Certificate Assignment — CA

ADVANCED_SECURITY-3-1-3 Replace Server
Certificate Assignment — self-signed

ADVANCED_SECURITY-3-1-4  Replace Server
Certificate Assignment — CA

ADVANCED_SECURITY-3-1-5 Get Assigned Server
Certificates — self-signed

ADVANCED_SECURITY-3-1-6 Get Assigned Server
Certificates — CA

ADVANCED_SECURITY-3-1-7 Remove Server
Certificate Assignment — self-signed

ADVANCED_SECURITY-3-1-8 Remove  Server
Certificate Assignment — CA

ADVANCED_SECURITY-3-2-3 Basic TLS
Handshake
ADVANCED_SECURITY-3-2-4 Basic TLS

Handshake after Replace Server Certificate
Assignment

ADVANCED_SECURITY-4-1-1 TLS Server
Certificate - self-signed

ADVANCED_SECURITY-4-1-2 TLS Server
Certificate — CA

ADVANCED_SECURITY-5-1-1 Advanced Security
Service Capabilities

ADVANCED_SECURITY-5-1-2 Get Services and
Get Advanced Security Service Capabilities
Consistency

The following annexes were added:

A.36, A.37, A.38, A.39, A.40, A4l, A42, AA43,
A.44, A.45, A.46
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The following annexes were modified:

A.4, A.8, Alll, A.13, A.14, A.16, A.18, A.30, A.35

16.06

Mar 2016

The ADVANCED_SECURITY-3-2-4 has been
updated.
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1 Introduction

The goal of the ONVIF test specification set is to make it possible to realize fully interoperable IP
physical security implementation from different vendors. The set of ONVIF test specification
describes the test cases need to verify the [ONVIF Core Specs] and [ONVIF Conformance]
requirements. In addition, the test cases are to be basic inputs for some Profile specification
requirements. It also describes the test framework, test setup, pre-requisites, test policies needed
for the execution of the described test cases.

This ONVIF Advanced Security Test Specification acts as a supplementary document to the [ONVIF
Core Specs], illustrating test cases need to be executed and passed. In addition, this specification
acts as an input document to the development of test tool that will be used to test the ONVIF device
implementation conformance towards ONVIF standard. This test tool is referred as ONVIF Client
hereafter.

1.1 Scope

This ONVIF Advanced Security Test Specification defines and regulates the conformance testing
procedure for the ONVIF conformant devices. Conformance testing is meant to be functional black-
box testing. The objective of this specification is to provide test cases to test individual requirements
of ONVIF devices according to the ONVIF Advanced Security Service, which is defined in [ONVIF
Advanced Security Service].

The principal intended purposes are:

e To provide self-assessment tool for implementations.

e To provide comprehensive test suite coverage for [ONVIF Core Specs].
This specification does not address the following.

e Product use cases and non-functional (performance and regression) testing.

e SOAP Implementation Interoperability test i.e. Web Service Interoperability Basic Profile
version 2.0 (WS-1 BP 2.0).

e Full coverage of network protocol implementation test for HTTP, HTTPS, RTP, RTSP,
and TLS protocols.

The set of ONVIF Test Specification will not cover the complete set of requirements as defined in
[ONVIF Core Specs]; instead, it will cover its subset.

This ONVIF Advanced Security Test Specification covers the ONVIF Advanced Security Service,
which is a functional block of [ONVIF Core Specs]. The following section gives a brief overview of
each functional block and its scope.

1.1.1 Keystore

The Keystore section covers the test cases needed for storage and management of keys on an
ONVIF device.

The scope of this specification section is to cover the following functions:
e Create RSA Key Pair

e Get Key Status
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o Get Private Key Status
e Get All Keys
o Delete Key

1.1.2 Certificate Management

The Certificate Management section covers the test cases needed for storage and management of
certificates on an ONVIF device.

The scope of this specification section is to cover the following functions:
e Create PKCS#10 Certification Request
e Create Self-Signed Certificate
e Upload Certificate
e Get Certificate
e Get All Certificates
o Delete Certificate
e Create Certification Path
e Get Certification Path
e Get All Certification Paths
e Delete Certification Path

1.1.3 TLS Server

The TLS Server section covers the test cases needed for configuring the TLS server on an ONVIF
device.

The scope of this specification section is to cover the following functions:
e Add Server Certificate Assignment
e Remove Server Certificate Assignment
e Replace Server Certificate Assignment
e Get Assigned Server Certificates
e Basic TLS Handshake
e TLS client authentication
e Add certification path validation policies assignment
o Delete certification path validation policies assignment

o Replace certification path validation policy assignment
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e Get certification path validation policies assignment

1.1.4 Referential integrity

The Referential integrity section covers the test cases needed for referential integrity checks on an
ONVIF device.

1.1.5 Capabilities
The Capabilities section covers the test cases needed for getting capabilities from an ONVIF device.

The scope of this specification section is to cover the following functions:
e Getting capabilities with GetServiceCapabilities command

e Getting capabilities with GetServices command

1.1.6 Off-Device Key Generation Operations
The Off-Device Key Generation Operations section covers the test cases needed for uploading keys

to an ONVIF device, potentially along with a certificate for the key, based on the PKCS#8 [RFC
5859] and PKCS#12 [PKCS#12] data structures.
The scope of this specification section is to cover the following functions:

e Upload Passphrase

e Delete Passphrase

e Upload key pair in PKCS#8 data structure

e Upload certificate with private key in PKCS#12 data structure

1.1.7 Certificate-based Client Authentication

The Certificate-based Client Authentication section covers the test cases needed for CRL
management on an ONVIF device.

The scope of this specification section is to cover the following functions:
e Upload CRL
e Get All CRLs
e Delete CRL
e Create certification path validation policy
o Get certification path validation policies
o Delete certification path validation policy

o Get certification path validation policy
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2 Terms and Definitions

2.1 Definitions

This section defines terms that are specific to the ONVIF Advanced Security Service and tests. For
a list of applicable general terms and definitions, please see [ONVIF Base Test].

Key

Key Pair
RSA key pair

Digital Signature

Certificate

Certification Path

Certification
Authority

Alias

2.2 Abbreviations

A key is an input to a cryptographic algorithm. Sufficient randomness of the key
is usually a necessary condition for the security of the algorithm. This
specification supports RSA key pairs as keys.

A key that consists of a public key and (optionally) a private key.
A key pair that is accepted as input by the RSA algorithm.

A digital signature for an object allows to verify the object’s authenticity, i.e., to
check whether the object has in fact been created by the signer and has not been
modified afterwards. A digital signature is based on a key pair, where the private
key is used to create the signature and the public key is used for verification of the
signature.

A certificate as used in this specification binds a public key to a subject entity.
The certificate is digitally signed by the certificate issuer (the certification
authority) to allow for verifying its authenticity.

A certification path is a sequence of certificates in which the signature of each
certificate except for the last certificate can be verified with the subject public key
in the next certificate in the sequence.

A certification authority is an entity that issues certificates to subject entities.

An alias is a name for an object on the device that is chosen by the client and
treated transparently by the device.

This section describes abbreviations used in this document.

CA
CSR
SHA

TLS

ONVIF

Certification Authority
Certificate Signing Request (also called Certification Request)
Secure Hashing Algorithm

Transport Layer Security
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3 Test Overview
This section provides information the test setup procedure and required prerequisites, and the test
policies that should be followed for test case execution.

3.1 Test Setup

3.1.1 Network Configuration for DUT

The generic test configuration for the execution of test cases defined in this document is as shown
below (Figure 1).

Based on the individual test case requirements, some of the entities in the below setup may not be
needed for the execution of those corresponding test cases.

Wireless
DHCP Server DNS Server
Access Point
NTP Server Switching Hub HTTP Proxy
DUT ONVIF Client
(Device Under Test) (Test Tool)
Router

Figure 1: Test Configuration for DUT
DUT: ONVIF device to be tested. Hereafter, this is referred to as DUT (Device Under Test).

ONVIF Client (Test Tool): Tests are executed by this system, and it controls the behaviour of the
DUT. It handles both expected and unexpected behaviour.

HTTP Proxy: provides facilitation in case of RTP and RTSP tunnelling over HTTP.

Wireless Access Point: provides wireless connectivity to the devices that support wireless
connection.

DNS Server: provides DNS related information to the connected devices.
DHCP Server: provides IPv4 Address to the connected devices.

NTP Server: provides time synchronization between ONVIF Client and DUT.

ONVIF www.onvif.org info@onvif.org
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3.2 Prerequisites

The pre-requisites for executing the test cases described in this Test Specification are

The DUT shall be configured with an IPv4 address.
The DUT shall be IP reachable in the test configuration.
The DUT shall be able to be discovered by the Test Tool.

The DUT shall be configured with the time, i.e. manual configuration of UTC time and if
NTP is supported by the DUT then NTP time shall be synchronized with NTP Server.

The DUT time and Test tool time shall be synchronized with each other either manually
or by a common NTP server.

The ONVIF Client supports both WS-Security Username Token profile and HTTP digest
authentication as authentication functionalities and selects the authentication method to
use based on the procedure defined in Sect. 3.3.6 (Authentication method selection as a
testing framework) of [ONVIF Base Test Spec].

The user account that is used by the ONVIF Client for issuing commands to the DUT has
administrative rights.

The ONVIF Client shall have access to a certification authority.

The DUT shall have enough free storage capacity for RSA key pairs that is required for
test cases (see test cases pre-requisites for more information).

The DUT shall have enough free storage capacity for certificates that is required for test
cases (see test cases pre-requisites for more information).

The DUT shall have enough free storage capacity for certification paths that is required
for test cases (see test cases pre-requisites for more information).

The DUT shall have enough free storage capacity for server certificate assignment that
is required for test cases (see test cases pre-requisites for more information).

3.3 Test Policy
This section describes the test policies specific to the test case execution of each functional block.

The DUT shall adhere to the test policies defined in this section.

3.3.1 General Policy

The test policies specific to the test case execution of all functional blocks:

ONVIF

If a DUT method produces a fault that is not explicitly stated as expected in the test
procedure of a test case, the result of the test case shall be FAIL.

Assertions in a test procedure are defined using the verb verify, e.g., “ONVIF Client
verifies that list | contains ID x”, with the following semantics:

o If the assertion holds, the test proceeds with the next step in the test procedure.

o If the assertion does not hold, the test result shall be FAIL.

www.onvif.org info@onvif.org
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3.3.2 Keystore
The test policies specific to the test case execution of Keystore functional block:

e DUT shall give the Advanced Security Service entry point by GetServices command, if
DUT supports this service. Otherwise, these test cases will be skipped.

e The DUT shall support on-board generation of an RSA key pair.

e The following tests are performed about key management
o The DUT generates an RSA key pair status handling is done with polling.
o The DUT generates an RSA key pair status handling is done with event.
o The DUT returns whether a key pair in the keystore contains a private key.
o The status of a key in the DUT’s keystore is returned correctly.
o AKkey is deleted correctly from the keystore on the DUT.

Please, refer to Section 4.1 for Keystore Test Cases.

3.3.3 Certificate Management
The test policies specific to the test case execution of Certificate Management functional block:

e DUT shall give the Advanced Security Service entry point by GetServices command, if
DUT supports this service. Otherwise, these test cases will be skipped.

e The DUT shall support generating a PKCS#10 certification request.
e The DUT shall support creating a self-signed certificate.
e The following tests are performed about certificate management
o The DUT correctly supports external certification for a key pair in the keystore.

o The DUT correctly generates a self-signed certificate for a key pair in the
keystore.

o The ONVIF Client can upload a certificate to the DUT.

o A certificate from the keystore on the DUT is correctly returned to the ONVIF
client.

o All certificates in the keystore on the DUT are correctly returned to the ONVIF
client.

o The ONVIF Client can delete a certificate from the keystore on the DUT.

o Certificates in the keystore on the DUT can be correctly combined to a
certification path.

o A certification path stored in the keystore on the DUT can be correctly deleted.

Please, refer to Section 4.2 for Certificate Management Test Cases.
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3.3.4 TLS Server
The test policies specific to the test case execution of TLS Server functional block:

DUT shall give the Advanced Security Service entry point by GetServices command, if
DUT supports this service. Otherwise, these test cases will be skipped.

The DUT shall implement a TLS server.
The following tests are performed for the TLS server
o A certification path is assigned to the TLS server.
o A certification path is received from the TLS server.
o A certification path assignment is removed from the TLS server.

o A certification path assignment to the TLS server is replaced by another
certification path assignment.

o Basic TLS Handshake
o Basic TLS Handshake after Replace Server Certificate Assignment

The following tests are performed for the TLS server in case certificate along with an
RSA private key in a PKCS#12 data structure upload is supported by the DUT

o Basic TLS Handshake with Replace Server Certification Path and PKCS#12

The following tests are performed for the TLS server in case TLS client authentication is
supported by the DUT

o TLS client authentication — self-signed TLS server certificate with on-device RSA
key pair

o CRL processing with on-device RSA key pair

o Replace certification path validation policy assignment

Please, refer to Section 4.3 for TLS Server Test Cases.

3.3.5 Referential integrity

The test policies specific to the test case execution of Referential integrity functional block:

DUT shall give the Advanced Security Service entry point by GetServices command, if
DUT supports this service. Otherwise, these test cases will be skipped.

The DUT shall implement a TLS server.
The following tests are performed for the TLS server

o Referential integrity of certificate assigned to a TLS server.

Please, refer to Section 4.4 for Referential integrity Test Cases.

3.3.6 Capabilities

The test policies specific to the test case execution of Capabilities functional block:

ONVIF
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e DUT shall give the Advanced Security Service entry point by GetServices command, if
DUT supports this service. Otherwise, these test cases will be skipped.

e The following tests are performed
o Getting capabilities with GetServiceCapabilities command
o Getting capabilities with GetServices command

Please, refer to Section 4.5 for Capabilities Test Cases.

3.3.7 Off-Device Key Generation Operations

The test policies specific to the test case execution of Off-Device Key Generation Operations
functional block:

e DUT shall give the Advanced Security Service entry point by GetServices command, if
DUT supports this service. Otherwise, these test cases will be skipped.

e The following tests are performed
o Uploading passphrase with UploadPassphrase command
o Deleting passphrase with DeletePassphrase command
o Upload key pair in PKCS#8 data structure with UploadKeyPairinPKCS8 command

o Upload certificate with private key in PKCS#12 data structure with
UploadCertificateWithPrivateKeylInPKCS12 command

Please, refer to Section 4.6 for Off-Device Key Generation Operations Test Cases.

3.3.8 Certificate-based Client Authentication

The test policies specific to the test case execution of Certificate-based Client Authentication
functional block:

e DUT shall give the Advanced Security Service entry point by GetServices command, if
DUT supports this service. Otherwise, these test cases will be skipped.

e The DUT shall support upload of CRLs.
e The following tests are performed about CRL management
o The ONVIF Client can upload a CRL to the DUT.
o A CRL from the storage on the DUT is correctly returned to the ONVIF client.
o All CRLs in the storage on the DUT are correctly returned to the ONVIF client.
o The ONVIF Client can delete a CRL from the storage on the DUT.
e The following tests are performed about certification path validation policy management
o The ONVIF Client can create a certification path validation policy on the DUT.

o A certification path validation policy from the storage on the DUT is correctly
returned to the ONVIF client.
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o All certification path validation policies in the storage on the DUT are correctly
returned to the ONVIF client.

o The ONVIF Client can delete a certification path validation policy from the
storage on the DUT.

Please, refer to Section 4.7 for Certificate-based Client Authentication Test Cases.
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4 Advanced Security Test Cases

4.1 Keystore

4.1.1 Create RSA Key Pair, status through polling
Test Label: Create RSA Key Pair - Status Using Polling

Test Case ID: ADVANCED_SECURITY-1-1-1

ONVIF Core Specification Coverage: Advanced Security, Keystore — Key Management
Command Under Test: CreateRSAKeyPair, GetKeyStatus

WSDL Reference: advancedsecurity.wsdl

Test Purpose: To test RSA key pair generation with key status retrieval through polling.

Pre-requisite: Advanced Security Service is received from the DUT. On-board RSA key pair
generation is supported by the DUT as indicated by the RSAKeyPairGeneration capability. The DUT
shall have enough free storage capacity for one additional RSA key pair.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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ONVIF Client
HelperGetServiceCapabilities
Retrieve (out cap)
advanced Annex A.10
security R i it >
service
capabilities
CreateRSAKeyPair
Invoke (KeyLength := length)
creation of >
RSA key pair
CreateRSAKeyPairResponse
(KeylD =: keyID,
) EstimatedCreationTime =: duration)
Receive P
response h
GetKeyStatus
KeylID := keylD
Retrieve key (Key vib) >
status
GetKeyStatusResponse
(KeyStatus =: “generating”)
Receive h
response
GetKeyStatus
Retrieve key (KeylD = keyID) _
status g
GetKeyStatusResponse
(KeyStatus =: “ok”)
Receive P
response D
HelperDeleteRSAKeyPair
(in keyID)
Invoke Annex A.1
deletion of e >
RSA key pair

Test Procedure:

1. Start ONVIF Client.

3. ONVIF Client gets the service capabilities (out cap) by following the procedure mentioned in

2. Start DUT.
Annex A.10.
ONVIF

DUT

www.onvif.org
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4. For

each key length keyLength in the RSAKeylLengths capability contained in

cap.KeystoreCapabilities repeat the following steps:

4.1.

4.2.

4.3.

4.4,

ONVIF Client invokes CreateRSAKeyPair with parameter

e KeylLength := keyLength

The DUT responds with CreateRSAKeyPairResponse message with parameters

e KeylD =: keyID

¢ EstimatedCreationTime =: duration

Until timeoutl expires repeat the following steps:

4.3.1. ONVIF Client waits for time duration.

4.3.2. ONVIF Client invokes GetKeyStatus with parameters
o KeylD := keylD

4.3.3. The DUT responds with GetKeyStatusResponse message with parameters
o KeyStatus =: keyStatus

4.3.4. If keyStatus is equal to “ok”, go to the step 4.5.

4.3.5. If keyStatus is equal to “corrupt”, FAIL the test, delete the RSA key pair (in keyID) by
following the procedure mentioned in Annex A.1 to restore DUT configuration, and skip
other steps.

If timeoutl timeout expires for step 4.3 and the last keyStatus is other than “ok”, FAIL the
test, delete the RSA key pair (in keylD) by following the procedure mentioned in Annex A.1
to restore DUT configuration and skip other steps.

4.5. ONVIF Client deletes the RSA key pair (in keylID) by following the procedure mentioned in
Annex A.1 to restore DUT configuration.
Test Result:
PASS -

FAIL =

The DUT passed all assertions.

The DUT did not send CreateRSAKeyPairResponse message(s).

The DUT did not send GetKeyStatusResponse message(s).

Note: timeoutl will be taken from Operation Delay field of ONVIF Device Test Tool.

ONVIF
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4.1.2 Create RSA Key Pair, status through event
Test Label: Create RSA Key Pair — Status Using Event

Test Case ID: ADVANCED_SECURITY-1-1-2

ONVIF Core Specification Coverage: Advanced Security, Keystore — Key Management

Command Under Test: CreateRSAKeyPair

WSDL Reference: advancedsecurity.wsdl and event.wsdl

Test Purpose: To test RSA key pair generation with key status retrieval through events.
Pre-requisite: Advanced Security Service is received from the DUT. Event Service was received
from the DUT. On-board RSA key pair generation is supported by the DUT as indicated by the

RSAKeyPairGeneration capability. The DUT shall have enough free storage capacity for one
additional RSA key pair.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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ONVIF

ONVIF Client
HelperGetServiceCapabilities
Retrieve (out cap)
advanced I '_A‘Trle_X_A_' 1_0 ____________ >
Sec“”Fy. service CreatePullPointSubscription
capabilities

Invoke creation
of pull point
subscription

Receive
response

Invoke creation
of RSA key pair

Receive
response

Retrieve key
status by
notification
message

Receive
response

Retrieve key
status by
notification
message

Receive
response

(Filter. TopicExpression :=
“tns1:Advancedsecurity/Keystore/ KeyStatus”,
Filter. TopicExpression. @Dialect :=
"http://www.onvif.org/
ver10/tev/topicExpression/ConcreteSet")

DUT

v

CreatePullPointSubscriptionResponse
(SubscriptionReference =: s, CurrentTime =: cft,
TerminationTime =: ff)

A

CreateRSAKeyPair
(KeyLength := length)

v

CreateRSAKeyPairResponse
(KeylD =: keyID,
EstimatedCreationTime =: duration)

A

PullMessage
(Timeout := PT60S, MessageLimit := 1)

\ 4

PullMessageResponse
(CurrentTime =: ct, TerminationTime =: {t,
NotificationMessage =: m (with NewStatus =
“generating”))

A

PullMessage
(Timeout := PT60S, MessageLimit := 1)

\ 4

PullMessageResponse
(CurrentTime =: ct, TerminationTime =: {t,
NotificationMessage =: m (with NewStatus =
Mok!!))

A

www.onvif.org
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ONVIF Client DUT
HelperDeleteRSAKeyPair
(in keyID)
Invoke deletion e oo A_ ni“_a)i ’5‘_1 ____________ > Delete RSA key
of RSA key pair pair
Unsubscribe
Send (empty)
unsubscribe >
request
UnsubscribeResponse sRL?bn;gxetion
(empty) P
Receive P
response h

Test Procedure:
1. Start an ONVIF Client.
2. Start the DUT.

3. ONVIF Client gets the service capabilities (out cap) by the following the procedure mentioned in
Annex A.10.

4. ONVIF Client invokes CreatePullPointSubscription with parameters
e  Filter.TopicExpression := “tns1l:Advancedsecurity/Keystore/KeyStatus”

e  Filter.TopicExpression.@Dialect :=
"http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet"

5. The DUT responds with a CreatePullPointSubscriptionResponse message with parameters
e  SubscriptionReference =: s
e CurrentTime =: ct
e TerminationTime =: tt

6. For each key length keyLength in the RSAKeyLengths capability contained in
cap.KeystoreCapabilities repeat the following steps:

6.1. ONVIF Client invokes CreateRSAKeyPair with parameter

¢ KeylLength := keyLength
6.2. The DUT responds with CreateRSAKeyPairResponse message with parameters

e KeylD =: keyID

e EstimatedCreationTime =: duration
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6.3. Until timeoutl + 2*duration timeout expires repeat the following steps:
6.3.1. ONVIF Client waits for time t := min{(tt-ct)/2, 1 second}.
6.3.2. ONVIF Client invokes PullMessages to the subscription endpoint s with parameters
e Timeout := PT60S
e MessageLimit:=1
6.3.3. The DUT responds with PullMessagesResponse message with parameters

CurrentTime =: ct

TerminationTime =: tt

NotificationMessage =: m

6.3.4. If m is not null and the KeylD source simple item in m is equal to keylD and the
NewStatus data simple item in m is equal to “ok”, go to the step 6.5.

6.3.5. If m is not null and the KeylD source simple item in m is equal to keylD and the
NewStatus data simple item in m is equal to “corrupt”, FAIL the test, delete the RSA
key pair (in keylD) by following the procedure mentioned in Annex A.l to restore DUT
configuration and go to the step 7.

6.4. If timeoutl timeout expires for step 6.3 without Notification with KeylD source simple item
equal to keylD and the NewStatus data simple item equal to “ok”, FAIL the test, delete the
RSA key pair (in keylD) by following the procedure mentioned in Annex A.l to restore DUT
configuration and go to the step 7.

6.5. ONVIF Client deletes the RSA key pair (in keyID) by following the procedure mentioned in
Annex A.1 to restore DUT configuration.

7. ONVIF Client sends an Unsubscribe to the subscription endpoint s.
8. The DUT responds with UnsubscribeResponse message.
Test Result:
PASS -
The DUT passed all assertions.
FAIL -
The DUT did not send CreatePullPointSubscriptionResponse message.
The DUT did not send CreateRSAKeyPairResponse message(s).
The DUT did not send PullMessagesResponse message(s).
The DUT did not send UnsubscribeResponse message.

Note: timeoutl will be taken from Operation Delay field of ONVIF Device Test Tool.
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4.1.3 Check private Key status for an RSA private key
Test Label: Check RSA key pair private key status

Test Case ID: ADVANCED_SECURITY-1-1-3

ONVIF Core Specification Coverage: Advanced Security, Keystore — Key Management
Command Under Test: GetAllKeys

WSDL Reference: advancedsecurity.wsdl

Test Purpose: To test whether the private key status is correctly returned for a key pair with private
key.

Pre-requisite: Advanced Security Service is received from the DUT. On-board RSA key pair
generation is supported by the DUT as indicated by the RSAKeyPairGeneration capability. The DUT
shall have enough free storage capacity for one additional RSA key pair.

Test Configuration: ONVIF Client and DUT

Test Sequence:

ONVIF Client DUT
HelperCreateRSAKeyPair
(out keyID)
Invoke Annex A.7
creation of e i > C;?rate RSAkey
RSA key pair P
GetAllKeys
Retrieve (empty)
complete key >
list Send
GetAllKeysResponse complete key
) (KeyAttribute list =: keyAttributeList) list
Receive -
response D
HelperDeleteRSAKeyPair
(in keylD)
Invoke
deletion of -----—=—=—=———=-=- 'A_ nP?X_éj ____________ > Delete RSA key
RSA key pair pair

Test Procedure:
1. Start an ONVIF Client.
2. Start the DUT.

3. ONVIF Client creates an RSA key pair (out keyID) by following the procedure mentioned in
Annex A.7.
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4. ONVIF Client invokes GetAllKeys.
5. The DUT responds with a GetAllKeysResponse message with parameters
e  KeyAttribute list =: keyAttributeList

6. If keyAttributeList[KeyID = keylD].hasPrivateKey is not equal to true, FAIL the test and go to the
next step.

7. ONVIF Client deletes the RSA key pair (in keylD) by following the procedure mentioned in
Annex A.1 to restore DUT configuration.

Test Result:
PASS -

The DUT passed all assertions.
FAIL —

The DUT did not send GetAllKeysResponse message.

ONVIF www.onvif.org info@onvif.org



-31- ONVIF Adv. Security Test Spec V 16.07

O n V I l Driving IP-based physical security through global standardization

4.1.4 Get all keys
Test Label: Get All Keys

Test Case ID: ADVANCED_SECURITY-1-1-4

ONVIF Core Specification Coverage: Advanced Security, Keystore — Key Management
Command Under Test: GetAllKeys

WSDL Reference: advancedsecurity.wsdl

Test Purpose: To test listing of RSA key pairs and appearing of new created RSA key pairs in the
list.

Pre-requisite: Advanced Security Service is received from the DUT. On-board RSA key pair
generation is supported by the DUT as indicated by the RSAKeyPairGeneration capability. The DUT
shall have enough free storage capacity for one additional RSA key pair.

Test Configuration: ONVIF Client and DUT

Test Sequence:

ONVIF Client DUT

GetAllKeys
Retrieve (empty)
complete key >
list

GetAllKeysResponse Send key list
] (KeyAttribute list =: initialKeyList)
Receive P
response h
HelperCreateRSAKeyPair

(out keyID)
Invoke Annex A.7
creation of € —mmmmmm e mm—m—— - - - > C;?rate RSAkey
RSA key pair P

GetAllKeys
Retrieve (empty)
complete key >
list

GetAllKeysResponse Send key list
) (KeyAttribute list =: updatedKeylL.ist)
Receive -
response D
HelperDeleteRSAKeyPair

(in keylD)
Invoke
delehon of e 'A_ nP?X_éj ____________ 'S Delete RSA key
RSA key pair pair

Test Procedure:
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1. Start an ONVIF Client.

2. Start the DUT.

3. ONVIF Client invokes GetAllKeys.

4. The DUT responds with a GetAllIKeysResponse message with parameters
o  KeyAttribute list =: initialKeyList

5. ONVIF Client creates an RSA key pair (out keylD) by following the procedure mentioned in
Annex A.7.

6. ONVIF Client invokes GetAllKeys.

7. The DUT responds with a GetAllKeysResponse message with parameters
o  KeyAttribute list =: updatedKeyList

8. If updatedKeyList does not contain keylD and all keys from initialKeyList, FAIL the test, and go
to the step 10.

9. If updatedCertificateList contains keys other than keylID or keys from initialCertificateList, FAIL
the test, and go to the step 10.

10. ONVIF Client deletes the RSA key pair (in keylD) by following the procedure mentioned in
Annex A.1 to restore DUT configuration.

Test Result:

PASS -

The DUT passed all assertions.
FAIL -

The DUT did not send GetAllKeysResponse message(s).

Note: The DUT may return an empty list at step 4.
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4.1.5 Delete key
Test Label: Delete Key

Test Case ID: ADVANCED_SECURITY-1-1-6

ONVIF Core Specification Coverage: Advanced Security, Keystore — Key Management
Command Under Test: DeleteKey

WSDL Reference: advancedsecurity.wsdl

Test Purpose: To test deletion of RSA key pairs

Pre-requisite: Advanced Security Service is received from the DUT. On-board RSA key pair
generation is supported by the DUT as indicated by the RSAKeyPairGeneration capability. The DUT
shall have enough free storage capacity for one additional RSA key pair.

Test Configuration: ONVIF Client and DUT

Test Sequence:
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ONVIF Client DUT
GetAllKeys
Retrieve (empty)
complete key >
list
GetAllKeysResponse Send key list
) (KeyAttribute list =: initialKeyList)
Receive P
response D
HelperCreateRSAKeyPair
ok (out keyID)
nvoke Annex A.7
creation of L R et > Cr.eate RSA key
RSA key pair pair
GetAllKeys
Retrieve (empty)
complete key >
list
GetAllKeysResponse Send key list
] (KeyAttribute list =: updatedKeyList)
Receive P
response D
DeleteKey
Invoke (KeyID =: keylID)
deletion of >
RSA key pair
DeleteKeyResponse Delete RSA
(empty) key pair
Receive h
response
GetAllKeys
Retrieve (empty)
complete key >
list
GetAllKeysResponse Send key list
) (KeyAttribute list =: finalKeyList)
Receive P
response -

Test Procedure:

1. Start an ONVIF Client.

2. Start the DUT.

3. ONVIF Client invokes GetAllKeys.

4. The DUT responds with a GetAllIKeysResponse message with parameters
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e  KeyAttribute list =: initialKeyList

5. ONVIF Client creates an RSA key pair (out keylD) by following the procedure mentioned in
Annex A.7.

6. ONVIF Client invokes GetAllKeys.

7. The DUT responds with a GetAllKeysResponse message with parameters
e  KeyAttribute list =: updatedKeyList

8. If updatedKeyList does not contain keylD and all keys from initialKeyList, FAIL the test, delete
the RSA key pair (in keyID) by following the procedure mentioned in Annex A.1 to restore DUT
configuration, and skip other steps.

9. If updatedKeyList contains keys other than keylD or keys from initialKeyList, FAIL the test, and
delete the RSA key pair (in keyID) by following the procedure mentioned in Annex A.l to restore
DUT configuration, and skip other steps.

10. ONVIF Client invokes DeleteKey with parameters
e KeylID =: keyID

11. The DUT responds with a DeleteKeyResponse message.

12. ONVIF Client invokes GetAllKeys.

13. The DUT responds with a GetAllKeysResponse message with parameters
o KeyAttribute list =: finalKeyList

14. If finalKeyList is not equal initialKeyList, FAIL the test.

Test Result:

PASS -

The DUT passed all assertions.

FAIL —

The DUT did not send DeleteKeyResponse message.

The DUT did not send GetAllKeysResponse message(s).

Note: The DUT may return an empty list at step 4.
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4.2 Certificate Management

4.2.1 Create PKCS#10 certification requests
Test Label: Create PKCS#10

Test Case ID: ADVANCED_SECURITY-2-1-1

ONVIF Core Specification Coverage: Advanced Security, Keystore - Certificate Management
Command Under Test: CreatePKCS10CSR

WSDL Reference: advancedsecurity.wsdl

Test Purpose: To test the creation of a PKCS#10 certification requests.

Pre-requisite: Advanced Security Service is received from the DUT. Create PCKS#10 supported by
the DUT as indicated by the PKCS10ExternalCertificationWithRSA capability. RSA key pair
generation supported by the DUT as indicated by the RSAKeyPairGeneration capability. The DUT
shall have enough free storage capacity for one additional RSA key pair.

Test Configuration: ONVIF Client and DUT

Test Sequence:

ONVIF Client DUT
HelperCreateRSAKeyPair
(out keyID)
Invoke creation | AmnexA7 ,|  Create RSAkey
of RSA key pair pair
CreatePKCS10CSR
(Subject := subject, KeyID := keyID,
. SignatureAlgorithm.algorithm :=
Invoke creation 1.2.840.113549.1.1.5)
PKCS#10 >
request CreatePKCS10CSRResponse Create
_ (PKCS10CSR =: PKCS10request) PKCS#10
Receive P request
response h
HelperDeleteRSAKeyPair
(in keyID)
Invoke deletion € m oo A_ nzu_a)i ’/'_\j ____________ > Delete RSA key
of RSA key pair pair

Test Procedure:

1. Start an ONVIF Client.

2. Start the DUT.
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3. ONVIF Client creates an RSA key pair (out keylD) by following the procedure mentioned in
Annex A.7.

4. ONVIF Client invokes CreatePKCS10CSR with parameter
e  Subject := subject (see Annex A.2)
o KeylD := keylD
e  CSRAttribute skipped

e  SignatureAlgorithm.algorithm :=1.2.840.113549.1.1.5 (OID of SHA-1 with RSA Encryption
algorithm)

5. The DUT responds with CreatePKCS10CSRResponse message with parameters

. PKCS10CSR =: PKCS10request
6. ONVIF Client validates that PKCS10request is correctly DER encoded (see Annex A.19).
7. If PKCS10request is incorrectly DER encoded, FAIL the test and go to the step 10.
8. ONVIF Client validates that PKCS10request contains the correct subject equals to subject.
9. If PKCS10request contains a wrong subject, FAIL the test and go to the step 10.

10. ONVIF Client deletes the RSA key pair (in keylD) by following the procedure mentioned in
Annex A.1 to restore DUT configuration.

Test Result:
PASS -

The DUT passed all assertions.
FAIL -

The DUT did not send CreatePKCS10CSRResponse message.
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