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1 Scope

This document defines the security baseline for ONVIF specifications. Its content is based on state of the art
technology as published by NIST or BSI.

Note, that any updates to this specification require a review of implications on technical, profile and addon
specifications. Publication of updates to this document must be synchronized with ONVIF Technical and
Technical Service Committees.

2 Normative References

NIST FIPS 180-4 Secure Hash Standard (SHS)
<https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf>

NIST FIPS 186-5 Digital Signature Standard (DSS) - February 3, 2023
<https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-5.pdf>

BSI — Technical Guideline, Cryptographic Mechanisms: Recommendations and Key Length- January 31, 2025

<https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-
TR-02102-1.pdf?__blob=publicationFile&v=9>

RFC 4055 - Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet X.509 Public
Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile

<https://datatracker.ietf.org/doc/html/rfc4055>

RFC 4868 - Using HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512 with IPsec
<https://datatracker.ietf.org/doc/html/rfc4868>

RFC 5116 - An Interface and Algorithms for Authenticated Encryption
<https://datatracker.ietf.org/doc/html/rfc5116>

RFC 5280 Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile
<http://lwww.ietf.org/rfc/rfc5280.txt>

RFC 5758 - Internet X.509 Public Key Infrastructure: Additional Algorithms and Identifiers for DSA and ECDSA
<https://datatracker.ietf.org/doc/html/rfc5758>

RFC 5869 - HMAC-based Extract-and-Expand Key Derivation Function (HKDF)
<https://datatracker.ietf.org/doc/html/rfc5869>

RFC 7292 - PKCS #12: Personal Information Exchange Syntax v1.1
<https://datatracker.ietf.org/doc/html/rfc7292>

RFC 7714 - AES-GCM Authenticated Encryption in the Secure Real-time Transport Protocol (SRTP)
<https://datatracker.ietf.org/doc/html/rfc7714>

RFC 8017 - PKCS #1: RSA Cryptography Specifications Version 2.2
<https://datatracker.ietf.org/doc/html/rfc8017>

RFC 8018 - PKCS #5: Password-Based Cryptography Specification Version 2.1

<https://datatracker.ietf.org/doc/html/rfc8018>
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RFC 8439 - ChaCha20 and Poly1305 for IETF Protocols
<https://datatracker.ietf.org/doc/html/rfc8439>

RFC 9579 - Use of Password-Based Message Authentication Code 1 (PBMAC1) in PKCS #12 Syntax
<https://datatracker.ietf.org/doc/html/rfc9579>

3 Definitions

Asymmetric Encryption Encryption with public and private key pair.
Hash Method to create a unique fingerprint of a large data set.
Signature Private key signed hash that can be verified with the corresponding public key.

4 Overview

The content of this document is based on state of the art technology as published by the American institute NIST
and the German department BSI. Note, that any updates to this specification require a review of implications
on technical, profile and addon specifications.

Publication of updates must synchronized with ONVIF Technical and Technical Service Committee

5 Asymmetric Encryption Schemes and Key Agreement

Baseline for asymmetric encryption and key agreement schemes that a device shall support when it signals
supports for the algorithm.

Table 1: Asymmetric Key Schemes

Name Key Length Comment
RSA 3072 Bit RSA Baseline
RSA 4096 Bit Public key

usage
secp256r1 256 Bit EC Baseline
secp384r1 384 Bit

6 Symmetric Encryption Schemes
Symmetric encryption algorithm a device shall support

Table 2: Symmetric Encryption Schemes

Name Key Length Comment
AES-GCM 128 Bit RFC 5116

7 Hash Functions

Table 3: Hashes

Name Size Reference
SHA-2 256 Bit FIPS 180-4

8 Signatures
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Table 4: Signatures

SecurityBaseline — Ver. 25.12

Scheme Hash Reference

RSA PKCS1v1_5 SHA 256, | RFC 8017 not
SHA 384, | recommended
SHA 512

RSASSA-PSS SHA 256, | RFC 8017
SHA 384,
SHA 512

ECDSA SHA 256, | RFC 5758,
SHA 384, | X9.62
SHA 512

9 Key Derivation
Table 5: Key Derivation Functions

Name Reference Comment

PBKDF2 RFC 8018 & RFC 9579 for passwords

HKDF RFC 5869 for random keys

10 Certificates

Requirements for certificate upload and creation.

Table 6: Signature Baseline

Name oD Reference
sha256WithRSAEncryption 1.2.840.113549.1.1.11 RFC 4055
sha384WithRSAEncryption 1.2.840.113549.1.1.12 RFC 4055
sha512WithRSAEncryption 1.2.840.113549.1.1.13 RFC 4055

ecdsa-with-SHA256

1.2.840.10045.4.3.2

RFC 5758, X9.62

ecdsa-with-SHA384

1.2.840.10045.4.3.3

RFC 5758, X9.62

ecdsa-with-SHA512

1.2.840.10045.4.3.4

RFC 5758, X9.62

Table 7: Baseline for Encrypting Private Key

Name Reference Capability
PBKDF2 RFC 8018 PasswordBasedEncryptionAlgorithms
AES-128-CBC RFC 7292

1 JWT

Requirements for JWT signature algorithm.

Table 8: Signature Baseline

Name Reference
RS256 RFC 7519
ES256 RFC 7519
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Annex A.
TLS Cipher Reference (Informative)

This Annex is advocating a small subset of Ciphers as part of the ONVIF standard that readers of this
specification can use as an informative guide.

The following small subset of ciphers covering TLS 1.2/ 1.3 are based on the baseline defined in this document
and match common practise by Cloudflare, Mozilla, and ciphersuite.info.

While TLS 1.2 and 1.3 are both currently viable, we would suggest that TLS 1.3 is preferred. Do note that the
table is not ordered by the strength of the cipher.

Table A.1: TLS 1.3/ 1.2 Cipher list

Minimum Protocol IANA Name

TLS 1.3 TLS_AES 256_GCM_SHA384

TLS 1.3 TLS_CHACHA20_POLY1305_SHA256

TLS 1.2 TLS_ECDHE_ECDSA_WITH_AES_128 _GCM_SHA256

TLS 1.2 TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256
TLS 1.2 TLS_ECDHE_RSA_ WITH_AES_128 GCM_SHA256

TLS 1.2 TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256
TLS 1.2 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
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Annex B.
Hybrid Public Key Encryption (Informative)

This section lists the HPKE encryption baseline and links them to the relevant IANA registry. The listed algorithm
map to the definitions in the normative sections above.

Table B.1: HPKE KEM Identifiers

IANA Registry Reference
0x0010 DHKEM(P-256, HKDF-SHA256)

Table B.2: HPKE KDF Identifiers

IANA Registry Reference
1 HKDF-SHA256

Table B.3: HPKE AEAD ldentifiers

IANA Registry Reference
2 AES-256-GCM
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Annex C.
Secure Streaming using SRTP (Informative)

This section lists the security baseline for SRTP streaming and links them to the relevant IANA registry. The
listed algorithm map to the definitions in the normative sections above.

Table C.1: SRTP Identifiers

Algorithm Reference
AEAD_AES_128 GCM RFC 7714
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Annex D.
Revision History
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Hans Busch First release
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